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Chapter 1

SSH Server

1.1 SSH f#

1. SSH & Secure Shell #9148 » T —#EMH L AWHE o

2. SSH & —#&i% 8 % & 8 1 B A58 EMIUTH &89 — B -

1.2 SSH server ¥%

1. %% openssh £ : Ri#h —#& Linux KR A LK -

1 [[root@kvm8 ~]# yum install -y openssh-server openssh-clients

2. %% /etc/ssh/sshd_config X E4% : R#| K AFF ssh A root HRIXE A ©

1 || [root@kvm8 ~]# vim /etc/ssh/sshd_config
PermitRootLogin yes

3. %% /etc/ssh/sshd_config T%i/’i’l#"” : FRF R A ssh & B AHE A
EEHEN > yes K7 T ME R EHHEN o

[root@kvm8 ~]# vim /etc/ssh/sshd_config
2 || PasswordAuthentication yes

4. % %% /etc/ssh/sshd_config X T A% : 152 ssh #) port > AR A 22 °

1



1.3. x&## CHAPTER 1. SSH SERVER

[root@kvm8 ~]# vim /etc/ssh/sshd_config
2 ||Port 22

5. %% sshd R

[root@kvm8 ~]# /etc/init.d/sshd restart
2 || Shutting down sshd: [FAILED]
Starting vsftpd for sshd: [ 0K ]

6. X %% E sshd B

1 {iroot@kva ~]# chkconfig sshd on J

1.3 =42#%%

1. Br K35 & —AEAT #8388 T4 A ssh : @ % Linux TR M KM #r € B 2L ssh it
4 o

1 || [root@kvm8 ~]# /etc/init.d/iptables restart
[root@kvm8 ~]# iptables-save | grep 22
3| -A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT

2. R ERED)

1 [ﬁroot@kvm8 ~]# /etc/init.d/iptables restart J

3. FAMEE b K

1 [[root@kvm8 ~1# chkconfig iptables on J

4. SELinux A ¥ ssh #93% %

1 || [root@kvm8 ~]# getsebool -a | grep ssh
allow_ssh_keysign ——> off
3 || fenced_can_ssh --> off
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1.4. SSH £ % #EA

1.4

1. 2 T By R AR EH LI » ﬁ&ﬁ%)ﬁ% AR NEH AR TAE o BB Y
B sksbJA £ client iﬁ%éi*‘éﬂ key ° 24 (Public Key) $24 %24
(Private Key) > A2 4g % 3] 8 A8y i#ﬂﬁ ALY R A EHGEN - key 8

ssh_chroot_full access --> off
ssh_chroot_manage_apache_content --> off
ssh_chroot_rw_homedirs --> off
ssh_sysadm_login -—> off

CHAPTER 1. SSH SERVER

SSH £ ZAHEAN

A

11

13

15

17

19

21

r[root@kvm8 ~]# ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /root/.ssh/id_rsa.
Your public key has been saved in /root/.ssh/id_rsa.pub.
The key fingerprint is:
c3:e€9:25:65:00:c8:65:cb:e8:fe:4e:7e:ce:06:24:9d root@kvm8.deyu.wang
The key's randomart image is:
+--[ RSA 2048]-——--+

. ot..

o+ .

I I
I I
I I
I . I
| .+ .S . |
I I
I I
I |
I I

2. A B 2R B BB N MK

r[root@kvm8 ~]# scp .ssh/id_rsa.pub kvm7.deyu.wang: .ssh/

The authenticity of host 'kvm7.deyu.wang (192.168.122.7)' can't be
established.

RSA key fingerprint is 33:76:31:62:25:dd:eb:a6:1f:5a:54:10:b8:25:c3:66.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'kvm7.deyu.wang,192.168.122.7' (RSA) to the
list of known hosts.

root@kvm7.deyu.wang's password:

id_rsa.pub 100% 401 0.4KB/s

00:00
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1.4. SSH £ %#HEA CHAPTER 1. SSH SERVER

. J

3. ssh BAB S BB T4 > BB T TN

1 || [root@kvm8 ~]# ssh kvm7.deyu.wang
root@kvm7.deyu.wang's password:
3 ||Last login: Tue Feb 4 19:31:13 2014 from 192.168.122.1

AHTAZIRIZAE MR 94 £ B authorized keys » AT XASL /A Je A A% 3% 8 A 49
g BB BB E P

1 [[root@kvm? ~]# cat .ssh/id_rsa.pub >> .ssh/authorized_keys J

5. 455/ & B4k .ssh B4% % authorized keys #HEIR » Z A A K LM B HE R B
Ko BT RAMABMI LA TR ssh A BT ZH B 2ETLE > MmAEH
JE > A TR R BIHEN o

=

1 || [root@kvm7 ~]# chmod 700 .ssh/

[root@kvm7 ~]# chmod 644 .ssh/authorized_keys

3 || [root@kvm7 ~]# 11 -d .ssh

drwx—————- . 2 root root 4096 Feb 4 19:36 .ssh

5| [root@kvm7 ~]# 11 .ssh/authorized_keys

-ru-r--r--. 1 root root 401 Feb 4 19:36 .ssh/authorized_keys

\. J

6. & kvm7.deyu.wang ® %] kvm8.deyu.wang °

[root@kvm7 ~]# exit
2 || logout
Connection to kvm7.deyu.wang closed.

7. BREXN kvim7.deyu.wang &R FH Z % o

Last login: Tue Feb 4 19:32:57 2014 from 192.168.122.1

1 L[root@kva ~]# ssh kvm7.deyu.wang

De-Yu Wang CSIE CYUT 4



1.5. SSH-COPY-ID CHAPTER 1. SSH SERVER

1.5 ssh-copy-id

1. E— % BT E 4B > linux LT H R EF— LW A ssh-copy-id » &
#47 ssh-keygen £ 4% ssh key °

r[root@kva ~]# ssh-keygen

2 || Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa):
4 ||Enter passphrase (empty for no passphrase):

Enter same passphrase again:

6 || Your identification has been saved in /root/.ssh/id_rsa.
Your public key has been saved in /root/.ssh/id_rsa.pub.
8 || The key fingerprint is:
01:be:06:3d:89:bd:5b:b4:7a:e6:37:b0:07:44:86:35 root@kvm3.deyu.wang
10 | The key's randomart image is:

+-—[ RSA 2048]-——-+

12 1 .0E |
| =.00. |
14| | 0 *00 |
| . =.0 |
16| | +.8 I
| +0 |
18| | o o+ |
| +. + |
20 | | .0 |
S +
\

2. #U4T ssh-copy-id 4 # & 2% A# 24 - 3£ T 2 public key 4% 5] 3% 2 4% -
jﬁ% 'Tﬁéﬂ&/’i'ﬁ%ﬁ%jé‘%éﬁ)\é@{g{%i#& °

1 || [root@kvm3 ~]# ssh-copy-id 192.168.122.7

The authenticity of host '192.168.122.7 (192.168.122.7)' can't be
established.

3 || ECDSA key fingerprint is 30:b2:6e:89:45:69:cc:2f:52:a2:c7:d0:dc:2b:aa:e9

Are you sure you want to continue connecting (yes/no)? yes

5 || /usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to
filter out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you
are prompted now it is to install the new keys

7 || root@192.168.122.7's password:

9 || Number of key(s) added: 1

11 ||Now try logging into the machine, with: '"ssh '192.168.122.7'"

and check to make sure that only the key(s) you wanted were added.
\8

3. BA 192.168.122.7 &R &FEMAEH o

De-Yu Wang CSIE CYUT 5



1.6.

SSHPASS 1§ & % 4% CHAPTER 1. SSH SERVER

[root@kvm3 ~]# ssh 192.168.122.7
2 ||Last login: Thu Feb 15 11:58:57 2018 from deyu.wang
[root@kvm7 ~]#

1.6 sshpass &£ EH

1.

B EENELE BB RRETRE > ssh R LATFHMAEH - B L
BUTIAE S FRHAT - BRREF TG RZET - AERAH > TUHY
sshpass 154 Bf %% 1555 T F 55 o

. %% sshpass £ -

1 {iroot@kva ~]# yum install -y sshpass J

SN EH T kvin7.deyu.wang bk E AR o kA R £ B AR E S

1 || [root@kvm8 ~]# ssh kvm7.deyu.wang

Last login: Tue Feb 4 19:49:12 2014 from deyu.wang
3 || [root@kvm7 ~]# mv .ssh/authorized_keys /tmp
[root@kvm7 ~]# exit

5 || logout

Connection to kvm7.deyu.wang closed.
NS

1% M sshpass 1% % #5 123qwe * ssh A kvm7.deyu.wang 4 B 4 /root
TAL M4 % abc W E % aaaac &% 2R AF Hékssh FA A4 %
known hosts € T EERBOEEIMHE LB IEKTH TR IR ip > £
host key ~Fl > ssh € 24 £ &R 8 » ZRAEZ LM% A known_hosts T893
5% » A A& o ®IE -0 StrictHostKeyChecking=no % & R 47 host key #94%
& o A st b B A X 69 B AE

[root@kvm8 ~]# sshpass -pl23qwe ssh -o StrictHostKeyChecking=no kvm7.
deyu.wang "echo aaaa > /root/abc"

rsync ¥4 ssh Fl ¥ » Fl # T »L #] B sshpass 1% &% % #% > # b.txt i% 3|
kvm7.deyu.wang °

De-Yu Wang CSIE CYUT 6



1.7. SSH ## X11 CHAPTER 1. SSH SERVER

1 || [root@kvm8 ~]# echo bbbb > b.txt
[root@kvm8 ~]# rsync -av -—e "sshpass -p123qwe ssh" b.txt kvm7.deyu.wang

3 | sending incremental file list
b.txt

5
sent 78 bytes received 31 bytes 218.00 bytes/sec
~ J

6. A kvm7.deyu.wang # &4 £ abc A b.txt o

[root@kvm7 ~]# cat abc

2 || aaaa
[root@kvm7 ~]# cat b.txt

4 || bbbb

1.7 ssh ## X11

1. ssh &%k 43 3 3 R A4

2. %% config A » ARG EVER EH  HT B X11 o

P34 CRAT AN ES N GUI AR E o

[root@kvm8 ~]# vim .ssh/config
2 || Host *

ForwardAgent yes
4 || ForwardX11 yes

3. % % config #9HR o

{iroot@kva ~]# chmod 644 .ssh/config

4. ssh G mAER X St THFEH8 GUI X4 -

1 || [root@kvm8 ~]# ssh -X deyu.wang

root@deyu.wang's password:
3 ||Last login: Thu Feb 13 20:21:53 2014 from kvm8.deyu.wang

[root@dywH ~]# virt-manager

# ssh 4 » REHATE — GUI AKX » T WA ssh 184 HH e st f789 GUI

BR 4L o
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1.8. SSH ## 4 CHAPTER 1. SSH SERVER

[[root@kva ~]# ssh -X deyu.wang virt-manager J

6. 1A rsync & ssh 4 o HFLERRE

1 ||Warning: No xauth data; using fake authentication data for X11
forwarding.

7. rsync Fl ¥ 84 ssh -x 4§ € 4% A ssh 8 X11 forwarding °

1 || [root@kvm8 ~]# rsync -e "ssh -x" -a /var/ftp/pub/centos6/bin $host:/var/
ftp/pub/centos6/

1.8 ssh ¥k

1. ssh skt » E—REMAHERT A PE RG> B A F g Rn T/Fe
Ei Ny s

1 {Write Failed: broken pipe J

2. [AEENF > 18] ServerAliveInterval 120 5% » & 120 % — R £ 093t &,
iR Ap ey M AR AR

1 [[root@dywH ~]# ssh -o ServerAliveInterval=120 kvm8.deyu.wang J

3. %# config & T 4% > E KA ssh B4 > AR AR T o WwRAA root H R >
TUALEFKBST » %% ~/.ssh/config® —HTAEE| 3L E &9 o

1 || [root@dywH ~]# vim .ssh/config
Host x*
3 ServerAliveInterval 120

4. f57k.sshiconfig R EAAN P AF A HBME » TR &% ssh 24 o

1 [[root@dywH ~]# chmod 600 ~/.ssh/config J

De-Yu Wang CSIE CYUT 8



1.9. SSH+FIREFOX #i#% CHAPTER 1. SSH SERVER

1.9 SSH-+Firefox &%

1. Firefox %% autoproxy £# °

1 |Firefox —> Add-ons -> keyin: autoproxy —-> search -> install -> restart
firefox

2. Firefox TAF7| L3 48 5 » SEm (46 -

1] % & : Global mode
& &, : Disable proxy
3 tﬁ@ : Automatic mode J

3. HARAAE T4 FL> mTHALM]  BRERE - B# Default Proxy -> ssh
HE

Firefoxv | g 0 New Mess... 3 | TUSHFSRIFH AL, . 30 | TiModule10-14 3¢ | TuEHBMoodle... i | Google 3¢ | Google 38| mLinux (IERER X || - F X
@ 5 [ dywang.csie.cyut.edu.tw/moodie23/dywang/linuxserver/ vg] {"Jvirsh EIMenuv TiMoodle @ squirrel [Google [lre # v fé". ™

Preferences... Ctrl+Alt+P
MNext| Up| Previous| Contents -
_I _I _I _I Proxyable items (V) Ctri+Alt+V

Next: Contents Contents

UTF8bkai '.:,' Free Gate
O GAppProxy
Linux ﬁﬂﬁ%ﬁ -:E‘,- GoAgent
O GPass
Department of Computer Science and Information Enginee O JAP Ctrl+Alt+A
Chaoyang University of Technology O PaperBus Ctrl+Alt+G
Taichung. Taiwan, Republic of China (E) puff C CtrI+AIL+D
o BHIRG  ERERENE Linux EIREIR - NEEEIECR
- BEEE: >
1. Linux &7 {AiFa28a% - O Tor
2. iptables Bk 585 - O Wu Jie
3. fAAREREE selinux - _
- SR E S AR : B Linux/Unix 2 S50 « L Aot liesdom
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o

* Apache HTTP Server
o Apache HTTP 41

Armmrho UTTN marine AR
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1.10. REVERSE SSH TUNNELING CHAPTER 1. SSH SERVER

FA%K 7070 &R A RITEAN > TlE cjb.net ¥ F — AR MRIT o

1 {Idywang@dywH security]$ ssh -D 7070 dywang@163.17.27.219 J

5. Firefox # % dywang.csie.cyut.edu.tw #]3X » B £ Z A BIZAEAT 89 R »
BT VAR VASE % 35 B 48 B o

6. & % dywang.csie.cyut.edu.tw & B X # > http 80 port F* A FF
163.17.27.219 75k ©

1 || [root@dywang ~1# grep '219' /etc/sysconfig/iptables
-A INPUT ! -s 163.17.27.219/32 -p tcp -m state --state NEW -m tcp --
dport 80 -j ACCEPT

7. €345 % dywang.csie.cyut.edu.tw #95 K& o

{iroot@dywang ~]# /etc/init.d/iptables restart J

8. A vk Firefox # ¥ dywang.csie.cyut.edu.tw #|3 » & ZEFZHM@A -

1.10 Reverse SSH Tunneling

1. &2 agEsm 4L NAT & @ > T 4L Al reverse SSH tunneling i 4% »
RET REH

2. R &K 163.17.10.68 i 4 ®| £ # 192.168.122.5° % & B 42 £ #
192.168.122.5 # 4T ssh -R R & & & 2| LR L6 R IEE P> L 3% 3%
19999 & B 31893838 » R B — B A WAL 69 3RFERP T o

1 || [root@kvm5 ~]# ssh -R 19999:1localhost:22 dywang0163.17.10.68
dywang@163.17.10.68's password:

3| Last login: Wed Apr 6 10:10:47 2016
[dywang@dywang ~1$
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3. HE LR E# 163.17.10.68 ¥4 19999 port i 4 localhost » %t T A & @y i
BB ke NAT @69 192.168.122.5 %7 -

[root@dywang ~]# ssh root@localhost -p 19999

2 ||Warning: Permanently added '[localhost]:19999' (RSA) to the list of
known hosts.

root@localhost's password:

4 || Last login: Fri Oct 27 10:53:22 2017 from deyu.wang

[root@kvmb ~]#

- _J

1.11 SSH #a M A

1.11.1 fignerprint

1. &% EAAETERZ > THIE (fignerprint) €~ —4k » ssh &EE N » LA R A
~/.ssh/known_hosts Tt TG sk » AR EH L&k H VBRI K- L EH
Mk ~/.ssh/known_hosts BIAE R F 89 BT A 151 AR RARAR M Ik o

1 || [dywang@dywssd ~]$ ssh root@kvm7.deyu.wang

key_from_blob: remaining bytes in key blob 3

SRIKdcddddEdededededdededededededdededededededddedededededeleddede

© WARNING: POSSIBLE DNS SPOOFING DETECTED! e

SR HcldcdedEddeddeeddedededeedededdeedeeededddedededddeddededdeeedeeed

The RSA host key for kvm7.deyu.wang has changed,

7 ||and the key for the corresponding IP address 192.168.122.7

is unchanged. This could either mean that

9 ||DNS SPOOFING is happening or the IP address for the host

and its host key have changed at the same time.

11 || 0ffending key for IP in /home/dywang/.ssh/known_hosts:32

celdeddedeeceecdeedeeddedddedeececdedededdeddeedeeeeceeeedeeded

131 @ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! e

celdeddeddeceeceeedddedddeddedeeceecedededdedeeddeddeceeceecedeede

15 || IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle
attack) !

17 || It is also possible that the RSA host key has just been changed.

The fingerprint for the RSA key sent by the remote host is

19|/ 0b:57:84:7d:e0:62:d8:80:0f:64:58:22:c5:ba:ee:b8.

Please contact your system administrator.

21 ||Add correct host key in /home/dywang/.ssh/known_hosts to get rid of this
message.

Offending key in /home/dywang/.ssh/known_hosts:33

23 |Password authentication is disabled to avoid man-in-the-middle attacks.

Keyboard-interactive authentication is disabled to avoid man-in-the-
middle attacks.
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2.

25 &Permission denied (publickey,gssapi-keyex,gssapi-with-mic,password). J

FRREZEP#FE—X SSH 2R 24 —HMAHE > wREAMEBRTHE » BEEX
RGP R FFIREHEE P 3 RNE B > sh€ 3k sbsd 2830 6
BPHEHE AR

1 [[root@dywH ~]# ssh-keygen -R 192.168.122.7 -y J

R RAARE A4 AR LA A > LT A EEMR R ~/ . ssh/known_hosts °
¥ R P 6 BT A A 45 S SRAT R R o

1 [[dywang@dywssd ~]1$ rm -f /home/dywang/.ssh/known_hosts J

1.11.2 UseDNS

1.

sshd 7831l DNS - 4k 2240 €1¢ F) DNS R& IP 89 2 LM A T I
Bt o ssh #sH = BIRE » RTELZREFILKRS QM » E8 7 server
/etc/ssh/sshd_config & F1& M DNS » # 4 0F R ZAFERARTEN ©

1 || [root@kvm5 ~]# vim /etc/ssh/sshd_config
[root@kvmS ~]# grep DNS /etc/ssh/sshd_config
3 || UseDNS no

. E#H 4% sshd IR

1 [Iroot@kva ~]# systemctl restart sshd.service J
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1.11.3 GSSAPIAuthentication

1. &4 SSH & SFTP ##:3X & TR > &4 — A 2] 09 & v ARFEAR AL 9% 2 4% 3
s ey T4 o L —2E% “reverse lookup on the IP address” # % #
R R RENIRLHE—K o TN > G§HUTHHBENRE o

1 || reverse mapping checking getaddrinfo for xxx.XXX.XXX.XXX

[111.110.110.110] failed - POSSIBLE BREAK-IN ATTEMPT!

—_—

2. ¥t ssh % T4 » B GSSAPIAuthentication 323 » st R € B3R L—3R 8 o

1 || [xroot@dywhdl ~]# vim /etc/ssh/ssh_config
[root@dywhdl ~]# grep GSSAPIAuth /etc/ssh/ssh_config
3 GSSAPIAuthentication no

3. %R 4 A publickey @& & A > AF M JEF X 0 LJARIE GSSAPIAuthen-

tication &% o

1 {iroot@dywhdl ~]# ssh -o GSSAPIAuthentication=no root@kvm7.deyu.wang J

1.11.4 IPTABLES

1. BAFEH 163.17.10.3 &M & 10 & -

g
1| [root@dywH ~]# time ssh 163.17.10.3 pwd
/root

real Om10.500s
5 || user Om0.029s
sys Om0.014s

-

2. MM 163.17.10.3 # iptables Fr K& » i sgag 73] 1 4 -

[root@dywH ~]# time ssh 163.17.10.3 pwd
2 || /root
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4 || real Om0.476s
user Om0.027s
6| sys Om0.012s

3. & & B iptables nat % POSTROUTING R o

*nat
2 || -A POSTROUTING -s 192.168.122.0/24 -j MASQUERADE
COMMIT

4, 5B RAe THE » T4 4% iptables # » ssh R EF o

1 || *nat
—-A POSTROUTING -o virbrO -j MASQUERADE
3 || COMMIT

1.11.5 Connection reset by peer

1. BAE# kvm7.deyu.wang I A TRE :

1 || [root@dyw219 ~1# ssh kvm7.deyu.wang
Read from socket failed: Connection reset by peer

2. M7 kvim7.deyu.wang #3%#% > €37 % 4 ssh key o

[root@kvm7 ~]# ssh-keygen -t rsa -f /etc/ssh/ssh_host_rsa_key -N ''
2 || [root@kvm7 ~]# ssh-keygen -t dsa -f /etc/ssh/ssh_host_dsa_key -N ''

3. Mk client ssafzfE T &8k -
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[[root@dyw219 ~]# sed -i '/kvm7/d' .ssh/known_hosts J

4. RABN

1 || [root@dyw219 ~1# ssh kvm7.deyu.wang
Warning: Permanently added 'kvm7.deyu.wang,192.168.122.7' (RSA) to the
list of known hosts.
3 || root@kvm7.deyu.wang's password:
Last login: Tue Sep 22 13:10:21 2015 from dynamicb.deyu.wang

1.11.6 SCP RSYNC Not Work

1. SSH % #4 £ %> {2 scp rsync 4 F 4> B & h # @ > F £

exec request accepted on channel O :

[root@dns ~]# scp -vvvvv aaa 163.17.27.219:

debug2: channel_input_status_confirm: type 99 id O
4 || debug2: exec request accepted on channel O
debug3: Wrote 64 bytes for a total of 1573

2. rsync HILAT 43R E o

1 r[root@dywang ~]# rsync -v aaa 163.17.27.219:

reverse mapping checking getaddrinfo for e.csie.personal.static.219

3 || .ippool.cyut.edu.tw [163.17.27.219] failed - POSSIBLE BREAK-IN ATTEMPT!

protocol version mismatch -- is your shell clean?

5| (see the rsync man page for an explanation)

rsync error: protocol incompatibility (code 2) at compat.c(171) [sender
=3.0.6]

\. J

3. SSH & R #9815 BOA TR TK > T4 $) sshd R -

[root@dyw219 ~]# vim /etc/ssh/sshd_config
2 || [root@dyw219 ~]# egrep '~ (UseDNS|GSSAPIAu)' /etc/ssh/sshd_config
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GSSAPTAuthentication no
4 || UseDNS no
[root@dyw219 ~]# /etc/init.d/sshd restart

4. AHAT rsync # 4 0 BRALR T T :

1 || [root@dywang ~]# rsync -v aaa 163.17.27.219:
protocol version mismatch -- is your shell clean?
3 || (see the rsync man page for an explanation)
rsync error: protocol incompatibility (code 2) at compat.c(171) [sender
=3.0.6]

5. HI A LR AEL > TR LB shell XTI ARA A > BiE L
Jetc/bashrc % 3% 4% # TERM # & » #HEET o

g
[root@dyw219 ~]# diff -uN /etc/bashrc scptmp/bashrc

2 || === /etc/bashrc 2013-10-02 17:06:18.000000000 +0800

+++ scptmp/bashrc  2017-06-26 07:44:11.000000000 +0800

4| 00 -84,3 +84,4 @@

unset pathmunge

6| fi

# vim:ts=4:sw=4

8 || +env TERM=linux setterm -regtabs 4
. J

1.12 TMUX $#&%

1. tmux £—& tty THSAFTRR > TARATT B @K FRELARET > ¢
T B 2 Fl 89 Session ® Session TX T H X 4458 TR ZZTH TR
Session K& » &5 ATHEREFLENGFRFHE ©

2. Rk EESEET tmux 184 > BP B 22X —18 Session » A 75 ] BF B 2 — 18 5~
B (ETATAEHZF 0:bash*) » 2B a4 E & 0:bash* °

3. BAEF X <Ctrl+b> + FhedE » WATAE A <c-b> K& <Ctrl+b> ©

4. ZEANARNERKS
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<c-b> + ¢

2 || <c-b> + #F
<c-b> + w

4 ||<c=b> + n
<c-b> + p

6| <c-b> + 1
<c-b> + ,

8| <c-b> + &
<c-b> + d

S

B & 7 — A8 578
ELiﬂﬂﬁ 18 5-28
EERIN—E A
PKE| T —1E8 578
Pk F| E—18 58
T3 LoregyE s 2B A LAk
ARy BY e L > 5 A SeE & B EIME A £
M4z B AT i3 8 58
¥ otmux AR EHE P 0 BB A &k

1| <c=b> + "
<c-b> + %

3| <c-b> + EEasE
<c-b> + 7 whE

5 <c-b> + F &bk
<c-b> + x

7| <c-b> + q
<c-b> + £

9|<c-b> + t
<c-b> + !

KF B AE
+ a3 AE
FTHPEINAE
taé%‘\idz%éﬁ
(R uF) FE;BAG KD
M A2 B AT ey 92 A%
@T%&@\ﬁﬁ@
FRITA AN BT
By (A BRBAMERER)
%Em%\ﬂﬁ§%ﬁ$%~@ﬁ%

6. <c-b> + ? T HATH 164693 :

bind-key
2 || bind-key
bind-key
4 || bind-key
bind-key
6 || bind-key
bind-key
8 || bind-key
bind-key
bind-key
window
bind-key
bind-key
bind-key
bind-key
bind-key
bind-key
bind-key
bind-key
bind-key
bind-key

10

12

14

16

18

20

send-prefix

rotate-window

suspend-client

next-layout

! break-pane

" split-window

# list-buffers

$ command-prompt -I #S "rename-session 'J%J%'"
% split-window -h

& confirm-before -p "kill-window #W? (y/n)" kill-

' command-prompt -p index "select-window -t ':%%'"
( switch-client -p

) switch-client -n

, command-prompt -I #W "rename-window '%%'"

- delete-buffer

command-prompt "move-window -t '%%'"
select-window -t :0

select-window -t :1

select-window -t :2

select-window -t :3

W N = O -

[33/33]
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bind-key 4 select-window -t :4
22 || bind-key 5 select-window -t :5
bind-key 6 select-window -t :6
24 || bind-key 7 select-window -t :7
bind-key 8 select—window -t :8
26 || bind-key 9 select-window -t :9
bind-key : command-prompt
28 || bind-key ; last-pane
bind-key = choose-buffer
30 || bind-key 7 list-keys
bind-key D choose-client
32 || bind-key L switch-client -1
bind-key [ copy-mode
34 || bind-key ] paste-buffer
bind-key ¢ new-window
36 || bind-key d detach-client
bind-key f command-prompt "find-window '%%'"
38 || bind-key i display-message
bind-key 1 last-window
40 || bind-key n next-window
bind-key o select-pane -t :.+
42 || bind-key P previous-window
bind-key q display-panes
44 || bind-key r refresh-client
bind-key s choose-tree
46 || bind-key t clock-mode
bind-key w choose-window
48 | bind-key x confirm-before -p "kill-pane #P7 (y/n)" kill-pane
bind-key Z resize-pane -Z
50 || bind-key { swap-pane -U
bind-key } swap-pane -D
52 || bind-key ~ show-messages
bind-key PPage copy-mode -u
54 || bind-key -r Up select-pane -U
bind-key -r Down select-pane -D
56 || bind-key -r Left select-pane -L
bind-key -r Right select-pane -R
58 || bind-key M-1 select-layout even-horizontal
bind-key M-2 select-layout even-vertical
60 || bind-key M-3 select-layout main-horizontal
bind-key M-4 select-layout main-vertical
62 || bind-key M-5 select-layout tiled
bind-key M-n next-window -a
64 || bind-key M-o rotate-window -D
bind-key M-p previous-window -a
66 || bind-key -r M-Up resize-pane -U 5
bind-key -r M-Down resize-pane -D 5
68 || bind-key -r M-Left resize-pane -L 5
bind-key -r M-Right resize-pane -R 5
70 || bind-key -r C-Up resize-pane -U
bind-key -r C-Down resize-pane -D
72 || bind-key -r C-Left resize-pane -L
bind-key -r C-Right resize-pane -R
\
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Chapter 2

IPtables B X i

2.1 IPtables 4~

1. Red Hat Documents
2. CentOS IPTables

3. IPtables #& linux kernel 2.4, 2.6, 3.0 P AE & K E4 » FAZGRAL A
RFFAIRI iR o

4. IPtables &% 5 :

1 {iptables -t <table> <chain> <rules> -j <target> J

5. iptables & & table, chain & rules =18 &4 R L3t e 1gix o

2.2 AEEA tables

1. &% table W Z 4 filter, nat, mangle, raw, secuirty Z4& » % 74§ ¥ table °
FAs 5 filter o
(a) filter : TR L4553 610 69 R A% o
(b) nat : A% 3 & AR A WAL %4 (Network Address Translation,
NAT) -
(c) mangle : A4 AMFHA - TTL B F ¥ £ o #3 A magle £
kernel 2.4.17 =% A& PREROUTING % OUTPUT w1{&4 » 2.4.18

Z t% L4 INPUT, FORWARD, POSTROUTING =184 A » £ & R34
W g mAEED S TTL 22 % > FFEHEIH -
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https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Security_Guide/sect-Security_Guide-IPTables.html
http://wiki.centos.org/zh-tw/HowTos/Network/IPTables

2.3. A#4t CHAINS CHAPTER 2. IPTABLES B Xi#

(d) raw : R1{# A £ PREROUTING 4&# OUTPUT 4& Lt » T vl #Hlk 3] 89 3¢
6L R FERHEATIEAT IR o Bl £ R F 2 nat 9HF AT > BRGHERE
web /R £ 80 # KR A3 iptables # 3t a4 BRI BRI » URZA P #)
ERE Y

(e) security : 7% % 48424 (Mandatory Access Control, MAC) #4%
A > B4k SECMARK and CONNSECMARK targets & R 69 #.8] o

2.3 AR4E chains

1. 4% chain &4 242 > 3f 6.4 iptables 89 BB HF W » Wiz B EFH LN E
o

(a) INPUT : & A7 A K A0 W5%3 &

(b) OUTPUT : JE A7y A E ik th 0 #5531 &

(c) FORWARD : &R 7hee d A A% 9kix o) W33t & o
(d) PREROUTING : J& A #3475 b 7789 4835 3% &1,
(e) POSTORTING : J& i >4 i% i A7 64 48 85-3F 61,

2. 3 FAGAEFAA B EHA W - % table AEbk T :

(a) filter table A#4%: : INPUT, OUTPUT, FORWARD -
(b) nat table R #4: : PREROUTING, OUTPUT, POSTROUTING -

(c) mangle table A4 : INPUT, OUTPUT, FORWARD, PREROUTING,
POSTROUTING -

(d) raw table M &4 : OUTPUT, PREROUTING -
(e) security table A #4% : INPUT, OUTPUT, FORWARD -

3. 4o R R E NAT 6869 Linux £4% > A £ A @& &4 filter ¥ INPUT A
OUTPUT 43k 7 o

4. %R NAT ZH# > k@B eI » 2% E FORWARD #i76t » B24% fl 4z
ik 9% 4% & 46 69 POSTROUTING 42 » # 46 R AN eG4 &6 > L4 afiitd REp
A IP 15% (MASQUERADE) s NAT #4) IP > #+ a2 L& @ o
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2.3. A#4t CHAINS CHAPTER 2.
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5. s bya4i%oE
(a) -A, -append chain rule-specification
T2 AR e N —f bk

(b) -D, -delete chain rule-specification
|t —Ad 42

(c) -D, -delete chain rulenum
) Fh —4% R, % 4542 > rulenum & 3B 89 4 9%

(d) -I, -insert chain [rulenum] rule-specification
£ rulenum #[ e A—442 > F3% rulenum A 1 o

(e) -R, -replace chain rulenum rule-specification
B — 44k 69 3 A1

(f) -L, -list [chain]
7 B A4k > A8 Z B D] BT A 695k o

(g) -S, -list-rules [chain]

Pl A8 AR PR AR R AG R A BBk BT R SEE) T A AR > F A

iptables-save °

(h) -F, -flush [chain]
FIRIS T 04t 0 RIG AL > B EIRPTR 4L o

(i) -Z, -zero [chain [rulenum]]

TR (BFEX) RERKZE (counter) ° FHATH -L KAPAT -z ¢4 > E &
HETrEeAZHMAE - Rt Tl -L & -7 B¢ R » £FIE R

iER R TR i e
() -N, -new-chain chain
EAT P BITE SR o
(k) -X, -delete-chain [chain]
sk P B Bg a4k o
(1) -P, -policy chain target
H TR T4 BURE| 4T 89 target

(m) -E, -rename-chain old-chain new-chain
FH LI T4 o
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2.4 #B] Rules

1. IPTables o1 A T %69 #83F &, » 41431 289 R 38 B4 (Header) #EAT#8 K
&4 rules #9350 E » HE BRI AT THITHEL &2 THETKHE] X THXFET
el e b g Bk o

2. RBE AT &8 77 XA e EHAFI D42 o
3. HEHEGHRE —ERAMBRE > RFERK—MF -

4. HHEFEE T —ERA » BB IERTHIAT > HlmiEZ (ACCEPT) &
% (DROP) # & > AR AR EK @EGHA o

5. ##H @B AR E LTSI A48 R A EAT —1EILA] » B FATHAE LA 42
By FAR INAE > WA FARBUR o

6. TARBORT AR E K%L (ACCEPT) %% (DROP) # &

(a) BXH K %% (DROP) FrA#t e @ b/BmAIA REZ (ACCEPT) & A
124 IP 1';Liﬂ:é§%‘f’7 s B A AARERBEIR A 6914528 > do  FTP AR & ~
W EAIRE ~ mail PR EF o —AZA A INPUT #B]4% o

(b) TR KL (ACCEPT) FiAH & 1 LA AFLRI A A (DROP) & A
A AL TP AT X A Z] 63T & > AL 3 TR 3T @38 ) R4EA AR i R R4t
FRA 818 43% o —fk A7 OUTPUT #LAI4E -

2.5 %% Target

1. Targets HEA K S » AT RI|H—3 5 o 123 R AEAT table AR T & A AT A
#$1E » 4l4e MASQUERADE R # A £ nnat & Lk :
(a) ACCEPT : #%#3 6
(b) DROP : £%3t 6
(c) REJECT : 2%3f af2@ & cilent °
(d) LOG : ##3 &6 FaR s TR (A& TSk E /var/log/messages 1 %)

(e) QUEUE : ### a3z A pEh AP 2MwfMiEsiitea, FRAHY
kernel WRAHK T B 894F ik o

(f) RETURN : 4#ibig b 69 {2 3 @ 2] a7 — 154269 T —3 R > e R L8R
— M2 R4 46 RETURN target » 2 b4 B8R k£ 4 09 & 1

(g) MASQUERADE : %% IP °
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2. REJCET #2 DROP tt# :

(a) DROP % % # & ; REJECT % %4t &4 if & % — 18 ICMP host-
unreachable © J&%| &Rk IP o

(b) RETM LOG #9811k » # CPU AR lEMMH AR A& Emfam i L
fRdls o

(C) 44 A% » DROP & A KM E » A& R t & : REJECT
A pe g & 5 R L B AR R # B (spoofing) F % # 4T DoS 1}4—%@ o Ak M
02 F AKE 0 12 H DROP £ thiae 4 o

(d) # IP KR P sk 89ttt A & - REJECT R #4574 - B A DROP %
5o R PoRiF R E » Bob/B— A% 5 W ; @ REJECT $1k & £ —18
ICMP # &=z A pFs# 0 AP RE3 timeout » BT AFH &L o

2.6 WARFER

1. %% iptables &L EABWBA » B AT R A B filter ABHBA o

1 || [root@kvm8 ~]# lsmod | grep ip_tables
ip_tables 17831 1 iptable_filter

2. iptables M #%E -L & & iptables X ¥ #& FAL A A » T LA 2| A INPUT,
FORWARD, OUTPUT =144t » HFALBRAT &£ ACCEPT

p
[root@kvm8 ~]# iptables -L
2 || Chain INPUT (policy ACCEPT)

target prot opt source destination
4 || ACCEPT all -- anywhere anywhere state RELATED,
ESTABLISHED
ACCEPT icmp -- anywhere anywhere
6 || ACCEPT all -- anywhere anywhere
ACCEPT tcp -- anywhere anywhere state NEW tcp dpt
:ssh
8 || REJECT all -- anywhere anywhere reject-with icmp-

host-prohibited

10 | Chain FORWARD (policy ACCEPT)

target prot opt source destination

12 || REJECT all -- anywhere anywhere reject-with icmp-
host-prohibited

14 || Chain OUTPUT (policy ACCEPT)
target prot opt source destination
\.
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TR CHAPTER 2. IPTABLES F X#

\mﬂ‘

3.

# & INPUT % FORWARD 4& #) 78 3% 8L & &£ ACCEPT » 12 £ # 8] &9 & %
—{% REJECT 4 & anywhere %] anywhere > 117 port # 3t &, - #
icmp-host-prohibited type REJECT » —#& T A 3| [ RIF&HETHA 936
ARIEBEBAZ ] o

2.7 THExE

1. R EAEG 4L > TR A iptables FTA R E » F#@ a5 AA PAT /etc/init.d/

iptables save® E# M#%& R T € W B FALIE » 4T save 89 B 89 &M B AT B
KAELE G N /etc/sysconfig/iptables © AT VAL T By KAk =T vA B 4% 4 8 3bAg o

INPUT 42 464] : A1 Al -m £ R R A 4 state ° state E IR H KA —E
3t @ 3 F) B € 894K 8 £ NEW ~ ESTABLISHED # s, RELATED > NEW #5
AN OB AT A G A ALK 69738 8 42 - ESTABLISHED A RELATED
BEANGH CRBEN—FRAAOER > XABAEGHERAMAE 0 tep &K
--match tcp BA tcp B > BEHFL LS E -p tep T+ A B ARG &K
A tep Ead & E o

1 || [root@kvm8 ~]# vim /etc/sysconfig/iptables

3| -A INPUT -m state --state NEW -m tcp -p tcp —--dport 21 ! -s
192.168.122.0/24 -j REJECT

—-A INPUT -m state --state NEW -m tcp -p tcp --dport 21 -j ACCEPT

5 ||-A INPUT -m state --state NEW -m tcp -p tcp ——-dport 5000:5005 -j ACCEPT

(@) ~AERH 192.168.122.0/24 i@ tcp #4EH% 21 #4893t &4 REJECT -

(b) iptables #BE R B XA MEF R L £ ﬁ‘ﬁ‘—‘ﬁ% IR T ARA
192.168.122.0/24 8931 &> AT AIE — 15 R 2 2188 tep 43R 21 &4
W3 AR S o

(c) RA&ZiR® tep 4% 5000 2| 5005 #4893 LAREZ -

3. FORWARD 4# $u./5] : #05 NAT 4% o

~

[root@kvm8 ~]# vim /etc/sysconfig/iptables

—-A FORWARD -i ethO -j ACCEPT
4 || -A FORWARD -d 192.168.1.0/24 -o ethO -j ACCEPT
—-A FORWARD -j REJECT --reject-with icmp-host-prohibited
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\

(a) -i ¥ &% interface (/@] £ AMF ethO 93 & AT E L 2B o
(b) B# IP & 192.168.1.0/24 » i£%] ethQ 48-F #93f 47455 b 921k o
(c) AL ERMERD GHE > HIEL R -

4. POSTROUTING 4 %4 : # % NAT » # 4@ ethl i% 63 &, » # A4 @
ethl # IP &% -

[root@kvm8 ~]# vim /etc/sysconfig/iptables

5. B K EH 5

[[root@kva ~]# /etc/init.d/iptables restart J

6. FME BT Kb

1 [[root@kva ~]# chkconfig iptables on J
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Chapter 3

FTP Server

3.1 FTP &4

1. File Transfer Protocol (FTP) & —#Z client server R854 £ &M € - 1%
A& TARR BN server T » %45 % o

2. FTP 4 M % 18 ports » FTP 438542 A server port 21 > & F & 2R %
AL 8 ports » AL A AR X AR T ©

3. FTP # X : Passive and Active modes
4. Active mode
(a) FTP client B4 —1{EE# #4469 TCP port *F™ FTP server # port 21
#HoRk 4 o A TR Three-Way Handshake #% > &4 & 5 o
(b) client 4 3F server ° client T Al 5 —18 TCP port & idE -

(c) server A port 20 #=Rl A4 client AT 4 %249 TCP port (K7 1024) &
IR - 1234 84 SYC flag #9833 6.4 client o

(d) client & & —1{8 % ACK flag 9 #3283 & . %% % — K4 Three-Way
Handshake F#4i -

(e) B it o

5. Active mode #: % : w#A EFF# port £ & client 8 & » —#& server # A
Br K#s > R RTHATHATA 1024 L L8 ports °

6. Passive mode

(a) FTP client Fl&X—1E #:% 449 TCP port " FTP server & port 21
FHREL > BARFLSBEGEL -
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(b) client % —18 PASV command # server > %Ki \ passive /& X o
(c) server (k&< ) E#E—1E TCP port » 4 4i@id 43 client »

(d) client *# ™ B 4 server % %26y TCP port & s #4571 @ o JLiF 3} &
SYN flag -

(e) server #EREZE @ JE—18 ACK 3t & o TRATAH X4B T8 £ RAHE L EER
i o

(f) P4 BHEAR % -

3.2 FTP server &%

1. &% vsftpd £

1 [[root@kvm8 ~]# yum install vsftpd J

2. 4% vsftpd & : RE LA T g A vsftp

1 || [root@kvm8 ~]# vim /etc/vsftpd/vsftpd.conf
# Allow anonymous FTP? (Beware - allowed by default if you comment this
out) .
3 || anonymous_enable=YES

3. % ¥ vsftpd &7 : HAKEE X A Z T EH1EH ports

1 || [root@kvm8 ~]# vim /etc/vsftpd/vsftpd.conf

3 || pasv_enable=YES <= passive mode
pasv_min_port=5000 <= minimum port

5 || pasv_max_port=5005 <= maximum port

4. ¥ vsftpd /T KA P FREAER A LA K B4k

p
1 || [root@kvm8 ~]# vim /etc/vsftpd/vsftpd.conf

3| # You may specify an explicit list of local users to chroot() to their
home

# directory. If chroot_local_user is YES, then this list becomes a list
of

5 || # users to NOT chroot().

chroot_local user=No ## [l P&\ R Atk A T8 % HE
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7 || chroot_list_enable=YES
# (default follows)
9 || chroot_list_file=/etc/vsftpd/chroot_list

11| [root@kvm8 ~]# vim /etc/vsftpd/chroot_list
linda ## 7| & ZRA| 6948 &

NS

5. &% vsftpd RF

[root@kvm8 ~1# /etc/init.d/vsftpd restart
2 || Shutting down vsftpd:
Starting vsftpd for vsftpd:

[FAILED]
[ 0K ]

6. % T MM EE vsftpd R

1 [[root@kva ~]# chkconfig vsftpd on

3.3 &R

1. Br K38 @ 1A #8338 T 4L A ftp

p
1 || [root@kvm8 ~]# vim /etc/sysconfig/iptables

3 || *filter

:INPUT ACCEPT [0:0]

5 || :FORWARD ACCEPT [0:0]

:0UTPUT ACCEPT [0:0]

7| -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
—-A INPUT -p icmp -j ACCEPT

9| -A INPUT -i lo -j ACCEPT

SRR R R R R R R R R R e R R R R R

11 || -A INPUT -m state --state NEW -m tcp -p tcp ——dport 21 -j ACCEPT
—-A INPUT -m state --state NEW -m tcp -p tcp ——-dport 5000:5005 -j ACCEPT

1 3 || AR EHERHH AR

15| -A INPUT -j REJECT --reject-with icmp-host-prohibited
—-A FORWARD -j REJECT --reject-with icmp-host-prohibited
17 | COMMIT

-A INPUT -m state --state NEW -m tcp -p tcp —--dport 22 -j ACCEPT

2. BFR#ERE-RA 192.168.122.0/24 #@% T4 ftp

De-Yu Wang CSIE CYUT

28



3.4. SSL &% CHAPTER 3. FTP SERVER

1 || [root@kvm8 ~]# vim /etc/sysconfig/iptables

|| R R R R R R R R R R R R R R R R R R R

—-A INPUT -m state --state NEW -m tcp -p tcp —-dport 21 ! -s
192.168.122.0/24 -j REJECT

5 ||-A INPUT -m state ——state NEW -m tcp —-p tcp —--dport 21 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp —--dport 5000:5005 -j ACCEPT

|| EEEEE R R R R R R R e R R R R R R R
S

3. B KM EHEH

1 {[root@kva ~]# /etc/init.d/iptables restart J

4. PAMEE 7 KA

1 [[root@kvm8 ~]# chkconfig iptables on J

5. SELinux A M ftp 9 &X & : R ZEM P TA LR A TR LAME
allow_ftpd_full access-®°

1 r[root@kvm8 ~]# getsebool -a | grep ftp
allow_ftpd_anon_write --> off
3 |allow_ftpd_full_access --> off
allow_ftpd_use_cifs --> off
5 ||allow_ftpd_use_nfs --> off
ftp_home_dir --> off
7 || ftpd_connect_db --> off
httpd_enable_ftp_server --> off
9 || tftp_anon_write --> off

S

3.4 SSL #%%

1. BAEZ A key

1 f[root@dwatp ~]# openssl req -days 3650 -new -x509 -nodes \

> -out /etc/pki/tls/private/vsftpd.pem -keyout /etc/pki/tls/private/
vsftpd.key \

3 ||> —-subj '/C=TW/ST=Taiwan/L=CYUT/0=CSIE/CN=csie.cyut Certificate
Authority'

Generating a 2048 bit RSA private key
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7 || writing new private key to '/etc/pki/tls/private/vsftpd.key'

2. %¥# vsftpd & E : HEEZT A key

1 || [root@dywftp ~1# vim /etc/vsftpd/vsftpd.conf
[root@dywftp ~]# grep rsa /etc/vsftpd/vsftpd.conf

3 || rsa_cert_file=/etc/pki/tls/private/vsftpd.pem
rsa_private_key_file=/etc/pki/tls/private/vsftpd.key

3. ¥ vsftpd & E : 5% SSL° FAFELA P » &F E AR R AL
SSL -

[root@dywftp ~]# vim /etc/vsftpd/vsftpd.conf

2 || [root@dywftp ~1# tail -n4 /etc/vsftpd/vsftpd.conf
ssl_enable=YES

4 ||allow_anon_ssl1=NO

force_local_data_ss1=YES

6 || force_local_logins_ssl=YES

. J

4. %4 vsftpd & : A RHAERA TLS vl » L2257 SSL ©

[root@dywftp ~1# vim /etc/vsftpd/vsftpd.conf
2 || [root@dywftp ~]# tail -n3 /etc/vsftpd/vsftpd.conf

ssl_tlsv1=YES

4 || ssl_sslv2=N0
ssl_sslv3=NO

S

5. %# vsftpd & Z : R BV R AAL R AR R @A o BT AR B g

2
A AR AR R 8 3R o

1 || [root@dywftp ~1# vim /etc/vsftpd/vsftpd.conf
[root@dywftp ~]# tail -nl /etc/vsftpd/vsftpd.conf

3 || require_ssl_reuse=NO

6. %% vsftpd & @ &FEH W FR K > AR DES ©

1 || [root@dywftp ~1# vim /etc/vsftpd/vsftpd.conf
[root@dywftp ~]# tail -nl /etc/vsftpd/vsftpd.conf
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3 Lssl_ciphers=HIGH J

7. E#H % vsftpd R

1 || [root@dywftp ~]1# /etc/init.d/vsftpd restart
Shutting down vsftpd: [ OK ]
3 || Starting vsftpd for vsftpd: [ 0K 1]

8. LT MM ALE vsftpd R

1 [ﬁroot@kva ~]# chkconfig vsftpd on J

3.5 ftps client - Iftp

1. 12 A 1ftp T &k ftps server ¥ &94% %

1 || [root@dywH ~]1# 1ftp
1ftp :~> set ftp:ssl-force true
3 || 1ftp :~> connect dywftp.csie.cyut.edu.tw
1ftp dywftp.csie.cyut.edu.tw:~> login download
5 || Password:
1ftp download@dywftp.csie.cyut.edu.tw:~> 1s
7 || ~rw-r--r-- 10 0 91984 Jan 24 12:45 1031_1A.pdf
-rw-r--r-- 10 0 94024 Jan 24 12:45 1031_1B.pdf
9 || -rw-r--r—- 10 0 77287 Jan 24 12:45 103lassess.pdf
“Irw-r——r—- 10 0 77370 Jan 24 12:45 103lassessiA.pdf
11 || ~-rw-r--r—— 10 0 77415 Jan 24 12:45 103lassess1B.pdf
-TWw-r—-r--— 10 0 360442 Jan 24 12:45 1031course_ieet.
pdf
13 || ~-rw-r--r—— 10 0 360539 Jan 24 12:45 1031
course_ieetlA.pdf
-rw-r--r-- 10 0 360540 Jan 24 12:45 1031
course_ieetl1B.pdf
15 || ~-rw-r--r-- 10 0 51820 Jan 24 12:45 1031timetable.
pdf
“IW-r--r-—-— 10 0 95160 Jul 02 02:46 1032assess.pdf
17 || ~rw-r—-r-- 10 0 396448 Jul 02 02:46 1032course_ieet.
pdf
“IWw-Ir--r—-— 10 0 21540 Jul 02 02:45 assess.odt
19 || ~-rw-r——r—-- 10 0 48545 Jul 02 02:45 course_ieet.odt
1ftp download@dywftp.csie.cyut.edu.tw:/> get 1032assess.pdf
21 ]/95160 bytes transferred
1ftp download@dywftp.csie.cyut.edu.tw:/>

. _/
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2. & shell script A & T # °

10

12

14

r[root@dywH ~]# vim 1ftp_dywftp.sh

[root@dywH ~]# cat 1ftp_dywftp.sh

#!/bin/bash

1ftp -u username, 'password' ftp://dywftp.csie.cyut.edu.tw <<EOF
# the next 2 lines put you in ftpes mode

set ftp:ssl-force true

set ftp:ssl-protect-data true

mget 1032*.pdf

exit

EOF

[root@dywH ~1# sh 1ftp_dywftp.sh

[root@dywH ~]# 11 1032%.pdf

-rw-r--r——. 1 root root 95160 Jul 2 10:46 1032assess.pdf
-rw-r--r—-. 1 root root 396448 Jul 2 10:46 1032course_ieet.pdf

\S
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Chapter 4

Apache 2.2 HTTP Server

4.1 Apache HTTP 4

1. Apache HTTP Server ( #i#% Apache) & Apache ##% X & & 69 —18 F# R

4 569 8 B A IR 5 o

2. BFE AR MG TRIAITH Web AR EmIpg— o

3. % 4% Perl » Python > Tcl > #= PHP °

4.2 Apache HTTP server £#%

1. ®% httpd &4

[[root@kvm8 ~]# yum install httpd

2. 7% httpd R

Stopping httpd:

1 || [root@kvm8 ~]# /etc/init.d/httpd restart
3 || Starting httpd:

[FAILED]
[ 0K ]

3. F T MM httpd R

1 [[root@kva ~]# chkconfig httpd on

33
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4.3 UserDir AP BAB®ER

1. UserDir #4 : TARFRE TR P > A ATHBEE © #lde @ http://
kvm8.deyu.wang/~deyul

p
1 || [root@kvm8 ~]# vim /etc/httpd/conf/httpd.conf

3 || <IfModule mod_userdir.c>

#
5 # UserDir is disabled by default since it can confirm the presence
# of a username on the system (depending on home directory
7 # permissions).
#
9 #UserDir disabled <= #EAFiz—A47
11 #
# To enable requests to /~user/ to serve the user's public_html
13 # directory, remove the "UserDir disabled" line above, and uncomment
# the following line instead:
15 #
UserDir public_html <= BUHZEAEST > BEAS AR ASAE public_html
17
</IfModule>
19
#

21 || # Control access to UserDir directories. The following is an example
# for a site where these directories are restricted to read-only.

23 || #
<Directory /home/*/public_html>
25 AllowOverride FileInfo AuthConfig Limit
Options MultiViews Indexes SymLinksIfOwnerMatch IncludesNoExec
27 <Limit GET POST OPTIONS>
Order allow,deny
29 Allow from all
</Limit>
31 <LimitExcept GET POST OPTIONS>
Order deny,allow
33 Deny from all
</LimitExcept>
35 || </Directory>
. J

4.4 Virtual Host & #& %

1. virtual host : —% Apache Server 424t % A #&uk » 248 & DNS » &
Bz SR E 8 ip #E % 18 domain name °

1‘([root@kvm8 ~]# vim /etc/httpd/conf/httpd.conf ‘
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3 || NameVirtualHost *:80 <= B 3if}

5 || ### SR THEL AR kvm8.deyu.wang R B 4k /var/www/html 45 %8 e A
<VirtualHost *:80>

7 DocumentRoot /var/www/html

ServerName kvm8.deyu.wang

9 || </VirtualHost>

#is oA 5 — EML AR www.deyu.vang IR B 4k B /var/www/virtual
11 || <VirtualHost *:80>

DocumentRoot /var/www/virtual

13 ServerName www.deyu.wang

</VirtualHost>
\. J

2. FRE AL AAE httpd R X reload &7 5% -

Stopping httpd: [ 0K ]

[root@kvm8 ~]# /etc/init.d/httpd restart
2
Starting httpd: [ 0K ]

4.5 HBRRE

1. httpd RAVEF A FHKIER » EF B4R R Allow from all & —47 » A& T

1 || [root@kvm8 ~1# vim /etc/httpd/conf/httpd.conf

<Directory "/var/www/virtual">

3 Order allow,deny <= AEAFFEEHK > BERH G K
Allow from all <= AFHA LA /var/www/virtual
5 || </Directory>

2. httpd RADE/F RIEBK A » HHFRAMAAFRIELLY M BIFRRANIE
280 R LF AT AL o

1 || [root@kvm8 ~]# vim /etc/httpd/conf/httpd.conf

<Directory "/var/www/virtual">
3 Order deny,allow <= &&EELLH IH > BEALFG K
</Directory>

3. httpd ®#] XA kvin8.deyu.wang iz & T XA o
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[root@kvm8 ~]# vim /etc/httpd/conf/httpd.conf

2 || <Directory "/var/www/virtual">

Order allow,deny <= &R I > A ERH 6 I

4 Allow from kvm8.deyu.wang <= A AFFEM kvm8.deyu.wang AW /var/www
/virtual

</Directory>
NS

4. httpd R4 R A deyu.wang #3469 T4 T AG B o

1 f[root@kva ~]# vim /etc/httpd/conf/httpd.conf
<Directory "/var/www/virtual">
3 Order allow,deny <= &&EAFF I A ERH I
Allow from deyu.wang <= A AFF E#% kvm8.deyu.wang A4 /var/www/
virtual
5 || </Directory>
~ J

5. httpd B4 24 kvm8.deyu.wang % kvm4.deyu.wang & & £ #% T L5
o

1 || [root@kvm8 ~]# vim /etc/httpd/conf/httpd.conf

<Directory "/var/www/virtual">

3| Order allow,deny <= &EAFFH I A ERH I |
Allow from kvm8.deyu.wang kvmé.deyu.wang /% /var/www/virtual
5 || </Directory>

4.6 Z2%A

1. By k3% AT E T4 R http

1 || [root@kvm8 ~]# vim /etc/sysconfig/iptables

3 || *filter

: INPUT ACCEPT [0:0]

5 || :FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

7| -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

—-A INPUT -p icmp -j ACCEPT

9 ||-A INPUT -i lo -j ACCEPT
HERBHHEFHHHFHFRERAHARAASSARR IR R HERAARAAA ARG H IR R REAA AR

11 || -A INPUT -m state —--state NEW -m tcp -p tcp ——dport 80 -j ACCEPT
B e e e e e T e e e e et E

13 || -A INPUT -m state --state NEW -m tcp -p tcp —--dport 22 -j ACCEPT
—-A INPUT -j REJECT --reject-with icmp-host-prohibited
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—-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

|

2. BrKk#ERE-RA 192.168.122.0/24 #3% T4 A http

[root@kvm8 ~]# vim /etc/sysconfig/iptables

SRR R R R R R R R R R R R R R R R

—-A INPUT -m state --state NEW -m tcp -p tcp —--dport 80 -s
192.168.122.0/24 -j ACCEPT

SRR R R R R R R R R R R R R R R

3. B KM EHEH

1 { [root@kvm8 ~]# /etc/init.d/iptables restart

4. FBEI B K

1 {[root@kva ~]# chkconfig iptables on

5. #X E# kvim8.deyu.wang # &

[root@kvm8 ~]# echo 'kvm8.deyu.wang test' > /var/www/html/index.html

## selinux &

## 1. BIEEAEAEEA /var/www/html BEET » E selinux type A %5
#### httpd_sys_content_t > TATRAE & type® ST A o

## 2. BHE—BE > Hlde /root * M EAEEE| /var/www/html T °

7 || ####  selinux type B/R X E 0 LAY E type T REGE o
[root@kvm8 ~]# chcon -R -t httpd_sys_content_t /var/www/html/
9
## ¢ deyu.wang R|X# A
11 || [root@dyH ~]# wget http://kvm8.deyu.wang
13 || 100%L >] 20 --.-K/s in 0
S
15]/2013-08-01 18:50:59 (2.39 MB/s) - “index.html” saved [20/20]
17 || [root@dyH ~]# cat index.html
kvm8.deyu.wang test
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6. A& E#% www.deyu.wang # &

10

12

14

16

p
[root@kvm8 ~]# echo 'www.deyu.wang test' > /var/www/virtual/index.html

## ¢ deyu.wang RIFXHE > www.deyu.wang R A kvm8.deyu.wang ft /5
[root@dyH ~]# wget http://www.deyu.wang

--2013-08-01 18:53:26-- http://wuw.deyu.wang/

Resolving www.deyu.wang... 192.168.122.8

Connecting to www.deyu.wang|192.168.122.8(:80... connected.

HTTP request sent, awaiting response... 403 Forbidden

2013-08-01 18:53:26 ERROR 403: Forbidden.

## ¢ kvm8.deyu.wang B4 A
[root@kvm8 ~]# wget http://www.deyu.wang

S

[root@kvm8 ~]# cat index.html
www.deyu.wang test

\S

100%L >] 19 -—-.-K/s in 0

7. BlRABAHEE

11

13

15

17

19

21

23

25

27

[root@kvm8 ~]# mkdir /home/deyul/public_html
[root@kvm8 ~]# echo 'userdir test' > /home/deyul/public_html/index.html
[root@kvm8 ~]# chown deyul.deyul -R /home/deyul/public_html

# BERAEIRAT

[root@kvm8 ~]# 11 -d /home/deyul

drwx------ . 5 deyul deyul 1024 Aug 1 19:49 /home/deyul
[root@kvm8 ~]# chmod at+r /home/deyul

[root@kvm8 ~]# 11 -d /home/deyul

druxr-xr-x. 5 deyul deyul 1024 Aug 1 19:49 /home/deyul

## selinux type
[root@kvm8 ~]# getenforce

Enforcing
[root@kvm8 ~]# 11 -Z /home/deyul/public_html/
-rw-r--r—-. root root unconfined_u:object_r:user_home_t:s0 index.html

## selinux B1% ° &EB R

[root@kvm8 ~]# wget http://www.deyu.wang/~deyul
--2013-08-01 19:51:57-- http://www.deyu.wang/~deyul
Resolving www.deyu.wang... 192.168.122.8

Connecting to www.deyu.wang|192.168.122.8|:80... connected.
HTTP request sent, awaiting response... 403 Forbidden
2013-08-01 19:51:57 ERROR 403: Forbidden.

## ¥ £ selinux type
[root@kvm8 ~]# chcon -R -t httpd_sys_content_t /home/deyul/public_html
[root@kvm8 ~]# 11 -Z /home/deyul/public_html/
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29

31

33

35

37

.html

## ¢ kvm8.deyu.wang B A -
[root@kvm8 ~1# wget http://www.deyu.wang/~deyul

100% ([ >] 13
s

[root@kvm8 ~]# cat index.html
userdir test

-rw-r-—-r——. root root unconfined_u:object_r:httpd_sys_content_t:s0 index

-—.-K/s

in O

NS

8. SELinux # M http #93& <

11
13
15
17
19
21
23
25

27

4.7

[root@kvm8 ~]# getsebool -a | grep http
allow_httpd_anon_write —--> off
allow_httpd_mod_auth_ntlm_winbind --> off
allow_httpd_mod_auth_pam --> off
allow_httpd_sys_script_anon_write --> off
httpd_builtin_scripting --> on
httpd_can_check_spam --> off
httpd_can_network_connect --> off
httpd_can_network_connect_cobbler --> off
httpd_can_network_connect_db —--> off
httpd_can_network_memcache --> off
httpd_can_network_relay --> off
httpd_can_sendmail --> off
httpd_dbus_avahi --> on

httpd_enable_cgi --> on
httpd_enable_ftp_server --> off
httpd_enable_homedirs --> off
httpd_execmem —-—> off
httpd_read_user_content --> off
httpd_setrlimit --> off

httpd_ssi_exec —-—> off

httpd_tmp_exec ——> off

httpd_tty_comm --> on

httpd_unified --> on

httpd_use_cifs ——> off

httpd_use_gpg ——> off

httpd_use_nfs --> off
&

AB test

1. £ Apache £# L &4 18 ™ ab(ApacheBench) #4142 X » % 1 & # & 7 A
& o ®R £ httpd-tools °
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1 {[root@eSl?nat ~]# yum install httpd-tools J

2. # moodle.cyut.edu.tw A A3 EATR Y BX - BB 1000 B %4 20 X

BlRLERA 50% TR EZ 1722ms °» 100% ZaRit 4 & % 2141ms °

7 || Completed 100 requests
Completed 200 requests
9 || Completed 300 requests
Completed 400 requests
11 || Completed 500 requests
Completed 600 requests
13 || Completed 700 requests
Completed 800 requests
15 || Completed 900 requests
Completed 1000 requests
17 ||Finished 1000 requests

19
Server Software:
21 || Server Hostname:
Server Port:

23
Document Path:
25 || Document Length:

27 || Concurrency Level:

Time taken for tests:

29 || Complete requests:

Failed requests:

31 || Write errors:

Total transferred:

33 || HIML transferred:

Requests per second:

35 || Time per request:

Time per request:
requests)

37 || Transfer rate:

39 || Connection Times (ms)
41 || Connect: 0 1
43 || Waiting: 775 1236

45

1 ([root@moodle ~]# ab -n 1000 -c 20 http://moodle.cyut.edu.tw/index.php
This is ApacheBench, Version 2.3 <$Revision: 655654 $>

3 || Copyright 1996 Adam Twiss, Zeus Technology Ltd, http://www.zeustech.net/
Licensed to The Apache Software Foundation, http://www.apache.org/

Benchmarking moodle.cyut.edu.tw (be patient)

min mean[+/-sd] median max
Processing: 896 1730 109.4 1722 2141

Total: 897 1730 110.5 1722 2141

Apache/2.2.15
moodle.cyut.edu.tw
80

/index.php
38781 bytes

20

86.830 seconds

1000

0

0

39357000 bytes

38781000 bytes

11.52 [#/sec] (mean)

1736.599 [ms] (mean)

86.830 [ms] (mean, across all concurrent

442 .64 [Kbytes/sec] received

5.5 0 62

77.5 1230 1615
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4.7. AB TEST CHAPTER 4. APACHE 2.2 HTTP SERVER

Percentage of the requests served within a certain time (ms)

47 50% 1722

66%, 1758
49 75% 1782

80% 1800
51 90% 1855

95% 1905
53 98% 1982

99% 2025
551 100% 2141 (longest request)

A

3. HEINER M dyw219 EATR A BK 0 FIEF 1000 Ei& &8 20 K » RAEF B 229
Bk > &5 TR F 1000 8246008 3K o & 5H% b F &KL DoS &% »
& Bl — ip Fl B R & % R 48 200 sessions °

1 r[root@dyw219 nat]# ab -n 1000 -c 20 http://moodle.cyut.edu.tw/index.php
This is ApacheBench, Version 2.3 <$Revision: 655654 $>

3 || Copyright 1996 Adam Twiss, Zeus Technology Ltd, http://www.zeustech.net/
Licensed to The Apache Software Foundation, http://www.apache.org/

Benchmarking moodle.cyut.edu.tw (be patient)

7 || Completed 100 requests

Completed 200 requests

9 || apr_poll: The timeout specified has expired (70007)
Total of 229 requests completed

. _/

4., BHATEM e517nat R EATR A B|K » BB 1000 B4 20 K » BlXLE R AT
50% T ARELFEE 1742ms > 100% TR ELLEE 2182ms °

([root@e517nat ~]# ab -n 1000 -c 20 http://moodle.cyut.edu.tw/index.php

2 || This is ApacheBench, Version 2.3 <$Revision: 655654 $>

Copyright 1996 Adam Twiss, Zeus Technology Ltd, http://www.zeustech.net/
4 || Licensed to The Apache Software Foundation, http://www.apache.org/

6 || Benchmarking moodle.cyut.edu.tw (be patient)
Completed 100 requests
8 || Completed 200 requests
Completed 300 requests
10 || Completed 400 requests
Completed 500 requests
12 || Completed 600 requests
Completed 700 requests
14 || Completed 800 requests
Completed 900 requests
16 || Completed 1000 requests
Finished 1000 requests
18
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20 || Server Software:
Server Hostname:
22 || Server Port:

24 || Document Path:

Document Length:

26

Concurrency Level:

28 || Time taken for tests:

Complete requests:

30 || Failed requests:

Write errors:

32 || Total transferred:

HTML transferred:

34 ||Requests per second:

Time per request:

36 || Time per request:
requests)

Transfer rate:

38

Connection Times (ms)

Apache/2.2.15
moodle.cyut.edu.tw
80

/index.php
38781 bytes

20

87.383 seconds

1000

0

0

39357000 bytes

38781000 bytes

11.44 [#/sec] (mean)

1747.652 [ms] (mean)

87.383 [ms] (mean, across all concurrent

439.84 [Kbytes/sec] received

40 min mean[+/-sd] median max
Connect: 0 1 1.0 1 30
42 ||Processing: 921 1740 145.2 1741 2181
Waiting: 371 1248 105.8 1249 1588
44 || Total: 922 1740 145.2 1742 2182

46 || Percentage of the requests served within a certain time (ms)

50% 1742
48 66% 1800
75% 1833
50 80% 1853
90% 1913
52 95% 1965
98% 2024
54 99% 2071
100% 2182 (longest request)
\
4.8 ik DoS

1. DDoS (distributed denial-of-service) % DoS (denial-of-service) = #43%%
Ao F A f DoS K EEEGFRKREFGF R —H > 2R EAENEE
BRZHRBAIME » ARFRE 09 & |3 Ao > T LOGH LA IR E Y45 R o

2. # ¥ dywH & ADSL i % dywang.csie.cyut.edu.tw 47 /R 7 B[ » F] B

1000 B &8 20 & » BIXLRA 50% TAREHREF R 2373ms * 100% 7 A&
R F R 49838ms °
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4.8. ik DOS

CHAPTER 4. APACHE 2.2 HTTP SERVER

11

13

15

17

19

21

23

25

27

29

31

33

35

37

39

41

43

45

47

49

51

[root@dywH ~]# ab -n 1000 -c 20 http://dywang.csie.cyut.edu.tw/moodle23/

index.php
This is ApacheBench, Version 2.3 <$Revision: 655654 $>

Copyright 1996 Adam Twiss, Zeus Technology Ltd, http://www.zeustech.net/
Licensed to The Apache Software Foundation, http://www.apache.org/

Benchmarking dywang.csie.cyut.edu.tw (be patient)

Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed

100
200
300
400
500
600
700
800
900

1000 requests

requests
requests
requests
requests
requests
requests
requests
requests
requests

Finished 1000 requests

Server Software:
Server Hostname:
Server Port:

Document Path:

Document Length:

Concurrency Level:
Time taken for tests:
Complete requests:
Failed requests:

(Connect: 0, Receive:

Write errors:
Total transferred:
HTML transferred:
Requests per second:
Time per request:
Time per request:
requests)

Transfer rate:

Connection Times (ms)
min mean[+/-sd] median max

25 355 311.4 279 3377
923 2991 2502.0 2001 49621

Connect:

Processing:

Waiting:
Total:

Percentage of the

50% 2373
66% 3470
75% 3850
80% 4251
90% 5977

Apache/2.2.15
dywang.csie.cyut.edu.tw
80

/moodle23/index.php
64197 bytes

20

168.548 seconds

1000

996

0, Length: 996, Exceptions: 0)
0

64891389 bytes

64315239 bytes

5.93 [#/sec] (mean)

3370.955 [ms] (mean)

168.548 [ms] (mean, across all concurrent

375.98 [Kbytes/sec] received

239 606 432.8 476 5617
953 3346 2517.2 2373 49838

requests served within a certain time (ms)
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4.8. ik DOS CHAPTER 4. APACHE 2.2 HTTP SERVER

53 95%, 7851
98} 10004
55 99% 11075
100% 49838 (longest request)

3. mod_evasive &£ —1fBFF Apache &% DDos ¥ 6£4 » =T Ak B —1& [P
#40F URI B9 K E#F K> s DYW Linux REPO &#H& » T 1L
B yum $4E o

{[root@dywang ~]# yum install mod_evasive J

4. % ¥ mod_evasive X TAHE ©

1 r[root@dywang ~1# vim /etc/httpd/conf.d/mod_evasive.conf
[root@dywang ~]# grep DOS /etc/httpd/conf.d/mod_evasive.conf
3 DOSHashTableSize 3097
DOSPageCount 2
5 DOSSiteCount 50
DOSPageInterval 1
7 DOSSiteInterval 1
DOSBlockingPeriod 10
9 #DOSEmailNotify you@yourdomain.com
#D0SSystemCommand "su - someuser -c '/sbin/... %s ...""
11 #DOSLogDir "/var/lock/mod_evasive"
# Multiple DOSWhitelist commands may be used in the configuration.
13 #DOSWhitelist  127.0.0.1
#DOSWhitelist  192.168.0.%

5. ZAEEAHNA :

(a) DOSHashTableSize : 4k f e /& 52 69 K> » 4o R4 IR B b #le > 2%
fEEH T R—F o

(b) DOSPageCount : F]— IP £ — A& A TAHIRE — B @K E > AB@
Ak o

(c) DOSSiteCount : Fl — IP & — {8435 T A6 % VA% K » Bl g2
I o

(d) DOSPagelnterval : DOSPageCount M & B 3% E o

(e) DOSSitelnterval : DOSSiteCount # 8 ¥ 3% & » A4 & B A% o

(f) DOSBlockingPeriod : & # 3L e % 4% » 1¢ A & € 4 ®] 403 Forbid-
den > EEFLHG R > A B FA2 o
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4.9. FHRIRIER R T A CHAPTER 4. APACHE 2.2 HTTP SERVER
(g) DOSWhitelist : & % % » REIRA] o
6. TH K httpd °
{troot@dywang ~1# /etc/init.d/httpd restart J
7. 7 A mod evasive M & K- & £ M dywH #& ADSL & %

dywang.csie.cyut.edu.tw i 47 B 7 AKX Fl & 1000 18 & & # 20 X
RARERBZ TR EREETE o

1 || [xroot@dywH ~]# ab -n 1000 -c 20 http://dywang.csie.cyut.edu.tw/moodle23/
index.php

This is ApacheBench, Version 2.3 <$Revision: 655654 $>

3 || Copyright 1996 Adam Twiss, Zeus Technology Ltd, http://www.zeustech.net/

Licensed to The Apache Software Foundation, http://www.apache.org/

Benchmarking dywang.csie.cyut.edu.tw (be patient)
7 || Completed 100 requests

Completed 200 requests

9 || Completed 300 requests

Completed 400 requests

11 || apr_socket_recv: Connection reset by peer (104)
Total of 456 requests completed

\. J

4.9 FTHRIBERBRSET A
4.9.1 A|&KY—

1.

£ E#% kvinX.deyu.wang FH@EMFMRE » L F X BEEBREGHIK 0 TR
VATE B

(a) Tk ftp://deyu.wang/pub/web.html

(b) €44 % A index.html

(c) A% index.html 2|43 B {3 IR % 69 4R B 4%

(d) R3#¥ index.html i A74EA4T 8945 2L

(e) By K sLIA B &
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4.9. THIBIERRRE A CHAPTER 4. APACHE 2.2 HTTP SERVER

4.9.2 REBEKE—

1. @AM £ http://kvimX.deyu.wang T ARG RE T A P > Bk B T894
B o #l4= : http://kvmX.deyu.wang/ deyul » 7 &L T % 8k :
(a) AR P deyul #9HERRE A
(b) 4% deyul KB4 A AA public html > FAafr& L -
(c) T# ftp://deyu.wang/pub/userdir.html
(d) Z# 4 % % index.html
(e) A% index.html #| public html %A
(f) F&4 index.html EATHEAT 8915 7%

4.9.3 AEKRE=
1. ##M AR S http://kvmX.deyu.wang/ % DDos # % » T8 AT F 8k :

(a) %% httpd-tools £# » # ab(ApacheBench) & 7 #|3X o

(b) ®% mod evasive £# > CentOS 7 A A # Ak &2 > F BIEH ftp://
192.168.1.254/centos7/ T# » T A T wARFILTER DDos ¥ :

i. DOSPageCount : R#| Fl — IP £ — A& A T A E — B @8R
2R
ii. DOSSiteCount : fR#%|F]— IP & — {435 M =T 445 A5 R#& 10 18 o
(c) ZH7%% httpd -

(d) # £# deyu.wang 4 kvmX.deyu.wang & 17& 77 #]3X » Fl 8 1000
RSB 20 R > AEERAERATRLFZZ R > BARATHAFRETAL
DDos °

4.9.4 RBHKEw

1. £# kvmX.deyu.wang # % —f8 Domain name wwwX.deyu.wang * #f #
B EIRAE - 685 —18 % # £ 4 virtual host http://wwwX.deyu.wang/ °
TRRAT B
(a) 3% & virtual host #4& B $k & /var/www/virtual
(b) T ftp://deyu.wang/pub/virtual.html
(c) £#H 4% virtual.html & index.html
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4.9. THIBIERRRE A CHAPTER 4. APACHE 2.2 HTTP SERVER

(d) # index.html # & virtual host #4& B ék
(e) ~3# index.html EATAEAT 8915 2L
() P deyu2 A# £ [var/www/virtual & £ 4% %

4.9.5 RBHKETL

1. £#®EBEMARE http://kvimX.deyu.wang #1R B & T 2 5 —f8.% & restricted
8% B 4k o

2. T # ftp://deyu.wang/pub/webca.html #| B 4k restricted » it Z#H & % &
index.html °

3. A& % index.html #ATEFT 8915 2%

4. B % restricted # A &R A7 kvmX.deyu.wang i & 89447 Al P A3 s {2 R
AFEAL TP BB HI o
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Chapter 5
54 Apache 2.2 %3k

e
-4

5.1 =

1. B AARBEP I BN ZAERARTN 7 H > WTAARBEREZEZENF
I8

AR AR 5 R IR M -

2. Apache AR £ A%

}

(@) B K iptables £& &9 ? REAGHEE ?

(b) SELinux ~&MH -
(c) Frak DOS °
3. ME#EE
(a) TEREEZ > TETUHEFEAEANELZHTRIATZTRGKEE © Hlde :
ATHREABRAGKLE » WA ELALNEE -
(b) /var/www/html T B $k Rt L69¥AH 3 AMIRZA LT » FEX TR 777 °
(c) W=RA FHE » BXELGAH % K2 SQL Injection ] ?

B iBAL

4. ARBEBBEBRTAIRAEEHRK » ARAFREERIYN - 88 HFE 5 KA
JA 2 Z] LB 1R 4R > S A SH SN A AR R I o

5.2 RBHBZEAL

1. A RKRSME AT TEEAN > 24§ T1% apache A~ FE ZRHRA

FAL o HEREORMAF o LHEFTH A ZEAL » B L HEGH X o

{[root@kva wwwl# curl -s http://kvm6.deyu.wang/abc | sed -e 's/<[™>]*>//
gl -e I/A$/d|
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5.3. BAGRAF CHAPTER 5. %4 APACHE 2.2 #3}

2 || 301 Moved Permanently
Moved Permanently
4 || The document has moved here.
Apache/2.2.15 (Red Hat) Server at kvm6.deyu.wang Port 80

2. /£ httpd.conf F * % ° ServerTokens & % # 4 Min[imal], OS,
Prod[uctOnly], Full w4 » F & TXE M AR w2 & FHESLEE-
ServerSignature off Bl P & %4 s 69 B @ 69 B Jrar & o

[root@kvm6 wwwl# grep '~“Server[TS]' /etc/httpd/conf/httpd.conf
ServerTokens Prod

3 || ServerSignature Off

3. THH A httpd.conf &<

1 || [root@kvm6 wwwl# /etc/init.d/httpd reload
Reloading httpd:

4, BREETHFAEGEAR » LRERFERZLA Apache A o

[root@kvm6 wwwl# curl -s http://kvm6.deyu.wang/abc | sed -e 's/<[">]*>//
g' -e '/7$/4d"
2 || 301 Moved Permanently
Moved Permanently
4 || The document has moved here.

5.3 RAABAP

1. E WA P A apache » 4o R 3% R nobody ° % £ AR #5424 nobody
PJT?ﬁﬁﬂﬁbﬂﬁ AT ¥ » #l4 mail server e

[root@kvm6 ~]# vim /etc/httpd/conf/httpd.conf
[root@kvm6 ~]# egrep '~User| Group' /etc/httpd/conf/httpd.conf
User apache

4 || Group apache
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5.4. RHEARAGIGER CHAPTER 5. %4 APACHE 2.2 #3%

5.4 RH#AMEBRB&KIHER

1. #sEFA30AR B % /var/www/html » TRF[Z 18 B &k L& 48 £ 89 5 B » =T LS %30
BEBAGAER - BEAMI LA,/ 2E LR B G & ZPBLIEME A 4 > 124
httpd.conf %3 € 5| % % T & L /var/www/html R B Sk Ash g4 L B4k > T
B4 /dyw 38 @ /mnt/www > L3R A% 4 hitp://kvm6.deyu.wang/dyw B &
FE /mnt/www T &9 FAt o

[root@kvm6 ~]# grep '“Alias' /etc/httpd/conf/httpd.conf
2 ||Alias /dyw /mnt/www

Alias /icons/ "/var/www/icons/"
4 || Alias /error/ "/var/www/error/"

2. SLEFEG SR LR B gk [ L A A R B o

<Directory />
2 Options FollowSymLinks
AllowOverride None
4 || </Directory>

3. & 583K B4k /mnt/www ° B4AH —4 8 c.html °

[root@kvm6 ~]# mkdir /mnt/www
2 || [root@kvm6 ~]# echo 'abc' > /mnt/www/c.html

4. 4 http://kvm6.deyu.wang/dyw/c.html » )& c.html A% abc °

[root@kvm6 ~]# /etc/init.d/httpd reload
2 ||Reloading httpd:

[root@kvm6 ~]# curl -s http://kvm6.deyu.wang/dyw/c.html
4 || abc

5. ¥ # httpd.conf 4| 48 B 4% B &k I F 469 75 B

<Directory />

2 Options FollowSymLinks
AllowOverride None
4 Order Deny,Allow

Deny from all

6 || </Directory>
. J
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5.5. KK B4 E CHAPTER 5. %4 APACHE 2.2 #3k

6. E#H #H A httpd.conf 43 -

[root@kvm6 ~]# /etc/init.d/httpd reload
2 ||Reloading httpd:

7. Bt & http://kvm6.deyu.wang/dyw/c.html > =& 403 £L 5 B o

[root@kvm6 ~]# curl -s http://kvm6.deyu.wang/dyw/c.html | sed -e 's
/<[7>1%>//g' -e '/7$/d"

2 || 403 Forbidden

Forbidden

4 | You don't have permission to access /dyw/c.html

on this server.
\S

5.5 MEB&AE

1. httpd ARHA 7| E BskH T8 » L3 ZME LA A EHEY index.html
1ndex php ] "ﬁ‘ﬂ% s BT http FIRE BTG ETHE o

L wang.csie.cyut.edu.tw/coun

Index of /counter

Name Last modified Size Description

& Parent Directory

counter.php 04-Jan-2015 21:07 4.7K
counter.txt 06-Jan-2015 15:29 6
readme.txt 16-Feb-2013 13:29 2.1K

visitors_ips.txt  06-Jan-2015 15:29 24K

Apache/2.2.15 (Cent0S) Server at dywang.csie.cyut.edu.tw Port 80

2. AP TTAA LB NPT AR > L2 2RERR > FIARTIZRZRR
Bl ftp AR E > AL —H P T HAEEA > 7IFE L& httpd.conf #8289
# A B4kt Options -Indexes > B 7| B 4kA% % o

g
1 || [root@kvm8 ~]# vim /etc/httpd/conf/httpd.conf
<Directory "/var/www/html">

3 Options -Indexes
AllowOverride None
5 Order allow,deny

Allow from all

7 || </Directory>
.

3. # T 7L A httpd MR X reload &< 5% -

1‘([root©kvm8 ~]# /etc/init.d/httpd restart
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5.6. #3# APACHE M P ### R 5 A CHAPTER 5. %4 APACHE 2.2 #3}

Stopping httpd:
3 || Starting httpd: [

—/
[y -
-

4. httpd R4 7] H B4k > B2 E&ELTRIEFIR o

o B [ cyut.edu.tw,

Forbidden

You don't have permission to access /counter/ on this server.

Apache/2.2.15 (CentOs) Server at dywang.csie.cyut.edu.tw Port 80

5. =% /var/www/html B & T & 2 B 4% 54 8 B3 % & » ¥4 repo server #
B4k Ht&Z W -Indexes EARH| EMEARB & L7 B 4k > 124 [var/
www/html 9 X 2 A& X T AL BB &k MR ATREZBSKT AL
— 1B ## index.html > A| A &2 3 Z &R TUATGAEER - TEHFLLE
abc B4 T A4 %@ index.html > R 1% H Indexes #A T » i % http://
kvm8.deyu.wang/abc st € R EE R

1 || [root@kvm8 ~]# cd /var/www/html/abc
[root@kvm8 abcl]# touch index.html

6. 5 —AHE 7 k%&£ httpd.conf # T 84 A B 4k /v L Options -Indexes * BLIH
7| B A% £ o & httpd.conf P45 A% F 69 B 408 234 % Indexes » 2|t 3|
http://kvm8.deyu.wang/abc B3t & 2| & B &k P 694 £ -

p
[root@kvm8 ~]# vim /etc/httpd/conf/httpd.conf

2 || <Directory "/var/www/html/abc">

Options Indexes

4 AllowOverride None
Order allow,deny
6 Allow from all
</Directory>
\ J

5.6 #3% apache AP RHERE A

1. #sEFA %R B 4k /var/www/html & K3 948 £ 48 A R B apache M 7 F 8L »
BT VA A% R4 A BE ML OR root » BMFRF 40 A A 09 B A IRAS IR o

[root@kvm6 ~]# chmod og-w -R /var/www/html/

1 [[root@kva ~]# chown root.root -R /var/www/html/ J
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5.7. KK .HTACCESS #% % £ # CHAPTER 5. %4 APACHE 2.2 #5}

2. AEFRBETHREARZE root GHAMA P > BB EEHHELENGIEE o HAL/E
G T L > I LA ARG T B R A SR B AR AT A 2
B B SRAETR IR, 777 °

5.7 M H.htaccess # % %3

1. .htaccess T MAE 43 B sk R X F B k4T B 42 4] » @ & A5 2 httpd.conf
BB E#HZE IR B IRF o

2. .htaccess TR AL —# A B4k A » &% B % £ httpd.conf & & F & Al-
lowOverride None 1 7T 1¢ Fl .htaccess #1318 » @ 3&% & AllowOverride All
# 9T 4¢ H .htaccess ¥ FTH 4k o

p
[root@kvm8 ~]# vim /etc/httpd/conf/httpd.conf

2 || <Directory "/var/www/html">

Options -Indexes

4 AllowOverride None
Order allow,deny
6 Allow from all
</Directory>
\. J

5.8 ®ZAFH%¥ FollowSymLinks

1. /£ B %k % % A FollowSymlLinks > T »A3E B 4k T 892 A5 4E A o 6] 4= :
http://dywang.csie.cyut.edu.tw/centos6 & # # DYW Linux & % & 3% >
B i B A% R A4 E B initrd.img 1% 7 i &A% o

1 || [root@dywang html]# 11 centos6/images/pxeboot/
total 3712
3 || lrwxrwxrwx. 1 root root 25 Aug 28 2012 initrd.img -> ../../
isolinux/initrd.img
-rw-r--r—-. 1 root root 265 May 13 2010 README
5 ||-r-—r--r--. 1 root root 441 Aug 18 2012 TRANS.TBL
-rwxr-xr-x. 1 root root 3791040 Nov 22 2011 vmlinuz
- J

2. httpd.conf X # # centos6 B %k/m Lt FollowSymLinks %78 °

.conf

[root@dywang htmll# grep -A4 /var/www/html/centos6 /etc/httpd/conf/httpd
<Directory "/var/www/html/centos6">

2
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5.9. BHRIRIMERGRBRE A CHAPTER 5. %4 APACHE 2.2 #3}

Options Indexes
4 Order allow,deny
Allow from all
6 || </Directory>

3. % M http://dywang.csie.cyut.edu.tw/centos6 AT 2K » BI AT
#R AL > RE A initrd.img #& 7 FH

g
Starting install...

2 ||Retrieving file .treeinfo... | 728 B
00:00 ...
Retrieving file vmlinuz... | 7.2 MB
00:05 ...
4 || ERROR 'NoneType' object is not iterable

Domain installation does not appear to have been
6 || successful. If it was, you can restart your domain
by running 'virsh start kvmusb'; otherwise, please

8 || restart your installation.
- /)

4. httpd.conf # centos6 A %k /et FollowSymLinks i#8

[root@dywang htmll# grep -A4 /var/www/html/centos6 /etc/httpd/conf/httpd
.conf

2 || <Directory "/var/www/html/centos6">

Options Indexes FollowSymLinks

4 Order allow,deny

Allow from all

6 || </Directory>
. J

5. ZHH/A httpd.conf HEK » BEREKAEFT o

[root@dywang html]# /etc/init.d/httpd reload
2 ||Reloading httpd:

5.9 THREMERNERRT A
5.9.1 REEHKT—

1. £ 2 #% kvimX.deyu.wang RZEAMAEFRE » L F X B EEFEKGHIR » TR
VAT F 8%
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5.9. BHRIRIMERGRBRE A CHAPTER 5. %4 APACHE 2.2 #3}

(a) @ # R E ServerTokens # < & Prod
(b) #@ A # BN P AA 4 apache
(C) T4 48 B AR B 4k 5180 i A 5 T

(d) 2@ BERBETHELIRKB4% abc> ##£ abc B4k M EA BT ZE
aaa.html -

(e) MIFAM BB 24

(f) #3% apache f P &R GAR B4k > LEABAEMRERBDEHK NG R
VA HERAERMAEE root s LRGN ER R BRI TRHE 777 » A
P apache RAEFRBFEZA o
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Chapter 6

Network File System, NFS

6.1 NFS i

1. RiEsm TMTUAB BRI AR R AL -

2. ABEHBETH NFS ¥$68% LR R - bl 1 % 6 KL M4 F 6 LDAP
WM > Fl—RRFAREAMAGEAS BEITREREARZE—AP
bR Bk BRI PO ERAF RIEF W o LB NFS SR TR K BSRGES o

3. RHEL 6 (CentOS 6) %4 NFSv2, NFSv3, NFSv4 -

4. NFS %% nfslock % rpcbind M&# - 12 NFSv4 &~ &1 rpcbind °

6.2 NFS &%

1. %% nfs-utils £4

[[root@dyH ~]# yum install nfs-utils J

2. BBRTA

1 || [xroot@dyH ~]# cat /etc/exports
#4° F 8 B4k T BB BB (5 F 580
3 || /home/guests 192.168.122.0/255.255.255.0(rw, sync)

5% &#

* rw . read-write * TR B GHEIR 3

ro : read-only * "EFRE9HEIR ;

sync : BHF T G AB|RIEM AR E F

async : AHERYAARIEHE T > MIEAEG AR o

no_root_squash :

©
* ¥ ¥ *
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11 BN NFS EMRAERN 9 FEBEkE R H 4R ZL root * HASF
root BJHEIR o
BREAE s TNERIEH o

13 * root _squash :
B NFS MR 5 F B8R4 R A2 root * HE R WBR 4 RE L 1L
R
15 WAy UID $2 GID #F € % A nobody(nfsnobody) ARME £ &LMRIE 6T &
s
* all_squash :
17 TmBEN NFS 091 R Z F iy BAT » Av MR R E B LG AL > AF
nobody (nfsnobody) °
* anonuid :
19 anon &4 anonymous (BE&#) > ATELIEAAE UID -

* anongid : B 3TE %1% Ml A8 &% R GID o

Hy B AR BA

3. TRl Rabie AR A 3 ##

[root@deyu ~1# grep RPCNFSDARGS -Bl /etc/sysconfig/nfs
2 || # Turn off v2 and v4 protocol support
RPCNFSDARGS="-N 2 -N 4"

4. 7% nfs R

1 r[root@dyH ~]# /etc/init.d/nfs restart
Shutting down NFS mountd:

3 || Shutting down NFS daemon:

Starting NFS services:

5 || Starting NFS daemon:

Starting NFS mountd:

[FAILED]
[FAILED]
[ 0K 1]
[ 0K 1]
[ 0K 1]

\S

5. T M#KAEH nfs IR

[[root@dyH ~1# chkconfig nfs on

6.3 EHRER

1. # deyu.wang %% kvm8.deyu.wang nfs server

1 ‘([root@deyu ~]# showmount [-ae] [hostname|IP]
| 5% :
3| -a :BEAFBAEZMMA PR NFS LB FHRE

De-Yu Wang CSIE CYUT

57



6.4.
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11

—e : BATEIFEIMY Jetc/exports FTHF 09 BEREA o

## RATK UL A B Ko 13

[root@dyH ~]# showmount -e kvm8.deyu.wang

rpc mount export: RPC: Unable to receive; errno = No route to host
[root@dyH ~]# showmount -e kvm8.deyu.wang

clnt_create: RPC: Port mapper failure - Unable to receive: errno 113 (No

route to host)

2. TH AL /etc/exports & °

/home/guests 192.168.122.0/255.255.255.0(rw, sync)
NS

r[root@deyu ~]# exportfs [-aruv]

58

—a AP HR (R FF M) Jetc/exports HE R A IE T

-r  EHBAR /etc/exports BIHE 0 TRF W L FH /etc/exports
% [/var/lib/nfs/xtab 89 R % o

-u ERE—AHK

-v ! f& export MM S FHAKETIRHRLE -

[root@deyu ~]# vim /etc/exports

3. #1 A exportfs & nfs &# 8, > TR F ZTH/EH nfs -

exporting 192.168.122.0/255.255.255.0: /home/guests

[[root@deyu ~]# exportfs -arv
2

6.4 EMH

1.

474 nfs ports

r[root@kvm8 ~]# rpcinfo -p 192.168.122.8

program vers proto port service
100000 4 tcp 111 portmapper
100000 3 tcp 111 portmapper
100000 2 tep 111 portmapper
100000 4 udp 111 portmapper
100000 3 udp 111 portmapper
100000 2 udp 111 portmapper
100024 1 udp 55661 status
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CHAPTER 6. NETWORK FILE SYSTEM, NFS

10 100024 1 tcp 46633
100003 2 tcp 2049
12 100003 3 tcp 2049
100003 4 tcp 2049
14 100227 2 tcp 2049
100227 3 tcp 2049
16 100003 2 udp 2049
100003 3 udp 2049
18 100003 4 udp 2049
100227 2 udp 2049
20 100227 3 udp 2049
100021 1 udp 37591
22 100021 3 udp 37591
100021 4 udp 37591
24 100021 1 tcp 50290
100021 3 tcp 50290
26 100021 4 tcp 50290
100006 1 udp 892
28 100006 1 tcp 892
100006 2 udp 892
30 100005 2 tcp 892
100005 3 udp 892
32 1000056 3 tcp 892

status
nfs

nfs

nfs
nfs_acl
nfs_acl
nfs

nfs

nfs
nfs_acl
nfs_acl
nlockmgr
nlockmgr
nlockmgr
nlockmgr
nlockmgr
nlockmgr
mountd
mountd
mountd
mountd
mountd
mountd

2. &7 nfs tcp ports

r[root@kvm8 ~]# rpcinfo -p 192.
sort -u

2111

2049

4 || 42586

46633

6 || 46697

46790

8 || 49698
NS

168.122.8 | grep tcp lawk '{print $4}' |

3. &%) nfs udp ports

(froot©kvm8 ~]# rpcinfo -p 192.
sort -u
2111

2049

4| 37474
43938

6 || 49830
55661

8 || 57818
-

168.122.8 | grep udp lawk '{print $4}' |
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4. ¥ % rpc mount port

[root@kvm8 ~]# vim /etc/sysconfig/nfs
2 || # Port rpc.mountd should listen on.
MOUNTD_PORT=892

5. B K3

1 || [root@kvm8 ~]# vim /etc/sysconfig/iptables

-A INPUT -i lo -j ACCEPT

|| R R R R S e R R R R R

—-A INPUT -m state —-state NEW -m tcp -p tcp --dport 892 -j ACCEPT
5 ||-A INPUT -m state —--state NEW -m tcp -p tcp —-dport 111 -j ACCEPT
—-A INPUT -m state —-state NEW -m tcp -p tcp —-dport 2049 -j ACCEPT

-A INPUT -m state --state NEW -m udp -p udp --dport 111 -j ACCEPT
9 ||-A INPUT -m state —--state NEW -m udp -p udp --dport 2049 -j ACCEPT
S R R R R R R e R R R e R

11 || -A INPUT -m state --state NEW -m tcp -p tcp —-dport 22 -j ACCEPT
\8

6. by K& E#H A%

1 [[root@kva ~]# /etc/init.d/iptables restart J

7. FAMEE b K

1 [[root@kva ~]# chkconfig iptables on J

8. #| nfs # 3,

g
1 || [root@dyH ~]# showmount -e kvm8.deyu.wang
Export list for kvm8.deyu.wang:

3 || /home 192.168.122.0/24

5| [root@dyH ~]1# mount -t nfs -o nfsvers=4 kvm8.deyu.wang:/home /mnt/home
[root@dyH ~]# 11 /mnt/home/

7 || total 19
drwxr-xr-x. 5 nobody nobody 1024 Aug 1 19:49 deyul
9 || drwx——---- . 4 nobody nobody 1024 Aug 1 14:56 deyu2
drwx——---- . 4 nobody nobody 1024 Aug 1 14:56 deyu3
11 || drwx——---- . 2 root root 12288 Aug 1 11:40 lost+found
S~ /
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6.5 NFS Client #®& %

1. 2% £4 nfs-utils

1 [ﬁroot@dyH ~]# yum install nfs-utils J

2. %y NFS 1AM % 50 F 69 B 4k » £WMA LT L4E M (showmount) ;

1 || [root@kvm8 ~]# showmount -e deyu.wang
Export list for deyu.wang:
3 || /home/guests 192.168.122.0/2565.255.255.0

3. B A %

1 || [root@kvm8 ~]# mkdir /home/guests
[root@kvm8 ~]# 11 /home/guests/
3| total O

4. A A mount i T EEH KB4 B 4%k o

1 || [root@kvm8 ~]# mount deyu.wang:/home/guests /home/guests
[root@kvm8 ~]# 1ls /home/guests/
3 || ldapuserl ldapuser?2

5. EFBEEH ;

1 || [root@kvm8 ~]# df -h

Filesystem Size Used Avail Use), Mounted on
3 || /dev/mapper/vg_kvmusb-root

945M 629M 269M T71% /

5 || tmpfs 499M 0 499M 0% /dev/shm
/dev/vdal 93M 31M 59M 35% /boot

7 || /dev/mapper/vg_kvmusb-home

93M 5.6M 83M 7% /home

9 || deyu.wang: /home/guests
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& 1.9G 277M 1.6G 16% /home/guests J

6. #8348 NFS B 4k 3,

[root@kvm8 ~]# 1s /home/g*

[[root@kva ~]# umount /home/guests/

7. NFS #9852 %

U 1§ A% EER
fg/bg fg FEHATH BT - AHBOITETETE (fg) 22

£% % (bg) 4T -
soft/ hard ’;? N E Z M A AR — 38 %4 > hard RPC &

hard FEE e > AR H 7R REEIE 5 soft RPC
&4 time out & TEH ) ¥ » W3k THFH) F
o o

intr A ¥ B 12 hard 7 R#t & e L intr > 2% RPC #

Grepedd o R T AR P BT o
rsize/ 1024 & # (rsize) £38 A (wsize) W E 3 K> (block
wrize size) °

8. HFr#t# NFS

deyu.wang: /home/guests /home/guests nfs nosuid,noexec,nodev,rw,bg,soft

[root@kvm8 ~]# vim /etc/fstab
2
0 0

6.6 B Z# | autofs 91 A

1. BFTE %8 h#t#k autofs ?

(@) A Pk IR B NFS 48 % A S04 #188 ;
(b) FEZFARIBERE
(c) ¥ NFS £ A% M TER » 3R NFS A H#p# > A# %7 44 RPC 4

=2

R °
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2. REEM  ARBACERET ©

[root@kvm8 ~]# rpm -qa | grep autofs
2 || autofs-5.0.5-23.e16.x86_64

3. 1 T EHXTAH /etc/auto.master

p
[root@kvm8 ~]# vim /etc/auto.master
2 || /home/guests /etc/auto.nfs

4 ||# <TAZE B &> <EHHEAE> -

# WA M P kLA /home/guests/Idapusert * 51 FHHH A F £k B
4k ldapuseril #9¥JE o

6||# EHHBIEGELETRAITHLHY » B FE A Jetc/auto.guests ©

\S )

A, 35 FAEEAE A BB R AR 0 % NFS server A IRFRAE v3 0 Bl b/ A
% ¥ -vers=3 ° {2 -fstype=nfs,-vers=3 #& 3K » -fstype=nfs 5 &K 34 /A M| Ik &,
A -vers=3 X A& » %w -vers=3,-fstype=nfs °c A FEHH > AR TAHAFL
B NFS # %4 X » ## &M% -fstype=nfs 5 o

(EHH B

2 || DR B4Rl [-#M 28] (R B ATREE ) B 4]

r: &

4| [ARME B 4] : 1809 &E /etc/auto.master M35 T 69 B 4k R B4k
[-BM 58] %A rw,bg,soft FHE s TAHTH

6| AR BATIRAEE B4E] 40 163.17.27.219:/home 5

8 || [root@kvm8 ~]# vim auto.nfs

#* -fstype=nfs,-vers=3 deyu.wang:/home/guests/&

10 || #*x -vers=3,-fstype=nfs deyu.wang:/home/guests/&

*  -vers=3 deyu.wang:/home/guests/&

12 || ## AHesm BEk "x" KT /home/guests T 89EATR B 4%

## G R BB B4k deyu.wang:/home/guests/& T "&" R THIER] o
14 || ## %1% M 2] B4 /home/guests/ldapuserl ® B] "x" & "g" B7 % ldapuseri

5. &% autofs

‘([root@kvm8 etcl# /etc/init.d/autofs start
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2 &Starting automount: [ 0K ] J

6. & E % RP &S autofs

[root@kvm8 ~]# chkconfig --level 345 autofs on
2 || Starting autofs: [ 0K 1]

7. & RHMAE T EE) autofs

[root@kvm8 ~]# chkconfig --list autofs
2 || autofs 0:off 1:0ff 2:0ff 3:on 4:0on 5:0on 6:0ff

8. #EL B A] A A BT R A deyu.wang NFS 4 IR % 69 B 4k

r[root@kva etcl# df -h

2 ||Filesystem Size Used Avail Use), Mounted on
/dev/mapper/GLSguest-1v_root

4 5.3G 2.2G 2.9G 43% /

tmpfs 246M 260K 246M 1% /dev/shm

6 || /dev/vdal 97M 26M 67M 28% /boot
\

9. # A /home/guests/ldapuserl > # % A4 8 K o

~

[root@kvm8 etcl# su - ldapuserl

2 || [Ldapuser1@kvm8 ~]$ pwd

/home/guests/ldapuserl

4 || [1dapuser1@kvm8 ~]$ df -h

Filesystem Size Used Avail Use), Mounted on
6 || /dev/mapper/GLSguest-1v_root

5.3G 2.2G 2.9G 43% /

8 || tmpfs 246M 260K 246M 1% /dev/shm
/dev/vdal 97M 26M 67M 28% /boot

10 ||df: “/root/.gvfs': Permission denied

deyu.wang: /home/guests/ldapuserl

12 26G  36M 256G 1% /home/guests/ldapuserl
# ©H > BEk /home/guests/ldapusert € A FHE 4 ©

\. J
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10. # &% k3% ldapuserl & A kvm8.deyu.wang * A2 G T LA FHHHE ALK
A4 o

1 || [test from host deyu.wang]
[root@deyu ~]# ssh ldapuser1@kvm8.deyu.wang
3 || 1dapuser1@kvm8.deyu.wang's password:
[1dapuser1@kvm8 ~]1$ pwd
5 || /home/guests/ldapuserl

6.7 NFS ##F ¥R

1. B8R - 2R B LB H R 0 1242 Z NFS server [R&# &K » @ client
FAZ B HRIR AV BB AR TR » #d A E X R A0 88, -

2. BEA X k& server sHeHER T 0 ATHFRRE REAEH v2 & v4 o

1 || [xroot@deyu ~]# grep RPCNFS /etc/sysconfig/nfs
RPCNFSDARGS="-N 2 -N 4"

3. Client s# &8 89K > BT E v3 o

r[root@kvm? ~]# nfsstat -m

2 || /home/guests/ldapuserl from deyu.wang:/home/guests/ldapuserl
Flags: rw,relatime,vers=3,rsize=1048576,wsize=1048576,\

4 || namlen=255,hard,proto=tcp,timeo=600,retrans=2,sec=sys, \
mountaddr=192.168.122.1,mountvers=3,mountport=44465,\

6 ||mountproto=udp,local_lock=none,addr=192.168.122.1

4. Client FAZHEIRAE v4 » w0 F server 34 T4 £ % » client 3% A S # izt L
JATE T B —vers=3 > BB EIL TRk -

5. w7~ NFS v4 & R4 A rpcbind R# » B A% A v4A IRA#H » T URE
rpcbind MR# A G KD 3 R 2 Z XAV vA RA#NR » B & T client %
rpcbind R 2 G &%) » TR GHEFALLR o
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Chapter 7

DHCP

7.1 DHCP &4

1. DHCP (Dynamic Host Configuration Protocol)
2. B#i8E TCP/IP HA% client °

3. Client i & DHCP Server # ° server 424t ip, netmask, gateway, DNS
server # client °

7.2 DHCP R&ZH&XZ - c6

1. ®% dhcp £#

[ﬁroot@kvm8 ~]# yum install dhcp J

2. 3% %4 Jetc/dhcp/dhcpd.conf & & » {RFLBA 5 b4 o

1 || [root@kvm8 ~]# cat /etc/dhcp/dhcpd.conf
#
3 || # DHCP Server Configuration file.
#  see /usr/share/doc/dhcp*/dhcpd.conf.sample

3. R
(a) &85 HAESE

(b) K& {3 SIS HALHAT
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(c) £ sLa%A —18 subnet %
(d) H3% # R F B

4. Global %%

‘(ddns—update—style none; # %% ddns (Dynamic DNS) ## IP ‘
2| # LR R BB LT TR R |
# TRIEAEME PXE J

&gption space PXE;

5. 2% Class PXE 424 pxe client i & 930 &

1 rclass "PXE" {
# 4R dhcp client 9 vendor-class-identifier & PXEclient
3 match if substring(option vendor-class-identifier, 0, 9) ="
PXEClient";
# vendor-encapsulated-options (Bt 3K EA) AF vendors T & B THY
EIA
5 option vendor-encapsulated-options 01:04:00:00:00:00:ff;
option boot-size 0x1;
7 # PXEclient MMM L, tftp T4 chroot
filename "pxelinux.0";
9 # 16T tftp server
option tftp-server-name '"deyu.wang";
11 # pxe client ®IJ& dhcp server vendor-class-identifier % "PXEClient"
# ZIEBLRRE pxe client & & dhcp server vendor-class-—
identifier
13 option vendor-class-identifier "PXEClient";
#memmmmwmeE%’%%DMP%N@f@ﬂMEwmmsmw
15 # % #M vendor-encapsulated-options %’
vendor-option-space PXE;
171}
S

6. Subnet %

1 rsubnet 192.168.1.0 netmask 255.255.255.0 {
# The following lines are standard all of the time.
3 option routers 192.168.1.254;
option subnet-mask 255.255.255.0;
5 option domain-name "deyu.wang";
option domain-name-servers 168.95.1.1,139.175.10.20;
7 default-lease-time 21600; # TAZLALM BF M & Z (7))
max-lease-time 43200; # AP THA > {2g KA KE F)
91}
S

7. Subnet E& FH L I ML B dywdhl 89T/ > A E T IP o
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1 || [root@e517nat ~]# grep dyw /etc/dhcp/dhcpd.conf -A4
host dywhdl {
3 hardware ethernet 00:E0:4C:4E:7A:F5;
fixed-address 192.168.1.140;
5 }

8. Address Pools: 152 7 F & client > & A R R & ip LB R R R 8% E o R
192.168.1.140 R 24 & X —#F » 2 range L/AM L 9H » & A1z #H%
THARE T IP AR & 192.168.1.140 » shEF B & 85T 8F3E

1 # Assign IPs 10-99 to PXE clients
pool {
3 allow members of "PXE";
default-lease-time 120;
5 max-lease-time 180;
range 192.168.1.10 192.168.1.99;
7 }
pool {
9 deny members of "PXE";
range 192.168.1.100 192.168.1.139;
11 range 192.168.1.141 192.168.1.199;
}
. J

hardware ethernet 3C:D9:2B:5E:8C:62;

host teacher {
2 option host-name '"teacher.deyu.wang";
fixed-address 192.168.1.14;

10. %= dhcpd @F

# Command line options here

1 || [root@kvm8 ~]# cat /etc/sysconfig/dhcpd
3 || DHCPDARGS="eth1"

11. # kickstart A B #93% <

1]|# The following lines are examples of kickstart directives.
next-server 192.168.1.254;
3 filename "ftp://192.168.1.254/pub/centos6/add/crt-ks.cfg";
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(S

12. %% dhopd M4k R & 48

1 || [root@kvm8 ~]# vim /etc/sysconfig/dhcpd
[root@kvm8 ~]# cat /etc/sysconfig/dhcpd

3 | # Command line options here
DHCPDARGS="ethO"

13. 7% dhcpd R

[troot@kvm8 ~]# /etc/init.d/dhcpd restart

14. &M% %% dhepd RF

1 {ﬁroot@kvm8 ~1# chkconfig dhcpd on

7.3 DHCP R&Z#&XZ - c8

1. 2% dhcp £#

1 [[root@msi ~]# dnf install dhcp-server

2. /etc/dhcp/dhcpd.conf & T4 T :o

1 r[root@msi ~]# vim /etc/dhcp/dhcpd.conf

[root@msi ~]# cat /etc/dhcp/dhcpd.conf

3| #

# DHCP Server Configuration file.

5| # see /usr/share/doc/dhcp-server/dhcpd.conf.example
# see dhcpd.conf(5) man page

7 #

ddns-update-style none;

9 || option space PXE;

11 || subnet 192.168.1.0 netmask 255.255.255.0 {

13 || class "PXE" {
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match if substring(option vendor-class-identifier, 0, 9) ="

PXEClient";
15 option vendor-encapsulated-options 01:04:00:00:00:00:ff;
option boot-size 0x11;
17 filename "pxelinux.0";
# option tftp-server-name '"deyu.wang";
19 option vendor-class-identifier "PXEClient";
vendor-option-space PXE;
21 X
23
# The following lines are standard all of the time.
25 option routers 192.168.1.254;
option subnet-mask 255.255.255.0;
27 option domain-name "deyu.wang";

option domain-name-servers
192.168.1.254,8.8.8.8,168.95.1.1,139.175.10.20;

29 default-lease-time 21600;

max-lease—-time 43200;

31
# Assign IPs 101-100 to PXE clients
33 pool {
allow members of "PXE";
35 default-lease-time 12;
max-lease-time 18;
37 range 192.168.1.250 192.168.1.253;
}
39 pool {
deny members of "PXE";
41 range 192.168.1.100 192.168.1.199;
+

43 ||# The following lines are examples of kickstart directives.
next-server 192.168.1.254;

45|}

\. Y

3. dhcp #9#8F - RB Jetc/sysconfig/dhcpd # AR5 B b4 a3 2 o

1 r[root@msi ~]# grep example -A5 /etc/sysconfig/dhcpd

# example:

3| # $ cp /usr/lib/systemd/system/dhcpd.service /etc/systemd/system/

# § vi /etc/systemd/system/dhcpd.service

5| # $ ExecStart=/usr/sbin/dhcpd -f -cf /etc/dhcp/dhcpd.conf -user dhcpd -
group dhcpd --no-pid <your_interface_name(s)>

# $ systemctl --system daemon-reload

7| # $ systemctl restart dhcpd.service
NS J

4. & %% K 1F > dhep.service F & 48 F & £ A % & DHCPDARGS i % /etc/
sysconfig/dhcpd F 3% @ sb & # -
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1 || [xroot@msi ~]# cp /usr/lib/systemd/system/dhcpd.service /etc/systemd/
system/

[root@msi ~]# grep Exec /etc/systemd/system/dhcpd.service

3 || ExecStart=/usr/sbin/dhcpd -f -cf /etc/dhcp/dhcpd.conf -user dhcpd -group
dhcpd --no-pid $DHCPDARGS

[root@msi ~]# tail -1 /etc/sysconfig/dhcpd

5 || DHCPDARGS=wlo1l

- _J/

5. AR

1 || [root@msi ~]# systemctl --system daemon-reload
[root@msi ~]# systemctl restart dhcpd.service

6. & MRFHIKE active

[root@msi ~]# systemctl status dhcpd.service

2 dhcpd.service - DHCPv4 Server Daemon

Loaded: loaded (/etc/systemd/system/dhcpd.service; disabled; vendor
preset: disabled)

4 Active: active (running) since Thu 2021-07-15 07:11:44 CST; 1min 1s
ago
Docs: man:dhcpd(8)
6 man:dhcpd. conf (5)
Main PID: 4587 (dhcpd)
8 Status: "Dispatching packets..."

Tasks: 1 (limit: 48313)

10 Memory: 4.9M

CGroup: /system.slice/dhcpd.service

12 4587 /usr/sbin/dhcpd -f -cf /etc/dhcp/dhcpd.conf -user
dhcpd -group dhcpd --no-pid wlol

7.4 DHCP Client

1. dhclient 44 A ## DHCP IR#5 B BAF ~ A BERE P4 IP Hak ~ FHEE
% (subnet mask) ~ A% ¥ i (gateway) 7 DNS R# & ©

2. ®% dhcp-client £4#

{Iroot@msi ~]J# dnf install dhcp-client J

3. BAEF o
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1 || [xroot@999999 ~]# nmcli device

DEVICE TYPE STATE CONNECTION
3 || ens3 ethernet connected ens3
lo loopback unmanaged --

4. #-F ens3 # dhcp AR E BT ip ©

[[root@999999 ~1# dhclient ens3 J

5. & #F ens3 # dhcp AR EBAF ip & 192.168.122.153/24 -

~

1 || [xroot@999999 ~]# ip addr

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN
group default glen 1000

3 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo

o) valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host

7 valid_1ft forever preferred_lft forever

2: ens3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state
UP group default glen 1000

9 link/ether 52:54:00:bd:81:12 brd ff:ff:ff:ff:ff:ff
altname enp0Os3
11 inet 192.168.122.153/24 brd 192.168.122.255 scope global dynamic

noprefixroute ens3
valid_1ft 3651sec preferred_lft 3651sec

13 inet6 2001:ac18::5054:ff:febd:8112/64 scope global dynamic
noprefixroute
valid_1ft 3346sec preferred_lft 3346sec

15 inet6 fe80::5054:ff:febd:8112/64 scope link noprefixroute

valid_1ft forever preferred_lft forever

(7
-

6. #F ens3 # dhcp /R & BAT ip #93R.& 5 £ dhclient.leases °

([root©999999 ~]# cat /var/lib/dhclient/dhclient.leases
2 || lease {

interface "ens3";

4 fixed-address 192.168.122.153;

option subnet-mask 255.255.255.0;

§) option routers 192.168.122.1;

option dhcp-lease-time 3600;

8 option dhcp-message-type 5;

option domain-name-servers 192.168.122.1;

10 option dhcp-server-identifier 192.168.122.1;
option dhcp-renewal-time 1800;

12 option broadcast-address 192.168.122.255;
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option dhcp-rebinding-time 3150;
14 option domain-name "deyu.wang";
renew 1 2023/09/04 08:20:17;
16 rebind 1 2023/09/04 08:47:43;
expire 1 2023/09/04 08:55:13;
18}
. J

7. #AMF ens3 BAFEY ip o

[root@999999 ~]# dhclient -r ens3

2 [Killed old client process

8. £AMF ens3> T&Iip-e

r[root©999999 ~]# ip addr
2 ||1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN
group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
4 inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
6 inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
8 ||2: ens3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_codel state
UP group default gqlen 1000
link/ether 52:54:00:bd:81:12 brd ff:ff:ff:ff:ff:ff
10 altname enpOs3
inet6 2001:ac18::5054:ff:febd:8112/64 scope global dynamic
noprefixroute
12 valid_1ft 3191sec preferred_1lft 3191sec
inet6 fe80::5054:ff:febd:8112/64 scope link noprefixroute
14 valid_1ft forever preferred_lft forever
- J
7.5 ZAEKH
1. DHCP Ports
(a) Clients %1% )1 UDP port 68
(b) Server & &1 A UDP port 67

2. B KR

[root@kvm8 ~]# vim /etc/sysconfig/iptables

2{######################################################
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—-A OUTPUT -p udp —-dport 68 -j ACCEPT
4 || -A INPUT -p udp --dport 67 -j ACCEPT
B e L e R e e e e e IS e R e e

3. KA EHEDY

1 [[root@kva ~]# /etc/init.d/iptables restart J

4. FABEE B K

1 {Iroot@kva ~]# chkconfig iptables on J

7.6 NAT & &
1. DHCP ## ke £4 -+ » ft :

(a) eth0=192.168.1.254 &3R4 -
(b) eth1=163.17.10.xx i Et internet °

2. iptables % &

1 r[root@kva ~]# vim /etc/sysconfig/iptables

S R R R R R R R R R R R R R e R R R R R R R

3||## & ethl i E internet M ip &K

—-A POSTROUTING -o ethl -j MASQUERADE

5 || #-A POSTROUTING -s 192.168.1.0/24 -o ethl -j SNAT --to 163.17.10.xx

7| ## & etho 1% » £35| 163.17.0.0/16 3T FR4E 2 LG

-A FORWARD -i ethO -d 163.17.0.0/16 -j ACCEPT

9| ## # internet ¥ % etho > %3] 192.168.1.0/24 M EHE S G
-A FORWARD -0 ethO -d 192.168.1.0/24 -j ACCEPT

11 || ## Efush 3] etho W EHE &

-A FORWARD -o ethO -j DROP

13 || st

\. Y

3. KM EHEH

1 {Iroot@kva ~]# /etc/init.d/iptables restart J
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4. %% IP forwarding

1

3

[root@kvm8 ~]# vim /etc/sysctl.conf

net.ipv4.ip_forward = 1
[root@kvm8 ~]# sysctl -p

7.7 RALRA

1. IP €44 » £ DHCP server Rtk &8 IP :

11

13

15

17

19

21

23

25

27

29

31

33

35

37

39

[root@eb17nat ~]# vim /var/lib/dhcpd/dhcpd.leases
[root@eb17nat ~]# grep 192.168.1.154 -A5 /var/lib/dhcpd/dhcpd.leases

lease 192.168.1.154 {
starts 5 2015/10/30 13:14:02;
ends 5 2015/10/30 13:24:02;
tstp 5 2015/10/30 13:24:02;
cltt 5 2015/10/30 13:14:02;
binding state active;
lease 192.168.1.154 {
starts 5 2015/10/30 13:18:53;
ends 5 2015/10/30 13:28:53;
cltt 5 2015/10/30 13:18:53;
binding state active;
next binding state free;
lease 192.168.1.154 {
starts 5 2015/10/30 13:23:23;
ends 5 2015/10/30 13:33:23;
cltt 5 2015/10/30 13:23:23;
binding state active;
next binding state free;
lease 192.168.1.154 {
starts 5 2015/10/30 13:27:19;
ends 5 2015/10/30 13:37:19;
cltt 5 2015/10/30 13:27:19;
binding state active;
next binding state free;
lease 192.168.1.154 {
starts 5 2015/10/30 13:31:07;
ends 5 2015/10/30 13:41:07;
cltt 5 2015/10/30 13:31:07;
binding state active;
next binding state free;
lease 192.168.1.154 {
starts 5 2015/10/30 13:36:04;
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ends 5 2015/10/30 13:46:04;
41 cltt 5 2015/10/30 13:36:04;
binding state active;
43 next binding state free;
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Chapter 8

Mail Server

8.1 Mail Server 4

1. Email M4 1960 FRK » (2R G8E F — R &P BEE 4 o
2. B ARG EGETTRERLE 1971 F -

3. REETHMHLEZERALWT -

8.2 Email #x

8.2.1 Mail Transport Protocols

1. Simple Mail Transport Protocols (SMPT) : & &/ 4 4¢ client 8 /& A 42
A, > £ P 4669 server » F£ 3| B 89 server ¥ o

2. SMPT AF RN ERE LG rRET » £HEABMAIEARFLIEMARK—FFA o
K E IR I A A 0 T AR o

3. SLJATRBI A P IEE) SMPT R &£ €T 84 o

8.2.2 Mail Access Protocols

1. A £ &6 % : Post Office Protocol (POP) $2 Internet Message Ac-
cess Protocol (IMAP) -

2. Bar#) POP mA =& POP3 o

3. CentOS 3% % POP % IMAP £%4 % dovecot °
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4. POP email client A3 # mail server T & 44& » &Mtk mail server £
4 o IMAP B €% ¥ mail server L& #4F o

5. IMAP %@ & % €M 2 Fl A BRI f

8.2.3 Mail Agents

1. —#&A PAL R I » AR R FEEAE - ERFEEH NG BAZLEER S 64K
IR & A RET AR ©

2. Mail Transport Agent (MTA) » #4H & %X KRIEA @ FE AL A P AREF > 3
PRI R T AT EZT RS -

3. Mail Delivery Agent (MDA) » S #EREA : A #4= 2 A P » MDA &
&7~ MTA °

4. Mail User Agent (MUA) » #p4-4& Al #RZA : 5T eamil client & M 42 X 49
KRG 7 > Ak ARBAE R G A MR ETEHMAHGENX - 4= : Evolution °

5. % L& MTAs (MDAs) £## postfix » sendmail » CentOS 3% & postfix °

8.3 Dovecot &%

1. %% dovecot £4#

1 {Iroot@maill ~]# yum install dovecot J

2. mEBR A ERERNNHT

1 || [root@maill ~]# vim /etc/dovecot/dovecot.conf
# Protocols we want to be serving.
3 || protocols = imap pop3 1lmtp

3. BB R IHILE

P
1 || [root@maill ~]# vim /etc/dovecot/conf.d/10-mail.conf

3||##t AT MAZILE » ZAATRATHR » ALTHAE T HAHMRAEL
## Initialization failed: mail location not set and autodetection failed

5 || ## Mail storage autodetection failed with home=/home/....
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&mail_location = mbox:~/Mail:INBOX=/var/spool/mail/%u

4. WBIMFRTAE AT MHL B G AR

[root@maill ~]# vim /etc/dovecot/conf.d/10-mail.conf

# FHA P H—RIEM > dovecot F A& INBOX 1rE &4 —1ER P I4HAE
4 | ## £ RFE mail HMRFFL > ALTEMN T HAHSINE

## euid is not dir owner dovecot

6 || ## & T%A P AAHRE A INBOX: /var/spool/mail

## & & B4k /var/spool/mail HAELAGZAH G AHEIR »

8 || ## AAGEHEAZ B HBIRBAR 777 0 BT LB R PAG F k
[root@maill ~]# 11 -d /var/spool/mail

10 || drwxrwsr-x. 5 root mail 32768 Aug 7 10:03 /var/spool/mail

12 || ## SERE MR X

# Group to enable temporarily for privileged operations. Currently this
is

14 || # used only with INBOX when either its initial creation or dotlocking
fails.

# Typically this is set to "mail" to give access to /var/spool/mail.

16 |mail_privileged_group = mail

5. %% dovecot Mm%

{[root@kvm8 ~]# /etc/init.d/dovecot restart

6. X T H#EE dovecot R

1 ([root@kvm8 ~]# chkconfig dovecot on

8.4 Postfix &%

1. &% postfix &4

1 {[root@kva ~]J# yum install postfix ## TARE T LK

2. postfix L E&X TH £ Jetc/postfix BEET
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() access : ARAEH » T A3 AR &L T A A Postfix °
(b) main.cf : Postfix £ &% & 45 o

(c) master.cf : # % Postfix #1842 /3 4o 1] 7 R I 120 ©
(d) transport : /& email addresses #| 1% 85 4% -

(e) header checks : #BEEHFIZA » fldoFi2 4 -

(f) body_checks : #BE AR F o

(g) /etc/aliases : & Z A P 3.4 -

3. %X TAS [etc/postfix/main.cf

1 r[root@malll ~]# vim /etc/postfix/main.cf

# REIAHARE TS

3 || myhostname = mail.deyu.wang

# SR M

5 ||mydomain = deyu.wang

# 35 T IR BE T 4

7 ||myorigin = $mydoma1n

# ST AR B IR IR G #E 9 R EAK

9 mynetworks = 192.168.122.0/24

# R HTIHMERRB A

11 || inet_interfaces = all

# RRHROEARE » X FRR I ARG EE B 2 THEREE
13 || relayhost = 192.168.122.1

# R L AR E AR

15| alias_maps = hash:/etc/aliases

alias_database = hash:/etc/aliases

17 || # REIHAZAR A 5 BEHA

header_checks = regexp:/etc/postfix/header_checks

19 || body_checks = regexp:/etc/postfix/body_checks
\S

4. wBIRN L XA

[root@maill ~]# vim /etc/aliases

3 ||root: deyul,deyu2

&## ZAFEE root MM 0 T deyul A deyu2 J

5. EAIAR L THE

/etc/aliases: 77 aliases, longest 10 bytes, 775 bytes total

[[root@kva ~]# newaliases J
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. B R AR EAS

ﬂ

p
[root@maill ~]# vim /etc/postfix/header_checks

# THEOS "ERE EM4E A% > $7Tsk Bdrop header deny
4 || /~Subject:.*x% %/ DISCARD drop header deny
# KB "123.abc.com" #IHE L > $ 32k Adrop header deny

6 || /"From: .*@123.abc.com/ DISCARD drop header deny
\S

. RIS B IEAE

[root@maill ~]# vim /etc/postfix/body_checks

2
# A7 62 "#ik http://123.abc.com" ;MM F £ % >

4| # i3 B Commercial unavailable body
/http:\/\/123\.abc\.com/ DISCARD Commercial unavailable body

8. &% postfix R#H

1 {iroot@kvm8 ~]# /etc/init.d/postfix restart J

9. # X M4 % postfix R

1 {iroot@kvm8 ~]# chkconfig postfix on J

8.5 BB BER

1. postfix $E TR F & » RIE LRI - 128 F 4 A 20X base64d 4 A58 » 47
?ﬁ%/i‘?f]”ﬁ: °

c3

2. &K spamassassin

1 || [root@mail ~]# yum install spamassassin J

)

3. mEH A
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1 || [xroot@mail ~]# cat /etc/mail/spamassassin/local.cf

cf
3| # (see spamassassin(1l) for details)

5 || # These should be safe assumptions and allow for simple visual sifting
# without risking lost emails.

required_hits 5

9 || report_safe 0

rewrite_header Subject [SPAM]
11 || blacklist_from *@yahoo-inc.com
blacklist_from x*@goisa.it

13 || blacklist_from *@moopex.cz

# These values can be overridden by editing ~/.spamassassin/user_prefs.

4. B0F A m BN

1 [[root@mail ~]# man Mail::SpamAssassin::Conf

5. # ¥ spamd B4 & MRIRE

1 || [xroot@mail ~]# groupadd spamd
[root@mail ~]# useradd -g spamd -s /bin/false -d /var/log/spamassassin
spamd
3 || [root@mail ~]# chown spamd:spamd /var/log/spamassassin

6. % # postfix #93% T4 » # spamassassin #¥ 4 i postfix °

1 || [root@mail ~1# vim /etc/postfix/master.cf
[root@mail ~]# grep 'spamassassin' /etc/postfix/master.cf -B4
3| #

# service type private unpriv chroot wakeup maxproc command + args

5| # (yes) (yes) (yes) (mever) (100)
#
7 || smtp inet n - n - - smtpd -o

content_filter=spamassassin
9| #
#mailman  unix - n n - - pipe
11 ||# flags=FR user=list argv=/usr/lib/mailman/bin/postfix-to-mailman.py
# ${nexthop} ${user}

De-Yu Wang CSIE CYUT

82



8.6. xA&HKH

CHAPTER 8. MAIL SERVER

13

spamassassin unix - n n - - pipe flags=R user=spamd argv=/usr/bin/spamc
-e /usr/sbin/sendmail -oi -f ${sender} ${recipient}

7. 7% sapmassassin A £ # spam rules °

|

1 {Iroot@mail ~]# sa-update && /etc/init.d/spamassassin restart

8. postfix & spamassassin ¥ # H A KL

1 || [root@mail ~]# /etc/init.d/postfix reload

Reloading postfix: [ OK 1

3 || [root@mail ~]# /etc/init.d/spamassassin restart
Stopping spamd: [ 0K 1]
[ 0K ]

O || Starting spamd:

9. postfix & spamassassin & # & A K&

1 r[root@maill ~]# vim /etc/mail/spamassassin/custom_rule.cf

header LOCAL_EVERYTHINGYOUNEED_RULE Subject=~ /Everything you need, you
can find here/i

3 || score LOCAL_EVERYTHINGYQUNEED_RULE 3.0

describe LOCAL_EVERYTHINGYOUNEED_RULE Everything you need

5| [root@maill ~]# spamassassin -D --lint

\S

8.6 =4&MH

1. email server ports

1 || postfix(smtp) tcp 25
dovecot tcp 110,143

[root@kvm8 ~]# vim /etc/sysconfig/iptables

|| R R R e e R R

—-A INPUT -m state --state NEW -m tcp -p tcp —-dport 25 -j ACCEPT
4 | -A INPUT -m state -—state NEW -m tcp -p tcp ——dport 110 -j ACCEPT
—-A INPUT -m state —-state NEW -m tcp -p tcp --dport 143 -j ACCEPT
|| R R R R R R R R R R R R R R R
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(S

3. B KM EHEH

[Iroot@kva ~]# /etc/init.d/iptables restart

4. FHAED BT Kk

1 [ﬁroot@kva ~]# chkconfig iptables on

8.7 MAMk

1. INBOX #E KK » #&FFG A o

1 || [root@mail ~1# grep -ml 'failed to store' /var/log/maillog

Apr 22 04:10:12 localhost dovecot: lda(dywang): Error: sieve: msgid=...:

3| failed to store into mailbox 'INBOX': Internal error occurred.
Refer to server log for more information.

2. Bk W& main.cf X E » FREFE KK E 25 postfix °

r[root@mail ~]# vim /etc/postfix/main.cf

2 || [root@mail ~]# grep mailbox_size_limit /etc/postfix/main.cf
mailbox_size_1limit=512000000

4 || [root@mail ~]# /etc/init.d/postfix restart

Shutting down postfix: [ 0K ]
6 || Starting postfix: [ 0K ]

\S
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Roundcube Webmail

9.1 Roundcube 4~

1. Roundcube Z—£&1R& %54 webmail » v\ Ajax T VAR R KB4 o
2. CentOS 6 # 4 5F& 4 remi repo # rpm £ °

3. X% FHEA  mssql ~ mysql ~ mysql5 ~ postgres ~ sqllite °

9.2 %% remi repo

1. ®% remi-release-6.rpm °

[root@mail ~]# rpm -ivh http://rpms.remirepo.net/enterprise/remi—releaseJ
-6.rpm

2. REEGH B LTS redhat 6 RA > WR LT ETRZLK - BEARE£ 44T
CentOS 6 5% > RAZERF » BT A B3 T # repo & Z# rpm 4 o

1 {[root@mail ~]# wget http://rpms.remirepo.net/enterprise/remi-release-6. J

rpm

w0
%

ZH o AL rpm PO E o

1 || [root@mail ~]# mkdir tmp
[root@mail ~]# cd tmp
3| [root@mail tmpl# rpm2cpio ../remi-release-6.rpm | cpio -idmv
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4. A% repo A gpg MEHEEAKIE TALE -

1 || [root@mail tmpl# cp etc/yum.repos.d/remi.repo /etc/yum.repos.d/
[root@mail tmpl# cp etc/pki/rpm-gpg/RPM-GPG-KEY-remi /etc/pki/rpm-gpg/

9.3 #%3#% Roundcube

1. %% roundcubemail &% -

[[root@mail ~]# yum install roundcubemail --enablerepo=remi J

2. %% mysql-server £4 o

1 [[root@mail ~]# yum install mysql-server --enablerepo=remi J

3. %% mysqld RFF o

[root@mail ~]# chkconfig mysqld on

1 [[root@mail ~]# /etc/init.d/mysqld start J

4, PATRARERL » £ HLHXZL root 45 o

[[root@mail ~]# mysql_secure_installation J

5. X mysql & A4 & roundcube %A 7 ronudcube °

1 ([root@mail ~]# mysql -u root -p

Enter password:

3 || Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 6

5 || Server version: 5.5.49 MySQL Community Server (GPL) by Remi

7 || Copyright (c) 2000, 2016, Oracle and/or its affiliates. All rights
reserved.

9 || Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
11 || owners.
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13 || Type 'help;' or '\h' for help. Type '\c' to clear the current input
statement.

15 || mysql> CREATE DATABASE roundcube;

Query OK, 1 row affected (0.00 sec)

17

mysql> GRANT ALL PRIVILEGES ON roundcube.* TO roundcube@localhost
IDENTIFIED BY 'password';

19 || Query 0K, O rows affected (0.00 sec)

21 mysql> FLUSH PRIVILEGES;
Query 0K, O rows affected (0.00 sec)
\S

6. roundcube # £ 4 B 783 £ /usr/share/roundcubemail °

[root@mail ~]# vim /etc/httpd/conf.d/roundcubemail.conf
2 || [root@mail ~]# grep Alias /etc/httpd/conf.d/roundcubemail.conf
Alias /roundcubemail /usr/share/roundcubemail

7. roundcube T R A AT VAR R 22K B &k o 4o R 7R 3 9% 18 4 oL SRS UG BLIR
# o

1 ([root©mail ~]# grep -A15 '<Directory.*installer' /etc/httpd/conf.d/
roundcubemail.conf | grep -v '#'
<Directory /usr/share/roundcubemail/installer/>
3 <IfModule mod_authz_core.c>
Require local
5 </IfModule>
<IfModule !'mod_authz_core.c>
7 Order Allow,Deny
Allow from all
9 </IfModule>
</Directory>
\. J

8. 4 installer Bl AK AT H L ?

{https://webmail.csie.cyut.edu.tw/roundcubemail/installer/ J

9. AX# =~ mysql FAE FAEMEA » KK php-mysqlnd © £ %% mysqld A
httpd R##% #8 T~ mysql AT A o
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1 || [xroot@mail ~]# yum install php-mysqlnd --enablerepo=remi
[root@mail ~]# /etc/init.d/mysqld restart
3 || Stopping mysqld: [ 0K 1]
Starting mysqld: [ 0K ]
5 || [root@mail ~]# /etc/init.d/httpd restart
Stopping httpd: [ 0K ]
7 || Starting httpd: [ 0K ]
- _J/

10. A% installer Bl A4 > mysql EH ST 4R > RZ K 4 A 35 5] EATR

11.

%> FE RN mysql FHE o BHE LA ~ AR R LA S BT A
—H o
roundcube &g

Roundcube Webmail Installer

1. Check environment

Checking PHP version
Version: OK (PHP 5.4.45 detected)

Checking PHP extensions
The following modules/extensions are required to run Roundcube:

PCRE: OK
DOM: OK

Multibyte: OK
OpenssL: OK

The next couple of extensions are optianal and recommended to get the best performance

Fileinfo: OK

Libiconv OK

Intl: OK

Exif: OK

LDAP: OK

Cl database:

Check which of the supported extensions are installed. At least one of them is required.
MySOQL: OK

1 ‘(Database name: A #tE %A
H Database user name: ’,é”‘?Pr&ﬁUﬂ *
3 lDatabase password: A AR %

|

T AF A& T & config.inc.php £ mail server # /etc/roundcubemail B
Gk o RAMA > BHHEEBKIMEZTREMA P £XER -

1 [[root@mail roundcubemaill]# chmod 700 installer/ J

9.4 BTHA¥

1. & A5HGIEM > 0B $configl'plugins'] | F » ZRH B LR R F

LRE S
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C

s

=

2. roundcubemail A p &£F AT T » BT

R 14px o

tHEEFA 11px A H—&

-i 's/\(font-size:\ *\)11px/\114px/g'

[[root@mail roundcubemaill# grep 'font-size:\ *1lpx' -R .

-1 | xargs sed

3. AL LEERGRRSE K o

p
1 || [root@mail roundcubemaill# cd skins/classic
[root@mail classicl# vim mail.css

3 || [root@mail classicl# egrep -A8 'mail(left|right)container' mail.css

#mailleftcontainer
514

position: absolute;
7 top: O;

left: O;

9 bottom: O;

width: 185px;

11 max-height: 900px;
X

13| --
#mailrightcontainer
154

position: absolute;
17 top: O;

left: 185px;

19 bottom: 0;

right: O;

21 min-width: 200px;
max-height: 900px;
23
[root@mail classic]# grep -A7 “#mainscreen common.css
25 || #mainscreen

{

27 position: absolute;

top: 85px;

29 right: 20px;

bottom: 20px;

31 left: 20px;

max-height:900px;
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9.5 4% Plugins

1. MBEEGIEM > 3] $configl'plugins'] MBI F » Z BB RN LK R 2 ¢
R4 o

[root@mail plugins]# tail -5 /etc/roundcubemail/config.inc.php
2 || $config['plugins'] = array('pop3fetcher',
'newmail notifier',
4 'userinfo', 'password'

);

2. Jm A6y 35 0L 78 5 £ 7% [usr/share/roundcubemail/plugins B 4k > %] 4=
userinfo #&# > userinfo B 4k /£ 7 /usr/share/roundcubemail/plugins
T » BHX A %A userinfo.php # » % £ A4 class userinfo °

1 (troot©mail plugins]# pwd
/usr/share/roundcubemail/plugins

3 || [root@mail plugins]# 1ls userinfo/userinfo.php
userinfo/userinfo.php

5 || [root@mail plugins]# grep userinfo userinfo/userinfo.php
class userinfo extends rcube_plugin

7 $this->add_texts('localization/', array('userinfo'));
$this->register_action('plugin.userinfo', array($this, 'infostep
)
9 $this->include_script('userinfo.js');
\. J

9.6 Managesieve Plugin

1. #3% devocot # 1da # & &%) » m A sieve & ik o

1 ([root@mail ~]# vim /etc/dovecot/conf.d/15-1da.conf

[root@mail ~]# grep '“protocol lda' -A5 /etc/dovecot/conf.d/15-1da.conf
| grep -v \#

3 || protocol 1lda {

mail_plugins = $mail_plugins sieve

5%}

- _/

2. #E3% postfix A #4412 £ 2] dovecot °

1 || [root@mail ~1# vim /etc/postfix/main.cf
[root@mail ~]# grep “mailbox_command /etc/postfix/main.cf
3 ||mailbox_command = /usr/libexec/dovecot/deliver
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. J

3. %¥% sieve £# o

1 [[root@mail ~]# yum install dovecot-pigeonhole J

4. #Z sieve °

1 || [root@mail ~]# vim /etc/dovecot/conf.d/90-plugin.conf
[root@mail ~]# grep “plugin -A8 /etc/dovecot/conf.d/90-plugin.conf

3 || plugin {
#setting_name = value
5 sieve=~/.dovecot.sieve
sieve_dir = ~/sieve
7 sieve_global_dir = /home/sieve
sieve_max_script_size = 1M
91}
I\ J

5. dovecot # & m A sieve °

1 || [root@mail ~1# grep “protocol /etc/dovecot/dovecot.conf
protocols = imap pop3 lmtp sieve

6. managesieve-login JR# & port 4190 °

r[root@mail ~]# vim /etc/dovecot/conf.d/20-managesieve.conf

2 || [root@mail ~]# grep managesieve-login -A4 /etc/dovecot/conf.d/20-
managesieve.conf

service managesieve-login {

4 inet_listener sieve {

port = 4190

6 }

NS

7. &#H7%% dovecot °

[Froot@mail ~]# /etc/init.d/dovecot restart J

8. HAUATAE
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1 [Unable to connect to managesieve on localhost:4190 J

9. 1# M B 3T selinux B & 8 7 %K% selinux ZH#E 8 » FELBBEBLEF o

1 || [xroot@mail plugins]# getsebool -a | grep httpd_can_network_connect
httpd_can_network_connect --> off

3 ||httpd_can_network_connect_cobbler —--> off
httpd_can_network_connect_db —-—> off

5| [root@mail plugins]# setsebool -P httpd_can_network_connect on

10. B2 15m% > Elog =T AEAMEAEFEEINGBHFEEEAR S EKE
oo

1||Jun 3 09:11:39 localhost dovecot: lda(dywang): Error: sieve: execution
of script \
~/.dovecot.sieve failed, but implicit keep was successful \
3 || (user logfile ~/.dovecot.sieve.log may reveal additional details)

9.7 Password Plugin

1. A% password & #3% € fu] o

1 [[root@mail plugins]# cp password/config.inc.php.dist password/config.incJ
-php

2. % ¥ password #EHHEAE 0 KA &AM ldap BFWRIT > AT driver 1&
ldap * A Ml 1dap #3% & 5L /A B4 1dap server e

1 || [root@mail plugins]# vim password/config.inc.php
[root@mail plugins]# grep ldap password/config.inc.php | grep -v '//'
3 || $config['password_driver'] = 'ldap';
$config['password_ldap_host'] = '192.168.122.1"';

5| $config['password_ldap_port'] = '389';
$config['password_ldap_starttls'] = false;

7 || $config['password_ldap_version'] = '3';
$config['password_ldap_basedn'] 'dc=deyu,dc=wang';
9 || $config['password_ldap_method'] 'user';
$config['password_ldap_adminDN'] = null;

11 | $config['password_ldap_adminPW'] = null;
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$config['password_ldap_userDN_mask'] = 'uid=Ylogin,ou=people,dc=deyu,dc=

wang';
13 || $config['password_ldap_searchDN'] = 'ou=People,dc=deyu,dc=wang';
$config['password_ldap_searchPW'] = 'secret';

15 || $config['password_ldap_search_base'] = 'ou=people,dc=deyu,dc=wang';
$config['password_ldap_search_filter'] = '(uid=%login)';

17 || $config['password_ldap_encodage'] = 'crypt';
$config['password_ldap_pwattr'] = 'userPassword';

19 | $config['password_ldap_force_replace'] = true;
$config['password_ldap_lchattr'] = '';

21 || $config['password_ldap_samba_pwattr'] = '';
$config['password_ldap_samba_lchattr'] = '';

23 || [root@mail plugins]# cp password/config.inc.php.dist password/config.inc

.php

\. J

9.8 markasjunk Plugin

1. %% AR I A2 & 44 5] Junk B 4% -

1 {Server Error: UID COPY: Mailbox doesn't exist: Junk J

2. £ roundcubemail 3% T A A junk mbox 15 & 2| 5 /£ 6932 % S5 4 B 4% o

1 || [root@mail plugins]# vim /etc/roundcubemail/config.inc.php
[root@mail plugins]# grep junk_mbox /etc/roundcubemail/config.inc.php
3 || $config[' junk_mbox'] = 'Spam';

9.9 rcguard Plugin

1. B H SRR BE R TN » 3 TT'm Not a Robot] 2% » LA SA
AR REITBENEG K o THIE 244

1 || [root@mail ~]# cd /usr/share/roundcubemail/plugins/
[root@mail plugins]# wget https://github.com/dsoares/roundcube-rcguard/
archive/master.zip

2. fRRR% T #69 master 4 ° &4 B % roundcube-rcguard-master » # 3t B 4%
F# 4 4% B rcguard °
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[root@mail plugins]# unzip master
2 || [root@mail plugins]# mv roundcube-rcguard-master rcguard

3. # X rcguard B4 » ## config.inc.php.dist % config.inc.php °

[root@mail rcguard]# cp config.inc.php.dist config.inc.php

{[root@mail pluginsl# cd rcguard/ J
2

4. #¢ http://www.google.com/recaptcha # #F recaptcha # publickey A
privatekey > i#4F £ & AF T4 config.inc.php °

[root@mail rcguard]# vim config.inc.php
2 || [root@mail rcguard]# grep recaptcha.*key config.inc.php
$rcmail_config['recaptcha_publickey'] = 'XXXXXXXXXXXXXXKXXKXXXX';
4 || $rcmail_config['recaptcha_privatekey'] = 'XXXXXXXXXXXXXXXXKXXKXX';

5. 5 ®&ET » EREANKMK 3 XEA T’'m Not a Robot] 32 o

[root@mail rcguard]# vim config.inc.php
2 || [root@mail rcguard]# grep failed_attempts config.inc.php
$rcmail_config['failed_attempts'] = 3;

6. 5B s £ 4445 rcguard °

"name": "rcguard",

1 [[IOOt@mail rcguard]# grep name.*rc composer.json J

7. # X SQL B4 > ¥4 mysql.initial.sql £ roundcube ¥#t/% % %A rcguard &
#H& o

[root@mail rcguard]# cd SQL/
2 || [root@mail SQL]# mysql -uroot -p roundcube < mysql.initial.sql
Enter password:

%ﬂ-r"’,-‘é-

8. # roundcubemail £3*% %4 plugins v A rcguard °
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1 || [root@mail SQL]# grep rcguard /etc/roundcubemail/config.inc.php
$configl['plugins'] = array('fetchmail',.... ,'rcguard')

BRI 4522 % A5 3 X% 0 13 [T'm Not a Robot 3% o

roundcube Q

Welcome to CSIE.CYUT (RSB T.) webmail

Username
Password [ |

o |

I'mnotarobot
reCAPTCHA
Privacy - Terms

Login

CSIE.CYUT (SAEZEET ) Webmail

000001489125

REHEE - BT F®E De-Yu Wang

9.10 Spell check

—\\

THFREBABR BEATAn error .... > log # %K PHP Error:... °

An error was encountered on the server. Please try again later.

PHP Error: Spell check engine error: Unable to load Pspell engine for
selected language
in /usr/share/roundcubemail/program/steps/utils/spell.inc on line 50

2. HFWETAR AN aspell » KM &7 %R googie EAEEF o

[root@mail plugins]# vim /etc/roundcubemail/config.inc.php
2 || [root@mail plugins]# grep spellcheck_engine /etc/roundcubemail/config.
inc.php$config
['spellcheck_engine'] = 'googie';

9.11 fetchmail-rc Plugin

1. # GitHub T /R4 %

1‘(https://github.com/iabsis/roundcube—fetchmail-rc
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. J

&

2. LAz % fetchmail 24 -

1 || [root@mail ~]# yum install fetchmail J

/‘(:\

3. MR 4 £ roundcubemail &4 B 4 plugins °

[root@mail plugins]# unzip roundcube-fetchmail-rc-master.zip

1 [[root@mail ~]# cd /usr/share/roundcubemail/plugins/ J

4. #2 R % &5 B % B roundcube-fetchmail-rc-master $£ i # £ php #
fetchmail rc.php A class &A#& T » sbJA B fetchmail _rc °

g
[root@mail plugins]# 1ls roundcube-fetchmail-rc-master

2 || bash_cron.php fetchmail_rc.php localization skins
config.inc.php includes README.md SQL
4 || fetchmail_rc.js INSTALL roundcube-fetchmail-rc-master

6 || [root@mail plugins]# mv roundcube-fetchmail-rc-master fetchmail_rc
\& J

5. roundcubemail &% fetchmail rc #&#F o

[root@mail plugins]# vim /etc/roundcubemail/config.inc.php
2 || [root@mail plugins]# grep fetchmail rc /etc/roundcubemail/config.inc.php
$config['plugins'] = array('fetchmail rc',# 'pop3fetcher',

6. HEHE DL PR -

1 || [root@mail plugins]# echo '*/5 * * * * root /usr/share/roundcubemail/\
plugins/fetchmail _rc/bash_cron.php' >> /etc/cron.d/fetchmail

3
[root@mail plugins]# chmod a+x /usr/share/roundcubemail/plugins/\

5 || fetchmail rc/bash_cron.php
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9.12 fetchmail Plugin

1. # GitHub T #/R4# o

1 [https://github.com/PF4Pub1ic/fetchmai1 J

2. /A% fetchmail £4

'

[root@mail ~]# yum install fetchmail J

)

3. f#R % £ roundcubemail ## B 4k plugins °

1 || [root@mail ~]# cd /usr/share/roundcubemail/plugins/
[root@mail plugins]# unzip fetchmail-master.zip

4. fRRR %8 B 4 & fetchmail-master $#24&# £ php # fetchmail.php & class
LAETF] 0 LA fetchmail ©

[root@mail plugins]# 1ls fetchmail-master
2 || composer. json fetchmail.js localization skins
config.inc.php.dist fetchmail.php README.md SQL
4
[root@mail plugins]# mv fetchmail-master fetchmail

5. roundcubemail #%) fetchmail &4 o

1 || [root@mail plugins]# vim /etc/roundcubemail/config.inc.php
[root@mail plugins]# grep fetchmail /etc/roundcubemail/config.inc.php

3| $config['plugins'] = array('fetchmail',# 'pop3fetcher',

6. #% fetchmail #& # K 8 mysql.initial.sql E X\ roundcube &4t » & & 4
fetchmail AH & Bti6H A HH -

1 || [root@mail fetchmaill# mysql -uroot -p roundcube < SQL/mysql.initial.sql
Enter password:

7. T # fetchmail.pl °
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9.12. FETCHMAIL PLUGIN CHAPTER 9. ROUNDCUBE WEBMAIL

[root@mail plugins]# cd fetchmail

[root@mail fetchmaill# wget https://sourceforge.net/p/postfixadmin/code/
HEAD\

/tree/trunk/ADDITIONS/fetchmail.pl?format=raw \

—--no-check-certificate -0 fetchmail.pl

8. 5 fetchmail.pl £ X : £/ mysql A4 /& » L RXZ G AR ~ R KA
T EA mysql BA ARG O HER -

10

12

14

16

18

20

22

24

26

[root@mail fetchmaill# diff -uN fetchmail.pl.orig fetchmail.pl
--— fetchmail.pl.orig 2016-06-06 14:14:55.335002899 +0800
+++ fetchmail.pl 2016-06-06 14:25:48.907678523 +0800

@@ -14,17 +14,17 @@

# database settings

# database backend - uncomment one of these
-our $db_type = 'Pg';

-#my $db_type = 'mysql';

+#our $db_type = 'Pg';

+my $db_type = 'mysql’;

# host name

our $db_host="127.0.0.1";

# database name

-our $db_name="postfix";
+our $db_name="roundcube";

# database username

—our $db_username="mail";
+our $db_username="roundcube";
# database password

-our $db_password="CHANGE_ME!";
+our $db_password="XXXXXXXXX";

# instead of changing this script, you can put your settings to /etc/
mail/postfixadmin/fetchmail.conf

# just use perl syntax there to fill the variables listed above (
without the "our" keyword). Example:

(7
-

9. #5#& fetchmail.pl # &, : fetchmail #&# 4 X\ E 4 & 49 active W42 £ 0 X 1 >
FE Lo

©@ -83,7 +83,7 ©Q@
if($db_type eq "Pg") {
$sql_cond = "active = 1 AND date_part('epoch',now())-date_part('
epoch',date)";
} elsif($db_type eq "mysql") {
-  $sql_cond = "active = 't' AND unix_timestamp(now())-unix_timestamp(
date)";
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6 ||+ $sql_cond = "active = 1 AND unix_timestamp(now())-unix_timestamp(
date)";
+
8
$sql = "

10. # # fetchmail.pl # & : fetchmail % # 3% & fetchmail & % A & #
f& 8 mailbox # 1% % & ¥ B 1+ roundcubemail L& &K R A A
@momainname & B e A\ @localhost ’* 123 & & &1z ﬁﬁ%ﬁ/ﬁfﬁ? F| user-
name@localhost » AT ¥L ©

1 (@@ -96,6 +96,7 0@

map{

3 my ($id,$mailbox,$src_server,$src_auth,$src_user,$src_password,
$src_folder,$fetchall,$keep,$protocol,$mda,$extra_options,
$usessl,$sslcertck,$sslcertpath,$sslfingerprint)=0$_;

5|+ $mailbox.='Q'.$ENV{'HOSTNAME'};
syslog("info","fetch ${src_user}@${src_server} for ${mailbox}");

$cmd="user '${src_user}' there with password '".decode_base64(
$src_password) ."'";

(7
-

11. # fetchmail.pl & E ¥ A # A5 448 & mail » BT #4T o

[root@mail fetchmaill# chown mail.mail fetchmail.pl

2 || [root@mail fetchmaill# chmod 700 fetchmail.pl
[root@mail fetchmaill# 11 fetchmail.pl

4 || —rwx————-- . 1 mail mail 3940 Jun 6 14:25 fetchmail.pl

12. A E# 5 9454 mail &I #47 fetchmail.pl » #&4% roundcube HH & +
#4 & fetchmail #4744z

[root@mail fetchmaill# vim /etc/cron.d/fetchmail
2 || [root@mail fetchmaill# cat /etc/cron.d/fetchmail
*/5 x * x * mail /usr/share/roundcubemail/plugins/fetchmail/fetchmail.pl

13. 3§ B sm Sp A M A3 ) 3 448 o

1 || [root@mail fetchmaill# diff -uN ../fetchmail-master/fetchmail.php
fetchmail.php
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13

15

17

19

9.12. FETCHMAIL PLUGIN

+0800

0@ -239,6 +239,7 Q@

/fetchmail-master/fetchmail . php
+++ fetchmail.php

CHAPTER 9. ROUNDCUBE WEBMAIL

2016-05-16 23:56:37.000000000

2016-06-06 20:18:35.808930991 +0800
d' => $field_id
) )
7 $input_fetchmailpollinterval->add ( array (
+ |3|’
9 '5',
llol,
11 '15',
@@ -247,6 +248,7 QQ
13 '30',
|60|
15 ), array (
+ |3|’
17 '5',
llol,
19 '15',
NS
14, ZEABBRBRMZR D ABAERE @S > AR
A —% o fw X fetchmail ée‘ﬁfﬁli;y’t/a i @ﬁij{fp
R BIRAB RAE BT L — 4k o
1

6

[root@mail fetchmaill# diff -ul

fetchmail.css skins/default/fetchmail.css
23:56:37.000000000 +0800
@@ -3,7 +3,7 @@

height

%%ﬁﬁﬁ@f%%

ﬁﬁ%T“EXkﬁi

+

}

background-color: #FOFOF9

width: 450px;
width: 650px;

body.fetch-table {
@@ -42,7 +42,7 @Q

#myprefs {

width: 480px;

/fetchmail-master/skins/default/
/fetchmail-master/skins/default/fetchmail.css 2016-05-16

+++ skins/default/fetchmail.css 2016-06-06 20:16:26.698405723 +0800
163px;
overflow: auto;

21

padding-top: 12px;
padding-left: 12px;

/* border: 1px solid #909090 !important;*/
width: 680px;
padding-bottom: 6px
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9.13 enigma Plugin

1. ¥83% PGP keys # /£ sL3&4F B 45 T 49 home ° 12 apache #& % 8§ A3k B 4k o

1 ||PHP Error: Enigma plugin: Keys directory isn't writeable:
/usr/share/roundcubemail /plugins/enigma/home in

3 || /usr/share/roundcubemail/plugins/enigma/lib/enigma_engine.php on line 92
(POST /roundcubemail/?_task=settings&_action=plugin.enigmakeys)

2. # 3t B S HiH % %% apache » ##iE & &3k § % > LM M SELinux 4
FTECR 7 Adm A selinux BURAE 4L A 4T o

[root@mail enigmal# chown apache home
2 || [root@mail enigmal# 11 -d home
drwxr-xr-x. 3 apache root 4096 Jun 3 13:53 home

9.14 Disk Quota

3 ||mail_plugins = $mail_plugins quota

protocol 1lda {

5 mail_plugins = quota

}

7 || protocol imap {

mail_plugins = $mail_plugins imap_quota
91}

plugin {

11 #quota = dirsize:User quota

#quota = maildir:User quota

13 #quota = dict:User quota::proxy::quota
#quota = dict:User quota::file:%h/Mail/dovecot-quota
15 #quota_rule = *:storage=250M:messages=1000
quota = fs:INBOX:mount=/var/spool/mail

17 quota2 = fs:Home:mount=/home

2. E#H %% Dovecot °
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1 [[root@mail roundcubemail]# /etc/init.d/dovecot restart J

3. A roundcubemail X F 8 F=AEBEGE RS RMEREEBERATRE » LE
SELinux & #| M » 35 4% 8 37 SELinux BUREE -

1 || [root@mail dovecotl# grep quota /var/log/maillog
Aug 31 18:37:44 localhost dovecot: imap(userxxxx): Error: quotactl(
Q_GETQUOTA,
3 || /dev/xxxxx) failed: Permission denied

4. # 837 SELinux BURABE A A o

1 [[root@mail ~]# semodule -i /etc/dovecot/dovecotquota.pp J

5. doveadm &4 R P 1% AR ER AR ©

1 || [root@mail ~]# doveadm quota get -u dywang

Quota name Type Value Limit %
3 || INBOX STORAGE 37864 250000 15
home STORAGE 4241310 7340032 57

6. /home H% & NFS > Dovecot B a7 &~ ¥ 4% -

[root@mail dovecotl]# grep quota /var/log/maillog
2 || Aug 31 18:17:57 localhost dovecot: imap(userxxxx): Error: quotactl(
Q_GETQUOTA,
XXX.XXX.Xxx.xxx:/home) failed: No such file or directory

9.15 HBHRAXHEH

1. E# ik bR A o

1 {Iroot@dns ~]# yum install roundcubemail postfix dovecot mysql-server J
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2. #tp A P E 4 s mysql 4 & - roundcubemail # X ~ postfix, dovecot,

roundcubemail & T4 £ o

1 || [root@mail ~]# rsync -av /var/lib/mysql 163.17.10.1:/var/lib/

[root@mail ~]# rsync -av /etc/{postfix,dovecot,roundcubemail}
163.17.10.1:/etc/

3 || [root@mail ~]# rsync -av /usr/share/roundcubemail 163.17.10.1:/usr/share

/
[root@mail ~]# rsync -av --exclude=root --exclude=lost+found --exclude=
rpc \
5| /var/spool/mail 163.17.10.1:/var/spool/
\. J

3. 157 postfix £& T8 THEAH o

1 || [root@dns ~]# grep csie.cyut.edu.tw /etc/postfix/main.cf
myhostname = csie.cyut.edu.tw
3 || mydomain = csie.cyut.edu.tw

4. 3% % dovecot postmaster_address °

1 || [root@dns ~]# grep csie.cyut.edu.tw /etc/dovecot/dovecot.conf
postmaster_address=postmaster at csie.cyut.edu.tw

5. 4 # roundcubemail 783 mail server £# » ®EZX T T FH % roundcube-
mail B A o

[root@dns ~]# vim /etc/roundcubemail/config.inc.php
2 || [root@dns ~]# grep csie.cyut.edu.tw /etc/roundcubemail/config.inc.php
$config['default_host'] = "csie.cyut.edu.tw";

6. roundcubemail B A& £ mysql E4H/E 1 username, mail host w5 fEH
1L BB H) > i B3 2RO BN B R TSR aARFZETR » BB
NBE G #E A —FHRIE o L—FHEH roundcubemail 3% mail server Bk
csie.cyut.edu.tw » mysql &4t & roundcubemail "&3% ¥ 8 mail host sk
JABUR csie.cyut.edu.tw b EAR A REAL AR A TRIRAGRE o

1 || [root@dns ~]# mysql -uroot -pxxxxxx —e "use roundcube; \
update users set mail_host='csie.cyut.edu.tw' \
3 || where mail_host='mail.csie.cyut.edu.tw';"
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0.16 MM

1. M —: W &3E#H fetchmail 5 /var/log/roundcubemail/error.log # #4545
RAE o

1 || [07-Jun-2016 11:49:36 +0800] : <6p6bhrlo> Warning: Call to deprecated
function rep_specialchars_output(); See bc.inc for replacement

2. M —# % : roundcubemail 1.2 "k % bc.php ¥ 1.1.5 7k % be.php °

1009 wget https://github.com/roundcube/roundcubemail/releases/download
/1.1.5/roundcubemail-1.1.5.tar.gz

2| 1011 tar zxvf roundcubemail-1.1.5.tar.gz

1012 find roundcubemail-1.1.5 -name bc.php

4]l 1013 cd /usr/share/roundcubemail/

1014 mv program/include/bc.php program/include/bc.php.orig

6] 1015 cp /usr/src/roundcubemail-1.1.5/program/include/bc.php program/
include/

1016 cd program/include/

8] 1017 diff -uN bc.php.orig bc.php

1018 tail /var/log/roundcubemail/errors.log

\. J
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Chapter 10

OPENLDAP #%H P &%

10.1 LDAP 4

1. LDAP (Lightweight Directory Access Protocol) : # ¥ % B 4k & B € » &
17> TCP/IP W/ £ » LDAP sRiE/E2#4 OSI L B9 E 4 € X.500 48 b T
M F g

2. LDAP B & #4848

e DN Distinguished Name : #%&5|.% 4 > LDAP ¥ — #6912 &

* RDN -’ Relative Distinguished Name : # # &% &2 # > CN A CN #
fi o 4= : cn=deyu B — & =69 B o

e CN : Common Name/uid : #x %4 » —% LDAP 48 % F/ID
¢ OU » Organizational Unit : 44k » —% LDAP 28k P75 44k
e DC > Domain Componet : @3 0H » —F LDAP T8 P75 B 3

3. LDAP DN #|F : £ deyu.wang #3A people 44 F 1% H# dywtest °

1 { dn: cn=dywtest,ou=people,dc=deyu,dc=wang J

10.2 LDAP Server 2%

1. =X &H
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1 || [root@deyu ~]1# yum install openldap openldap-servers openldap-clients
[root@deyu ~]# rpm -qa | grep openldap

3 || openldap-2.4.19-15.e16.x86_64
openldap-clients-2.4.19-15.e16.x86_64

O || openldap-servers-2.4.19-15.e16.x86_64

2. %## T X T4 slapd.conf

(a) ®%4F openldap-server i & # sldap.conf’ R # slapd.conf.bak * #

1 || [root@deyu ~]1# cd /etc/openldap
[root@deyu openldapl# cp slapd.conf.bak slapd.conf.dywang
3 || [root@deyu openldapl# vim slapd.conf.dywang

(b) BUAT ZATHM > BEKAEEHELMEE L EEAR o

1 || TLSCACertificateFile /etc/pki/tls/certs/cacert.pem
TLSCertificateFile /etc/pki/tls/certs/slapd.pem
3 || TLSCertificateKeyFile /etc/pki/tls/certs/slapd.pem

(c) B & dccn REGHLMME L6 EEAR o

1 || database bdb

suffix "dc=deyu,dc=wang"
3 || checkpoint 1024 15
rootdn "cn=Manager,dc=deyu,dc=wang"

(d) A2 EEEEH > BN slappasswd m%F > £E -h & 1A
SSHA M » -s 4§ % ¥ L £ 45 5 123qwe °

[root@dywH ~]1# slappasswd -h {SSHA} -s 123qwe
2 || {SSHA}f IsVNaDqlaFx1Qne+t/80q/6VQM21/Fi
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() AT ETHEAEM -

[root@dywH ~]# grep “rootpw /etc/openldap/slapd.conf.dywang
2 || rootpw {SSHA}fIsVNaDqlaFx1Qne+t/80q/6VQM21/Fi

(f) T AP TH&A T8y EA 45 2% : database monitor 4 /8 3% &
access R T X% » LA &K

# enable monitoring

2 || access to attrs=userPassword

by self write

4 by anonymous auth

by dn.base="cn=Manager,dc=deyu,dc=wang" write
6 by * none

access to *

8 by self write

by dn.base="cn=Manager,dc=deyu,dc=wang" write
10 by * read

database monitor
- v

3. # ldap.conf.dywang & &4 #4448 X 2148 & B 4%

1 || [root@deyu openldapl# mv slapd.d slapd.d.orig

[root@deyu openldapl# mkdir slapd.d

3 || [root@deyu openldap]# chown ldap.ldap slapd.d

[root@deyu openldapl# slaptest -f slapd.conf.dywang -F slapd.d
5 || [root@deyu oepnldapl# chown ldap.ldap -R /etc/openldap/slapd.d
[root@deyu openldapl# restorecon -R /etc/openldap/slapd.d

4. #% % DB_CONFIG 3 % index #J BB K F » TRAERAN AR » Z 1AL B
EA—AEREERT o

[root@deyu ~]# touch /var/lib/ldap/DB_CONFIG
2 || [root@deyu ~]# find /usr -name DB_CONFIG*
/usr/share/doc/openldap-servers-2.4.19/DB_CONFIG.example
4 || [root@deyu ~1# cp /usr/share/doc/openldap-servers-2.4.19/DB_CONFIG.
example\

/var/lib/ldap/DB_CONFIG
NS
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5. LDIF #&i% :

1| #The LDAP Data Interchange Format (LDIF) ~ LDAP #9#]U4& X A% o
1. H9E @) BE@
3 2. B3 ) AHABMN - FEHEBEME (RFE—H)
3. dn AP A% A B (entry)
5| 4. BI B RER — e EIFE \ REGT 47> RELET 7] HBA— 2K
T o
\S )

6. #| 1 migrationtools T £ # 4 1dif # X A%

1 || [xroot@deyu ~]1# yum install migrationtools

[root@deyu ~]# vi /usr/share/migrationtools/migrate_common.ph
3 || # Default DNS domain

$DEFAULT_MAIL_DOMAIN = "deyu.wang";

# Default base
7 || $DEFAULT_BASE = "dc=deyu,dc=wang";

9 || [root@deyu ~1# mkdir /root/ldif

[root@deyu ~1# cd /root/ldif

11 || [root@deyu 1dif]# vi passwd

ldapuser1:x:1001:1001: : /home/guests/ldapuserl: /bin/bash

13 || 1dapuser2:x:1002:1002: : /home/guests/ldapuser2: /bin/bash

# X /etc/passwd 48 F

15 || [root@deyu 1difl# vi group

ldapuser1:x:1001:

17 || ldapuser2:x:1002:

# #& X3 /etc/group 48 F

19 || [root@deyu ~]# cd /usr/share/migrationtools/

[root@deyu migrationtools]# ./migrate_base.pl > /root/ldif/migratebase.
1dif

21 || [root@deyu migrationtools]# ./migrate_passwd.pl /root/ldif/passwd > /
root/ldif/migratepasswd.ldif

[root@deyu migrationtools]# ./migrate_group.pl /root/ldif/group > /root/
1dif/migrategroup.ldif

NS
7. EAIE R

[root@deyu ~]# slappasswd

2 ||New password:
Re-enter new password:

4 || {SSHA}YHAvRpYe5TR88asauGqYtoCFzT7qHYqjP
[root@deyu ~1# vi /root/ldif/migratepasswd
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6 ||dn: uid=ldapuserl,ou=People,dc=deyu,dc=wang
uid: ldapuserl

8 || cn: ldapuserl

objectClass: account

10 || objectClass: posixAccount

objectClass: top

12 || userPassword: {SSHA}HAvRpYe5TR88asauGqYtoCFzT7qHYqjP <==% #%
loginShell: /bin/bash

14 || uidNumber: 1001

gidNumber: 1001

16 || homeDirectory: /home/guests/ldapuserl

\. J

8. &% base A group # 1dif 4§

f[root@deyu ~]# cat /root/ldif/migratebase.ldif
2 ||dn: dc=deyu,dc=wang

dc: deyu

4 || objectClass: top

objectClass: domain

6 | - 5

8 || [root@deyu ~1# cat /root/ldif/migrategroup.ldif
dn: cn=ldapuserl,ou=Group,dc=deyu,dc=wang
10 || objectClass: posixGroup
objectClass: top
12 || cn: ldapuseril
userPassword: {crypt}x
14 || gidNumber: 1001
\S

9. # bdn.ldif A user.ldif [E A LDAP %# &

r[root@deyu ~]# /etc/init.d/slapd stop

2 || Stopping slapd: [ 0K ]
[root@deyu ~]# slapadd -1 /root/ldif/migratebase.ldif

4 ||'bdb_db_open: DB_CONFIG for suffix "dc=deyu,dc=wang" has changed.
Performing database recovery to activate new settings.

O || _HitHtH AR 100,007, eta none elapsed none fast!
Closing DB...

8 || [root@deyu ~]# slapadd -1 /root/ldif/migratepasswd.ldif
_ iR 100.007, eta none elapsed none fast!

10 || Closing DB...
[root@deyu ~]# slapadd -1 /root/ldif/migrategroup.ldif
12 || _sHtHaHE# 100.00% eta  none elapsed none fast!

Closing DB...
s
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10. 7% slapd 7%

1 || [root@deyu ~]# chown ldap /var/lib/ldap/*
[root@deyu ~]# /etc/init.d/slapd start
3 || Starting slapd: [ 0K 1]

1 || [root@deyu ~]# ldapsearch -x -b "dc=deyu,dc=wang"
—— R

3 || # ldapuserl, Group, deyu.wang

dn: cn=ldapuserl,ou=Group,dc=deyu,dc=wang

5 || objectClass: posixGroup

objectClass: top

7 || cn: ldapuserl

userPassword:: e2NyeXBOfXg=

9 || gidNumber: 1001

——— R

NS

10.3 CA &#

1. &® &4 F15 (Certification Authority » CA) & B3 /1 % =% (Trusted

N

ThirdParty) » $24: 3835 A &% 584 2 S RA -

2. 2% CA &%

[root@deyu ~]# cd /etc/pki/CA
2 || [root@deyu CAl# mkdir {certs,crl,newcerts}
[root@deyu CAl# touch index.txt
4 || [root@deyu CAJ# echo 01 > serial
[root@deyu CAl# openssl req —new -x509 -nodes -out cacert.pem \
6 || -keyout private/cakey.pem \
-subj '/C=TW/ST=Taiwan/L=CYUT/0=CSIE/CN=deyu.wang Certificate Authority'
L J

3. ARBHEEZH TS

1‘([root@deyu CAl# cp cacert.pem /etc/pki/tls/certs
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[root@deyu CAl# chmod 644 /etc/pki/tls/certs/cacert.pem
3 || [root@deyu CAl# cp cacert.pem /var/ftp/pub
[root@deyu CAl# chmod 644 /var/ftp/pub/cacert.pem

4. % CA %% slapd 1% A # &%

(froot©deyu ~]# umask 077
2 || [root@deyu ~1# cd /etc/pki/tls/certs
[root@deyu certs]# rm -f slapd.pem
4 || [root@deyu certs]# openssl req -new -nodes -out slapd.csr \
-keyout slapd.key -subj '/C=TW/ST=Taiwan/L=CYUT/0=CSIE/CN=deyu.wang'
6 || [root@deyu certs]# openssl ca -batch -in slapd.csr -out slapd.crt
[root@deyu certs]# ( cat slapd.key; echo; cat slapd.crt ) > slapd.pem
8 || [root@deyu certs]# chown ldap slapd.pem

[root@deyu certs]# rm -f slapd.key slapd.crt slapd.csr
NS

10.4 LDAP Client s#3& %

1. =X EH

1 {Irootkam4 ~]# yum install {openldap,openldap-clients,nss-pam-ldapd} J

2. LDAP server 154

ldap server: deyu.wang

base dn: dc=deyu,dc=wang

WHHFE . ftp://deyu.wang/pub/cacert.pem
TR I%: ldapuseri

®AG: 123

w
g W=

De-Yu Wang CSIE CYUT 111



10.4. LDAP CLIENT # &% CHAPTER 10. OPENLDAP #%M F %

1 || [root@kvm4 ~]# vi /etc/nslcd.conf
uri ldap://deyu.wang/

3 ||base dc=deyu,dc=wang

ssl start_tls

5 || tls_cacertdir /etc/openldap/cacerts

7 || [root@kvm4 ~]# vi /etc/openldap/ldap.conf
URI ldap://deyu.wang/

9 || BASE dc=deyu,dc=wang

TLS_CACERTDIR /etc/openldap/cacerts

11
[root@kvm4 ~]# vi /etc/pam_ldap.conf
13 || base dc=deyu,dc=wang

uri ldap://deyu.wang/

15| ssl start_tls

tls_cacertdir /etc/openldap/cacerts
17 || pam_password md5

19 || [root@kvm4 ~]# vi /etc/nsswitch.conf

passwd: files ldap
21 || shadow: files ldap
group: files ldap

S J

(b) Fhazzad

[root@kvm4 ~]# cd /etc/openldap/cacerts/

2 || [root@kvm4 cacerts]# wget ftp://deyu.wang/pub/cacert.pem
--2011-12-20 22:10:29-- ftp://deyu.wang/pub/cacert.pem

4 => “cacert.pem’

Resolving deyu.wang... 192.168.122.1

6 || Connecting to deyu.wang|192.168.122.1|:21... connected.

Logging in as anonymous ... Logged in!
8 ||==> SYST ... done. ==> PWD ... done.
==> TYPE I ... done. ==> CWD (1) /pub ... done.
10 ||==> SIZE cacert.pem ... 1318
==> PASV ... done. ==> RETR cacert.pem ... done.

12 ||Length: 1318 (1.3K) (unauthoritative)

14 1| 100%L >] 1,318 --.-K/s
in Os

16 || 2011-12-20 22:10:29 (144 MB/s) - ‘“cacert.pem  saved [1318]
S

(c) 2% %% hash &4

‘([root@kvm4 cacerts]# 11
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2 || total 4

-rw-r-—-r-—. 1 root root 1318 Dec 20 22:10 cacert.pem

4 || [root@kvm4 cacerts]# cacertdir_rehash .

[root@kvm4 cacerts]# 11

6| total 4

lrwxrwxrwx. 1 root root 10 Dec 20 22:14 77bc2243.0 -> cacert.pem
8 || -rw-r--r--. 1 root root 1318 Dec 20 22:10 cacert.pem

(d) %% nslcd

[root@kvm4 ~]# /etc/init.d/nslcd start
2 || Starting nslcd: [ 0K 1]

(e) #3X ldap user : M7& X% Send key # Ctrl+Alt+F2 # A % = &%
A ldapuserl BB E #5L G EFE o

[root@kvm4 ~]# getent passwd ldapuserl
2 || 1dapuser1: {SSHA}YHAvRpYe5TR88asauGqYtoCFzT7qHYqjP:1001:1001:
ldapuserl:/home/guests/ldapuserl: /bin/bash

4. vk authconfig 44 % =32 € LDAP &%

p
[root@kvmr4d ~]# authconfig --help | grep ldap

2 -—-enableldap enable LDAP for user information by default
--disableldap disable LDAP for user information by default
4 --enableldapauth enable LDAP for authentication by default
--disableldapauth disable LDAP for authentication by default
6 —--ldapserver=<server>
--ldapbasedn=<dn> default LDAP base DN
8 --enableldaptls, --enableldapstarttls
--disableldaptls, --disableldapstarttls
10 --ldaploadcacert=<URL>

12 || [root@kvm4 ~]# authconfig --enableldap --enableldapauth \

--ldapserver=deyu.wang --ldapbasedn="dc=deyu,dc=wang" --enableldaptls --
enableldapstarttls \

14 || --1daploadcacert=ftp://deyu.wang/pub/cacert.pem --update

Starting nslcd: [ 0K ]

(7
-

5. REZBEANNIKRRELHEE?

De-Yu Wang CSIE CYUT 113



10.5. LDAP &% & CHAPTER 10. OPENLDAP /3 P 1k

1

[root@kvmé4 cacerts]# getent passwd ldapuserl
ldapuserl:{SSHA}YHAvRpYe5TR88asauGqYtoCFzT7qHYqjP:1001:1001:1dapuserl:/
home/guests/ldapuserl:/bin/bash

6. BB

2

[root@kvm4 cacerts]# su - ldapuserl

su: warning: cannot change directory to /home/guests/ldapuserl: No such
file or directory

-bash-4.1$

7. ZE#HH| NFS % » A LDAP &I CH ¥ B 4%

~

[root@kvm4 ~]# getent passwd ldapuserl

ldapuserl:{SSHA}YHAvRpYe5TR88asauGqYtoCFzT7qHYqjP:1001:1001:1dapuserl:/
home/guests/ldapuserl:/bin/bash

[root@kvm4 ~]# su - ldapuserl

[1dapuser1@kvm4 ~]$ pwd

/home/guests/1dapuserl

8. LDAP client B % fF@mc T &

(froot©kvm4 cacerts]# system-config-authentication
1. Under, "User account database" select LDAP

2. For "base DN", enter 'dc=deyu,dc=wang'

3. For "LDAP Server", enter 'ldap://deyu.wang'

4. Click "Download certificate" and use
ftp://deyu.wang/pub/cacert.pem

5. Leave TLS *UNCHECKED*
6. Under "Authentication Method", select LDAP
7. Select Apply and complete firstboot setup
\S )

10.5 LDAP %&x&EH

1. &AM 1dif 45
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11

13

15

[root@ildap ~]# vim ldapuserl.ldif

dn: uid=ldapuserl,ou=People,dc=deyu,dc=wang
sn: ldapuserl

uid: ldapuserl
mail:ldapuserl@csie.cyut.edu.tw

o: ALA

cn: ldapuserl

objectClass: inetOrgPerson

objectClass: posixAccount

objectClass: top

userPassword: {SSHA}HAvRpYe5TR88asauGqYtoCFzT7qHYqjP
loginShell: /bin/bash

uidNumber: 1001

gidNumber: 1001

homeDirectory: /home/guests/ldapuseri

NS

2. Fe AR

secretpassword -f ldapuserl.ldif

1 [[root@ildap ~]# ldapadd -x -D "cn=Manager,dc=deyu,dc=wang" -w

3. AERIRRH

wang" -W —-x "uid=ldpauserl,ou=People,dc=deyu,dc=wang"

1 {[root@ildap ~]# ldappasswd -s newpassword -D "cn=Manager, dc=deyu,dc=

4. MR IR

ldapuserl,ou=People,dc=deyu,dc=wang"

1 [[root@ildap ~]# ldapdelete -D "cn=Manager, dc=deyu,dc=wang" -W "uid=

5. EH)MEIRE

1

3

[root@dywH ~]# ldapsearch -x -b "uid=ldapuserl,ou=People,dc=deyu,dc=wang

" -s sub "objectclass=x"
# extended LDIF
#
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# LDAPv3

5 || # base <uid=ldapuserl,ou=People,dc=deyu,dc=wang> with scope subtree
# filter: objectclass=x

7 || # requesting: ALL

#

# ldapuserl, People, deyu.wang

11 ||dn: uid=1ldapuserl,ou=People,dc=deyu,dc=wang
uid: ldapuserl

13 || cn: ldapuseril

objectClass: account

15 || objectClass: posixAccount

objectClass: top

17 || loginShell: /bin/bash

uidNumber: 1001

19 || gidNumber: 1001

homeDirectory: /home/guests/ldapuserl

21
# search result
23 || search: 2

result: O Success
25
# numResponses: 2

27 || # numEntries: 1
\S

6. #Z s 1dif #1452 k3% ldapuserl # entry » 1.1dif % % 74— % » LIAAE G4T
Rk o & REBMHH—F » R EBREEABZ A STDIN AT A o

1 || [root@dywH ~]# vim 1.1dif
[root@dywH ~]# cat 1.1dif
3 || dn: uid=ldapuserl,ou=People,dc=deyu,dc=wang
changetype: modify
5 || replace: loginShell
loginShell: /sbin/nologin
NS

7. vA 1.1dif #1452k 9% 1dapuserl # loginShell °

[root@dywH ~]# ldapmodify -h localhost -x -w '123qwe' -D "cn=Manager,dc=
deyu,dc=wang" -f 1.1dif
2 || modifying entry "uid=ldapuserl,ou=People,dc=deyu,dc=wang"

8. AR &kt ldapuserl # loginShell &2 % /sbin/nologin °
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10

12

14

16

18

20

22

24

26

[root@dywH ~]# ldapsearch -x -b "uid=ldapuserl,ou=People,dc=deyu,dc=wang
" -s sub "objectclass=x"
extended LDIF

LDAPv3

base <uid=ldapuserl,ou=People,dc=deyu,dc=wang> with scope subtree
filter: objectclass=x*

requesting: ALL

H H H O HH

# ldapuserl, People, deyu.wang

dn: uid=ldapuserl,ou=People,dc=deyu,dc=wang
uid: ldapuserl

cn: ldapuserl

objectClass: account

objectClass: posixAccount
objectClass: top

uidNumber: 2001

gidNumber: 2001

homeDirectory: /home/guests/ldapuserl
loginShell: /sbin/nologin

# search result
search: 2
result: O Success

# numResponses: 2
# numEntries: 1

\. J

10.6 Z4&HH

1. &7 ldap port

1 || [root@ldap ~1# grep '~ldap ' /etc/services
ldap 389/tcp
3 || 1dap 389/udp

2. B kagsR o« Rz 192.168.122.0/24 #BALA o

1

3

[root@ldap ~]# vim /etc/sysconfig/iptables

S R R R R R R R R R R R R R R e e R R R R R R R R

-A INPUT -s 192.168.122.0/24 -m state --state NEW -m tcp -p tcp --dport
389 -j ACCEPT

e e e e e e e e e e e e
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3. KM EHEH

{iroot@ldap ~]# /etc/init.d/iptables restart

4. FMED KK

1 [ﬁroot@ldap ~]# chkconfig iptables on

10.7

R AR AR ik

1. M#— : server Bf € FiE# MK » |KEF KD -

1 r[root@ldap ~]# /etc/init.d/slapd restart
Stopping slapd: [FATLED]

3 || Checking configuration files for slapd: [FATLED]
bdb_db_open: database "...": unclean shutdown detected; attempting

recovery.

5| bdb_db_open: database "...": recovery skipped in read-only mode.
Run manual recovery if errors are encountered.

7 || stale lock files may be present in /var/lib/ldap [WARNING]

\S

2. Bk

11

13

15

17

19

[root@ldap ~]# /etc/init.d/slapd stop
Stopping slapd: [(FATLED]

[root@ldap ~1# /usr/sbin/slapd_db_recover -v -h /var/lib/ldap/
Finding last valid log LSN: file: 2 offset 5681155

Recovery starting from [2] [5680260]

Recovery complete at Sat Aug 17 13:03:49 2019

Maximum transaction ID 80000013 Recovery checkpoint [2] [5681950]

[root@ldap ~1# /etc/init.d/slapd start

Checking configuration files for slapd: [WARNING]

bdb_db_open: database "...": unclean shutdown detected; attempting
recovery.

bdb_db_open: database "...": recovery skipped in read-only mode.

Run manual recovery if errors are encountered.

config file testing succeeded

Starting slapd: [ 0K 1]
[root@ldap ~]# /etc/init.d/slapd restart

Stopping slapd: [ 0K ]
Starting slapd: [ 0K ]
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S v
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Chapter 11

DNS server

11.1 DNS #&4

1. DNS (Domain Name System) * X4 nameserver °

N

iR & A LA ip addresses °
3. W#HAE R A R BT IR > TLRTipe
4, ZHEEEHETARGE T ip> M AHEMEAE £ o

5. DNS server # % #9318 » # & & /R ¥ % resource records (RR) ’> %l 4= :
kvm8.deyu.wang °

6. CentOS 4 A BIND (Berkeley Internet Name Domain) # & DNS server °
7. BIND # X &4

(a) nameserver # X named
(b) #® L L4 X rndc

(c) %X dig

11.2 DNS &%

1. % bind £

{[root@kva ~]# yum install bind J

2. FZH Jetc/named.conf # X
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statement-1 ["statement-1-name"] [statement-1-class] {
option-1;
option-2;
option-N;
};
/] FERTELFRE
/] /] BT R

\S )

3. %X TAF letc/named.conf - options T & server ¥#3% T

11
13
15

17

19
21
23
25
27
29

31

4. %

1

r[root@dyH ~]# cat /etc/named.conf
// named.conf for KVM
// See /usr/share/doc/bind*/sample/ for example named configuration
files.
options {
listen-on port 53 { any; }; // ipv4 E#& port 53> I EAEAT £ 69 &
listen-on-v6 port 53 { ::1; }; // ipv6 %¥& port 53> RWJE A%ty &
#)
directory '"/var/named"; // LAFH 4%
// 1% T DNS database #) cache %A rndc dumpdb 489y &
dump-file "/var/named/data/cache_dump.db";
// % DNS database % cache % rndc stats #4894 %
statistics-file "/var/named/data/named_stats.txt";
// ABREHER g RlE i E
memstatistics-file "/var/named/data/named mem stats.txt";
allow-query { any; }; // ARFFAEST EARART &3
recursion yes; // EEX > 4R A DNS server &2 F % §HLEE -
dnssec-enable yes; // E{% DNS Security Extensions ( DNSSEC ) 7}
&) RR
dnssec-validation yes; // RR #& W DNSSEC &
dnssec-lookaside auto; //DNSSEC Lookaside Validation (DLV)
/* Path to ISC (Internet Systems Consortium # &) DLV key */
bindkeys-file "/etc/named.iscdlv.key";
forward only; // % #&X#¢ forwarders E#HI » LR A TRE &)
forwarders { // 14 ®& £3#)#) DNS servers
192.168.1.254;
168.95.1.1;
139.175.10.20;
I
s
\S
3% %4 /etc/named.conf - logging & & 328k 7 X,

(1ogging € // A% MM R4 3esk » H48 328 chonel B4
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H channel default_debug { // A debug & channel ‘
3 H file "data/named.run"; // HKIEE ‘

severity dynamic; // BRERKAHE
5 s
};

5. 483k T4 Jetc/named.conf - zone T &

zone "." IN { // .(root)
2 type hint; // root nameserver 1% #97 f&
file "named.root";

4 \1F;

6 | zone "deyu.wang" IN { // zone deyu.wang iE A} &)X T

type master; // &% & E % DNS server > zone IR EAGLE ALK T
8 file "named.deyu.wang";

I

10
// Address and Routing Parameter Area (arpa)

12| // Ipv4 4 in-addr.arpa #¥AF & R A2695 LR zone

// ERHBHAE @ 0 LKL 122 < 168 < 192 < in-addr < arpa

14 || zone "122.168.192.in-addr.arpa" IN { // 192.168.122.xxx & #A T
type master;

16 file "named.192.168.122";

I

6. % ¥ EARAS

1 || [xroot@dyH ~]# cat /var/named/named.deyu.wang
# WO ¢ e

3||# A : Address record # % ip
# SOA : Start of Authority recode &4 zone #) %A &
5| # NS : Nameserver record &% % ¥ i2{8 zone #) nameserver

# MX : Mail Exchange record 1§ & #83% F IpiHid % a94n B

# Time to Live (TTL) value 600 #F
9 || $TTL 600

11 || # Start of Authority (SO0A)
# "I 24 name server" "% name server fJ email"
13 ||#@ IN SOA primary-name-server hostmaster-email (

# 15 R

15 || # serial-number
# &% slave nameserver + % A ] master nameserver & & & #
17 || # time-to-refresh
# master nameserver A & > % X% FTHFHKEH
19| # time-to-retry
# master nameserver ¥ F A EJE > ABBILIFH > slave nameserver 151EE JE &
&)
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21

23

25

27

29

31

33

35

37

# time-to-expire
# 737> 3 M nameserver cache #9 3% /B R
# minimum-TTL )
@ IN SOA deyu.wang. dywang.deyu.wang. (
201210161117 3H 15M 1W 1D );
IN NS deyu.wang.;
deyu.wang. IN A 192.168.122.1;
server.deyu.wang. IN CNAME linux.deyu.wang.
kvm2 IN A 192.168.122.2
kvm3 IN A 192.168.122.3
kvm4 IN A 192.168.122.4
kvm4 IN MX 20 kvm4 .deyu.wang.
WWW IN A 192.168.122.4
<

7. R R

11

([root©dyH ~]# vim /var/named/named.192.168.122
# PTR : Pointer record &% ip #) domain name ’ HL3LE ip #9 K
$TTL 600
@ 1IN SOA deyu.wang. dywang.deyu.wang. (
201210161117 3H 15M 1W 1D )
©@ 1IN NS deyu.wang.
1 IN PTR deyu.wang.
2 IN PTR kvm2.deyu.wang.
3 IN PTR kvm3.deyu.wang.
4 IN PTR kvm4.deyu.wang.
I\ J

8. LM LM k& kvm2.deyu.wang.” &K " REAZE TR LH > L&
kvm2.deyu.wang > =R A A" REARZ IR LH > L @L/Elm L zone » £
b3l B 122.168.192.in-addr.arpa. * IP X # & § » & ¥4 in-addr.arpa.
& F o e :

9. EFERZ E4F 192.168.122.6 89 & ## % kvm6.deyu.wang °

1

[root@dywH ~]# nslookup 192.168.122.6
Server: 127.0.0.1

3 || Address: 127.0.0.1#53

5] 6.122.168.192.in-addr.arpa name = kvm6.deyu.wang.
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10. ¥ &# kvm6.deyu.wang &% 69”.” #% » B EH X H named °

p
[root@dywH ~]# vim /var/named/named.192.168.122
2 || [root@dywH ~1# grep 'kvm6\.' /var/named/named.192.168.122

6 IN PTR kvm6.deyu.wang

4
[root@dywH ~]# /etc/init.d/named restart
6 || Stopping named: [ 0K 1]
Starting named: [ 0K 1]
NS J

=¥
T

11. & &k 4 M nslookup % 4 192.168.122.6 & & A
kvm6.deyu.wang.122.168.192.in-addr.arpa. °

1 || [xroot@dywH ~]# nslookup 192.168.122.6
Server: 127.0.0.1
3 || Address: 127.0.0.1#53
5 ||6.122.168.192.in-addr.arpa name = kvm6.deyu.wang.122.168.192.in-addr.
arpa.

)

\S

o

12. FHAMERTHEZRES §RERAEIHRRME T EHERE
reject_unknown_client © %= & DNS E R AR T T % > # 34 T MK % B I8 419
JR 6915 HR G AR E] o e

p
1 || [root@mail ~]# nslookup 163.17.1.13
Server: 163.17.10.1

3 || Address: 163.17.10.1#53

5 || Non—authoritative answer:

13.1.17.163.in-addr.arpa name
arpa.

71 13.1.17.163.in-addr.arpa name = mail.cyut.edu.tw.

S

= mgl8.cyut.edu.tw.1.17.163.in-addr.

13. %% named &%

1 [[root@kvm8 ~]# /etc/init.d/named restart J

14. % 7 FH#%7% % named IR

1 [ﬁroot@kvm8 ~]# chkconfig named on J
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11.3 =&#%

1. £7) named server port

1 || [xroot@dyH ~]# grep name-domain /etc/services
domain 53/tcp # name-domain server

2. B KR E

[root@kvm8 ~]# vim /etc/sysconfig/iptables
2 || R

—-A INPUT -m state --state NEW -m tcp -p tcp —--dport 53 -j ACCEPT
4 || e

3. KM EHEH

{iroot@kva ~]# /etc/init.d/iptables restart

4. A DT Kb

1 {iroot@kva ~]# chkconfig iptables on

11.4 FMREMk

1. M — : 1& A rsyslog ## € €& /var/log/messages ® /2% T4 & £ #7149 /
var/log/messages % dns st € 47> &AL N 5% T : & H & Rotation %

#44 %% inode » Rsyslog & * & %% 4 inode °

1 r[root@dns ~]# head -n4 /var/log/messages
Dec 21 03:17:01 dns kernel: imklog 4.6.2, log source = /proc/kmsg
started.

3 || Dec 21 03:17:01 dns rsyslogd: [origin software="rsyslogd" swVersion="
4.6.2" x-pid="1496" x-info="http://www.rsyslog.com"] (re)start
Dec 21 03:17:19 dns named[1004]: error (connection refused) resolving '

racetrackslots.com/A/IN': 139.175.10.20#53
5 ||Dec 21 03:17:47 dns named[1004]: error (connection refused) resolving '
mirrors.s.3322.net/A/IN': 139.175.10.20#53

NS
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2. MA—#k7x X : £ named TAA L ETH A rsyslog’ REAFHZH R

B -
1 || [root@dns ~]# cat /etc/logrotate.d/named
/var/named/data/named.run {
3 missingok
create 0644 named named
B) postrotate
/bin/kill -HUP “cat /var/run/syslogd.pid 2> /dev/null” 2> /dev/
null || true
7 /sbin/service named reload 2> /dev/null > /dev/null || true
endscript
91}
\

3. E# %% rsyslog

1 [ﬁroot@dns ~]# /etc/init.d/rsyslog restart J
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Dnsmasq server

12.1 Dnsmasq s

[EN

. Dnsmasq &—1{8# £ % DNS, TFTP A DHCP server °

2. Dnsmasq # <% DNS &3 i 4 A3 /etc/hosts & L& DNS server & & °
3. Dnsmasq DHCP server X#% B & IP #& T & % 4% o

4. Dnsmasq &2 —1f8"#3k TFTP server A X 4% #@% PXE F% o

5. Dnsmasq % 4% IPv6 DNS * 12 R % 4% IPv6 DHCP

12.2 Dnsmasq £#%&

1. % dnsmasq £#

1 [[root@dywnb ~]# yum install dnsmasq

2. A% dnsmasq JRF

1 [[root@dywnb ~1# /etc/init.d/dnsmasq restart

3. # . M# X% dnsmasq R

1 [[root@dywnb ~1# chkconfig dnsmasq on
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12.3 Dnsmasq DNS %%

1. dnsmasq * # % & # & [/ etc/ dnsmasq.conf: H* ¥ listen-
address=127.0.0.1 /& H A > T KK £% 57 dnsmasq ° mx-host 2]
AT WBA R MX R

1 ([root@dywnb ~]# vim /etc/dnsmasq.conf

listen-address=192.168.122.1

3 || 1isten-address=127.0.0.1

[root@dywnb ~]# egrep -v '("\ *$|#)' /etc/dnsmasq.conf

5 || 1isten-address=192.168.122.1

listen-address=127.0.0.1

7 || mx-host=deyu.wang, 10

mx-host=kvml.deyu.wang, 20

9 || mx-host=kvm2.deyu.wang, 20

mx-host=kvm3.deyu.wang, 20

11 || mx-host=kvm4.deyu.wang, 20

mx-host=kvmb.deyu.wang, 20

13 || mx-host=kvm6.deyu.wang, 20

mx-host=kvm7.deyu.wang, 20

15 || mx-host=kvm8.deyu.wang, 20

mx-host=kvm9.deyu.wang, 20

17 | mx-host=kvm10.deyu.wang, 20

\. Y

2. FEHZ T EmE] Jetc/hosts °

1 r[root@dywnb ~]# grep deyu.wang /etc/hosts
192.168.1.110 oveng.deyu.wang
31192.168.122.1  deyu.wang

192.168.122.1  server.deyu.wang
51192.168.122.2 kvm2.deyu.wang
192.168.122.2 www2.deyu.wang
71192.168.122.2 dynamic2.deyu.wang

12.4 Dnsmasq DHCP %%

1. Dnsmasq DHCP #% % £ /etc/dnsmasq.conf °

-

[root@dywnb ~]# grep dhcp /etc/dnsmasq.conf

2 || #no-dhcp-interface=
#dhcp-range=192.168.0.50,192.168.0.150,12h

4 || #dhcp-range=192.168.0.50,192.168.0.150,255.255.255.0,12h
#dhcp-range=red, 192.168.0.50,192.168.0.150

6 || #dhcp-host=11:22:33:44:55:66,192.168.0.60
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10

12

14

16

18

20

22

24

26

28

30

32

34

36

38

40

42

44

46

48

50

52

54

56

58

#dhcp-host=11:22:33:44:55:66,fred
#dhcp-host=11:22:33:44:55:66,fred, 192.168.0.60,45m
#dhcp-host=11:22:33:44:55:66,12:34:56:78:90:12,192.168.0.60
#dhcp-host=bert,192.168.0.70,infinite
#dhcp-host=1d:01:02:02:04,192.168.0.60
#dhcp-host=id:marjorie,192.168.0.60

#dhcp-host=judge

#dhcp-host=11:22:33:44:55:66,ignore
#dhcp-host=11:22:33:44:55:66,1id: *
#dhcp-host=11:22:33:44:55:66,net:red
#dhcp-host=11:22:33:*:*:*,net:red

# Ignore any clients which are specified in dhcp-host lines
#dhcp-ignore=#known

#dhcp-vendorclass=red,Linux

#dhcp-userclass=red,accounts

#dhcp-mac=red,00:60:8C: * :*:*

# been given as --dhcp-host options. Useful if you keep

# run "dnsmasq --help dhcp" to get a list.

# any dhcp-options. If you use Windows clients and Samba, there
#dhcp-option=3,1.2.3.4

#dhcp-option=option:router,1.2.3.4

#dhcp-option=3
#dhcp-option=option:ntp-server,192.168.0.4,10.10.0.5
#dhcp-option=42,0.0.0.0

#dhcp-option=40,welly

#dhcp-option=23,50

#dhcp-option=27,1

#dhcp-option=128,e4:45:74:68:00:00
#dhcp-option=129,NIC=eepro100

# (see dhcp-range for the declaration of the "red" network)
#dhcp-option = net:red, option:ntp-server, 192.168.1.1

# for the ISC dhcpcd in

#dhcp-option=19,0 # option ip-forwarding off

#dhcp-option=44,0.0.0.0 # set netbios-over-TCP/IP nameserver(s) aka
WINS server(s)

#dhcp-option=45,0.0.0.0 # netbios datagram distribution server

#dhcp-option=46,8 # netbios node type

#dhcp-option=option:domain-search,eng.apple.com,marketing.apple.com
#dhcp-option=121,192.168.1.0/24,1.2.3.4,10.0.0.0/8,5.6.7.8
#dhcp-option=vendor:PXEClient,1,0.0.0.0
#dhcp-option=vendor:MSFT, 2,11
#dhcp-option=vendor:Etherboot, 60, "Etherboot"

# to use dhcp-option-force here.
#dhcp-option-force=208,£f1:00:74:7e
#dhcp-option-force=209,configs/common

#dhcp-option-force=210, /tftpboot/pxelinux/files/
#dhcp-option-force=211,301

#dhcp-boot=pxelinux.0

# load. The dhcp-match sets the gpxe tag for requests from gPXE.
#dhcp-match=gpxe,175 # gPXE sends a 175 option.
#dhcp-boot=net:#gpxe,undionly.kpxe

#dhcp-boot=mybootimage

#dhcp-option=encap:175, 1, 5b # priority code
#dhcp-option=encap:175, 176, 1b # no-proxydhcp
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60 || #dhcp-option=encap:175, 177, string # bus-id

#dhcp-option=encap:175, 189, 1b # BIOS drive code
62 || #dhcp-option=encap:175, 190, user # 1SCSI username
#dhcp-option=encap:175, 191, pass # iSCSI password

64 || #dhcp-match=peecees, option:client-arch, 0 #x86-32
#dhcp-match=itanics, option:client-arch, 2 #IA64

66 || #dhcp-match=hammers, option:client-arch, 6 #x86-64
#dhcp-match=mactels, option:client-arch, 7 #EFI x86-64
68 || # alternative to dhcp-boot.
#dhcp-boot=net:red,pxelinux.red-net

70 || # An example of dhcp-boot with an external TFTP server: the name and IP
#dhcp-boot=/var/ftpd/pxelinux.0,boothost,192.168.0.3

72 || #dhcp-lease-max=150
#dhcp-leasefile=/var/lib/dnsmasq/dnsmasq.leases

74 || # http://www.isc.org/index.pl?/sw/dhcp/authoritative.php
#dhcp-authoritative

76 || #dhcp-script=/bin/echo

#log-dhcp
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SAMBA

13.1 SAMBA 4

1. SAMBA A% 3 Linux $£ Windows ¥ SMB (Server Message Block) # &
BEAG R kA o

2. SAMBA TR 896k 0 LP W ALGH

(a) # B 4k F % unix linux & winows °
(b) EFrrkik o

(c) ##: windows TRIKAHE o

13.2 SAMBA %%

1. %% samba £#

1 [ﬁroot@kvm8 ~]# yum install samba J

2. BB

1 ([root@kvm8 ~]# vim /etc/samba/smb.conf
[global]
3....
workgroup = DEYUGROUP # windows LIFAf&
5 server string = dywang Samba Server # 4% il samba server
7
[common]
9 comment=common share dir
path=/public
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11 browseable=yes
hosts allow=192.168.122.

13 valid users = deyul deyu2
public = no

15 writable = yes
create mask = 0765

17 |# 2 F8 87
# 4 FHEMR

19 # 0 F 8 H &
# >FAKTHRE

21 # R F B 192/168.122.0/24
# AFF deyul deyu2 R E B

23 # T H
# TEA

25 # B AN R R B SR TR

L J

3. &% smb R

1 {iroot@kva ~]# /etc/init.d/smb restart J

4. FZTHMAEE smb R

1 [ﬁroot@kvm8 ~]# chkconfig smb on J

13.3 =4&HRH

1. &%) smbd ports

1 || [root@kvm8 ~]# netstat -tlunp | grep smb
tcp 0 0 :::139 R LISTEN 1727 /smbd
3| tep 0 0 :::445 RS LISTEN 1727 /smbd

2. BT

1 || [root@kvm8 ~]# vim /etc/sysconfig/iptables
e e e e e e e e e e i e T i e i it
3| -A INPUT -m state —--state NEW -m tcp -p tcp —-—dport 139 -j ACCEPT
—-A INPUT -m state --state NEW -m tcp -p tcp --dport 445 -j ACCEPT
I e e e e e e e e e et e e e e e e e
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3. KM EHEH

1 {iroot@kva ~]# /etc/init.d/iptables restart J

4. WA DT Kb

1 {iroot@kva ~]# chkconfig iptables on J

5. &% samba #8 } 8 selinux types

1 r[root@kvm8 ~]# seinfo -t | grep samba
samba_secrets_t
3 samba_unconfined_script_exec_t
samba_net_t
5 samba_var_t
samba_net_exec_t
7 samba_net_tmp_t
samba_unconfined_net_t
9 samba_unconfined_script_t
sambagui_exec_t
11 samba_share_t
samba_initrc_exec_t
13 sambagui_t
samba_etc_t
15 samba_log_t
\. J

6. * T4 F B4 selinux type

[root@kvm8 ~]# 1ls -1dZ /public

drwxr-xr-x. root root unconfined_u:object_r:samba_share_t:s0 /public

1 || [root@kvm8 ~]# chcon -R -t samba_share_t /public
3

7. selinux boolean 14

1 || [root@kvm8 ~]# getsebool -a | grep smb
allow_smbd_anon_write —--> off

3 || [root@kvm8 ~]# getsebool -a | grep samba
samba_create_home_dirs —--> off

5 || samba_domain_controller --> off
samba_enable_home_dirs --> off

7 || samba_export_all_ro --> off
samba_export_all_rw —--> off

9 || samba_run_unconfined --> off
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samba_share_fusefs —--> off
samba_share_nfs --> off
use_samba_home_dirs —--> off
virt_use_samba —--> off

8. % & selinux boolean

1 {iroot@kvm8 ~]# setsebool -P samba_export_all_ro on

13.4 SAMBA £3,

1. testparm

11

13

~
## testparm <options> <filename> <hostname IP_address>

[root@kvm8 ~]# testparm /etc/samba/smb.conf kvm8.deyu.wang
192.168.122.0/24

Load smb config files from /etc/samba/smb.conf

rlimit_max: increasing rlimit_max (1024) to minimum Windows limit
(16384)

Processing section "[homes]"

Processing section "[printers]"

Processing section "[common]"

Loaded services file OK.

Server role: ROLE_STANDALONE

Allow connection from kvm8.deyu.wang (192.168.122.0/24) to homes

Allow connection from kvm8.deyu.wang (192.168.122.0/24) to printers

Allow connection from kvm8.deyu.wang (192.168.122.0/24) to common

\S

2. smbstatus

p
[root@kvm8 ~]# smbstatus

Samba version 3.5.10-114.el6
PID Username Group Machine

Service pid machine Connected at

No locked files

-
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3. pdbedit

2 ||new password:

retype new password:
4 || Unix username:

NT username:

6 || Account Flags:

User SID:

8 | Primary Group SID:
Full Name:

Home Directory:
HomeDir Drive:
Logon Script:
Profile Path:
Domain:

Account desc:
Workstations:
Munged dial:

Logon time:

Logoff time:

Kickoff time:
Password last set:
Password can change:
Password must change:
Last bad password
Bad password count
Logon hours

10
12
14
16
18
20
22
24
26

28
Unix username:

NT username:

Account Flags:

User SID:

Primary Group SID:
Full Name:

Home Directory:
HomeDir Drive:

Logon Script:

Profile Path:

Domain:

Account desc:
Workstations:

Munged dial:

Logon time:

Logoff time:

Kickoff time:
Password last set:
Password can change:
Password must change:
Last bad password
Bad password count
Logon hours

30

32

34

36

38

40

42

44

46

48

50

52

~
[root@kvm8 ~]# pdbedit -a deyul

## 3w samba A P

deyul

Y ]
S-1-5-21-3613796732-4223311700-2368206848-1000
S-1-5-21-3613796732-4223311700-2368206848-513

\\kvm8\deyul

\\kvm8\deyul\profile
KVM8

0

Wed, 06 Feb 2036 23:06:39 CST
Wed, 06 Feb 2036 23:06:39 CST
Fri, 09 Aug 2013 23:44:29 CST
Fri, 09 Aug 2013 23:44:29 CST
never

: 0
: 0
. FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFE

[root@kvm8 ~]# pdbedit -v -L deyul ## 7| P 5F fm & At

deyul

(U ]
S-1-5-21-3613796732-4223311700-2368206848-1000
S-1-5-21-3613796732-4223311700-2368206848-513
\\kvm8\deyul

\\kvm8\deyul\profile
KVM8

0

Wed, 06 Feb 2036 23:06:39 CST
Wed, 06 Feb 2036 23:06:39 CST
Fri, 09 Aug 2013 23:44:29 CST
Fri, 09 Aug 2013 23:44:29 CST
never

: 0
: 0
. FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFEFE
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54

56

58

60

62

64

66

68

70

72

74

76

78

80

82

84

86

88

[root@kvm8 ~]# pdbedit -L deyul

deyul:500:
[root@kvm8 ~]# pdbedit -a deyu2
new password:
retype new password:
Unix username: deyu2
NT username:
Account Flags: Y) ]
User SID: S-1-5-21-3613796732-4223311700-2368206848-1001
Primary Group SID: S-1-5-21-3613796732-4223311700-2368206848-513
Full Name:
Home Directory: \\kvm8\deyu2
HomeDir Drive:
Logon Script:
Profile Path: \\kvm8\deyu2\profile
Domain: KVM8
Account desc:
Workstations:
Munged dial:
Logon time: 0
Logoff time: Wed, 06 Feb 2036 23:06:39 CST
Kickoff time: Wed, 06 Feb 2036 23:06:39 CST
Password last set: Fri, 09 Aug 2013 23:48:06 CST
Password can change: Fri, 09 Aug 2013 23:48:06 CST
Password must change: never
Last bad password : O
Bad password count : O
Logon hours . FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFEE
[root@kvm8 ~]# pdbedit -L ## AP
deyul:500:
deyu2:501:
[root@kvm8 ~]# pdbedit -x deyu2 ## WM&/ P deyu2
[root@kvm8 ~]# pdbedit -L ## BRI B AP
deyul:500:
-

4. smbpasswd

2

## smbpasswd [options] [username]
[root@kvm8 ~]# smbpasswd deyul

New SMB password:

4 || Retype new SMB password:

5. smbclient

2

## smbclient <//server/share> <options>
[root@kvm8 ~]# touch /public/aaa
[root@kvm8 ~]# smbclient //kvm8.deyu.wang/common -U deyul
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4 ||Enter deyul's password:
Domain=[DEYUGROUP] 0S=[Unix] Server=[Samba 3.5.10-114.el6]
6 || smb: \> dir

. D 0 Sat Aug 10 00:03:50 2013
8 .. DR 0 Fri Aug 9 23:26:43 2013
aaa 0 Sat Aug 10 00:03:50 2013

10

34646 blocks of size 32768. 6716 blocks available
12 || smb: \> exit
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Chapter 14

ISCSI

14.1 ISCSI &4

1. iSCSI (Internet Small Computer System Interface)
2. AR RA RS SCSI W58 TCP/IP #3%i%i% » B @ =T 45 & i 58 Ak
BEGEAMRERE LR (JRAH SCSI-3 89 EREZ 15)

A, RO#ABCIREGEAEKE » TH—5 ISCSI 496 RE £ o

14.2 ISCSI server ¥3%

L RREH

{iroot@dyH ~]# yum install scsi-target-utils

2. &4 file-based images

1;#éiim$s@ﬁﬂﬁ
[root@dyH ~]# mkdir /srv/iscsi/
3||## A4 images
[root@deH ~]# dd if=/dev/zero of=/srv/iscsi/disk.img bs=1M count=50
5| 50+0 records in
50+0 records out
7 | 52428800 bytes (52 MB) copied, 0.0319766 s, 1.6 GB/s
NS

3. #% & SELinux file contexts
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1 || [xroot@dyH ~]# chcon -Rv -t tgtd_var_lib_t /srv/iscsi/
changing security context of “/srv/iscsi/disk.img'
3 || changing security context of ~/srv/iscsi/'

4. &% tgtd RF

1 [ﬁroot@dyH ~]# /etc/init.d/tgtd restart

5. REFMEH tgtd K7

1 {iroot@dyH ~]# chkconfig tgtd on

6. #3% targets

1 r[root@dyH ~1# tgt-admin --show
Target 1: igqn.2012-05.wang.deyu:deyudisk
3 System information:
Driver: iscsi
5 State: ready
I_T nexus information:
7 LUN information:
LUN: O
9 Type: controller
SCSI ID: IET 00010000
11 SCSI SN: beafl0
Size: 0 MB, Block size: 1
13 Online: Yes
Removable media: No
15 Readonly: No
Backing store type: null
17 Backing store path: None
Backing store flags:
19 LUN: 1
Type: disk
21 SCSI ID: IET 00010001
SCSI SN: beafll
23 Size: 52 MB, Block size: 512
Online: Yes
25 Removable media: No
Readonly: No
27 Backing store type: rdwr
Backing store path: /srv/iscsi/disk.img
29 Backing store flags:
Account information:
31 ACL information:
192.168.122.0/24
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. J

14.3 =Z&#%

1. &3 tgtd ports

[root@dyH ~]# netstat -tlunp | grep tgtd
2 || tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN 4630/
tgtd
tcp 0 0 :::3260 R LISTEN 4630/
tgtd

2. B KHHE

1 || [root@dyH ~]# vim /etc/sysconfig/iptables
SRR R R E R R R R R R R R R R R R R

3| -A INPUT -m state --state NEW -m tcp -p tcp —-—dport 3260 -j ACCEPT
e e e e e e e e e e e e

3. KM EHEH

[[root@dyH ~]# /etc/init.d/iptables restart J

4. FEZES B KA

1 [Froot@dyH ~]# chkconfig iptables on J

14.4 Client 3% 3|3

1. %3583 iscsi BMEE L T B ?

1| [root@kvm8 ~]# iscsiadm -m discovery -t sendtargets -p deyu.wang:3260
Starting iscsid: [ 0K 1]
31 192.168.122.1:3260,1 ign.2012-05.wang.deyu:deyudisk
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CLIENT 5% R34

2. #3%vL debug level 2 i E iscsi

3.

4.

5.

g
1 || [xoot@kvm8 ~]# iscsiadm -d2 -m node --login
iscsiadm: Max file limits 1024 1024

iscsiadm: default: Creating session 1/1
Logging in to [iface: default, target: iqn.2012-05.wang.deyu:deyudisk,

portal: 192.168.122.1,3260] (multiple)
Login to [iface: default, target: iqn.2012-05.wang.deyu:deyudisk, portal

: 192.168.122.1,3260] successful.

\S

i P T A Bl /dev/sda » BB —RRATAGERRAL M o

[root@kvm8 ~]# 11 /dev/sda
2 || brw-rw----. 1 root disk 8, 0 Aug 10 01:17 /dev/sda

i#3% A debug level 2 #H iscsi

[root@kvm8 ~]# iscsiadm -d2 -m node --logout
2 ||iscsiadm: Max file limits 1024 1024

Logging out of session [sid: 1, target: ign.2012-05.wang.deyu:deyudisk,

portal: 192.168.122.1,3260]
Logout of [sid: 1, target: iqn.2012-05.wang.deyu:deyudisk, portal:

192.168.122.1,3260] successful.

NS

fEF % /dev/sda TAT o

1 || [root@kvm8 ~]# 11 /dev/sda
1s: cannot access /dev/sda: No such file or directory

D
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NTP

15.1 NTP &/

1. Network Time Protocol, NTP
2. HIRAFEAREF o

3. T R4 Client » i& ki NTP Server » #ATHE M F ¥ » 77 TRt server Mk
H ik sk EAREATEH F A o

15.2 ntpdate F&HKu

1. %% ntpdate £

[ﬁroot@kvm8 ~]# yum install ntpdate J

2. FEARAGLEM

p

1 || [root@kvm8 ~]# ntpdate tock.stdtime.gov.tw

18 Jul 10:40:24 ntpdate[3334]: the NTP socket is in use, exiting

3 || [root@kvm8 ~]# /etc/init.d/ntpd stop

Shutting down ntpd: [ 0K ]

5 || [root@kvm8 ~]# ntpdate tock.stdtime.gov.tw

18 Jul 10:40:37 ntpdate[3341]: step time server 220.130.158.71 offset
1.909398 sec
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3. £ ntp RFCAEHT » FHAKRALNH » €87 NTP socket &8+ » B 1
ntpdate °

[root@kvm8 ~]# ntpdate tock.stdtime.gov.tw
2130 Apr 12:01:50 ntpdate[1692]: the NTP socket is in use, exiting

4. £ ntp MBLEHT » FTHAK ALK > ntpdate .k —u £ > FHEL
port AR B o

[root@kvm8 ~]# ntpdate -u tock.stdtime.gov.tw
2|/ 30 Apr 12:03:47 ntpdate[1694]: adjust time server 211.22.103.157 offset

-0.000160 sec

5. ## BIOS & H

[root@deyu ~]# hwclock [-rw]

2 || oA

-r : JREP read - kil B AT BIOS P89 BFM 48

All-w : TFEP write * AF B ATHY Linux ALABFH E A BIOS ¥ °

6 || [root@kvm8 ~]# hwclock -w; hwclock -r; date
Mon 18 Jul 2011 10:42:26 AM CST -0.323154 seconds

8 ||Mon Jul 18 10:42:25 CST 2011
S

15.3 NTP £#&

1. %% ntp &4

[[root@kva ~]# yum install ntp J

2. NTP 14 IR % 3% £ 4% ntp.conf

1 [[root@kva ~]# vim /etc/ntp.conf J
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(@) ntpd A HF AL AT EEIE R ERE Time server MR H £ » B4 H
sk e driftfile & @945 P o

1 || [root@kvm8 ~]# vim /etc/ntp.conf

driftfile /var/lib/ntp/drift

3||# /var/lib/ntp/drift sbJAAL ] 7 BIEAE 2L

# /var/lib/ntp/drift T AEE1E&EAE

5||# /var/lib/ntp/drift % Z3XE A ntpd daemon T WA G AEHEIR o
# /var/lib/ntp/drift TR BMEFELE B HH X —F (ppm) °
A\S _J

(b) restrict #AERE I > B X4 T :

# restrict default [flag][...]

2 || # restrict source [flag][...]

# restrict address [mask mask] [flag][...]

4| #

restrict default kod nomodify notrap nopeer noquery

6 ||restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

8 || restrict -6 ::1

(c) restrict %9 ¢
i. default: address 0.0.0.0, mask 0.0.0.0
ii. -6 : DNS resolution to the IPv6 namespace
iii. flag 384 :
A. kod : &% K server #9/R#H A BRE > server F & B iEE FRA
# R » ®mE1%i% kiss-o’-death (KoD) packet » 3% client # &%
KHEAM server RFF 0 RF—B M A EZ K server R o
B. nomodify : A P 3% 7 f6 & 2 NTP 1 MR & 69 BF B 5% -
C. notrap : 4%t trap 518 &% F 4 54 (remote event log-
ging) &7 fe o
D. nopeer : # % L AHA4% A 3t ntpd £ 5 time server
E. noquery : A 7 3% T &6 %1% A ntpq, ntpc 15 4R &30 8F M 49 Ik

ug
E

iv. B2% 192.168.122.0/24 E & 4% &7 ntp server

{;estrict 192.168.122.0 mask 255.255.255.0 nomodify notrap J

(d) 48 ®i%3% ntp server EATEF M F ¥ : perfer &= ME&iE Ay 89 4 -
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1| ## server #& X

# server address [options ...]

3 ||server tock.stdtime.gov.tw prefer
server csie.cyut.edu.tw

5 || server tock.stdtime.gov.tw

server watch.stdtime.gov.tw

7 || server time.stdtime.gov.tw

server clock.stdtime.gov.tw

9 || server tick.stdtime.gov.tw
(S

(e) 4= RIME time server #& %24 X & % (stratum)10 Ak » RIA KM B 45
By Z BB R o

1 || #server 127.127.1.0 # local clock
#fudge 127.127.1.0 stratum 10

3. %# Jetc/sysconfig/ntpd ° 3% & BIOS 498 M 4L ] 7 78 & o

[root@kvm8 ~]# vim /etc/sysconfig/ntpd
2 || # Drop root to id 'ntp:ntp' by default.
OPTIONS="-u ntp:ntp -p /var/run/ntpd.pid -g"
4 || SYNC_HWCLOCK=yes

4. %% NTP MRF

Starting ntpd:

[root@kvm8 ~]# /etc/init.d/ntpd start
2 [ 0K ]

5. L& NTP R# 1 port 123

f[root@kva ~]# netstat -tlunp | grep 123

2 || udp 0 0 192.168.0.250:123 0.0.0.0:% 3224/ntpd
udp 0 0 127.0.0.1:123 0.0.0.0:% 3224/ntpd

4 || udp 0 0 0.0.0.0:123 0.0.0.0:% 3224/ntpd
udp 0 0 ::1:123 HERES 3224 /ntpd

6 || udp 0 0 fe80::5054:ff:fe00:fa:123  :::* 3224/ntpd
udp 0 0 :::123 Dok 3224/ntpd
L J
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6. & T FHM#EE ntpd

1 [Iroot@kva ~]# chkconfig ntpd on

7. A HAMEA G A ntpd

1 || [root@kvm8 ~]# chkconfig --list ntpd
Lntpd O:off l:0ff 2:on 3:on 4:on 5:on 6:0ff
8. &7 ntpd #&R.EH) servers
(
[root@kvm8 ~]# ntpg -p
2 remote refid st t when poll reach delay offset
jitter
4 || deyu.wang 59.124.29.241 3u 43 64 1 0.089 -0.209
0.000
220-135-58-124. 62.161.56.158 2u 42 o4 1 19.813 4.752
0.000
6 || todaycolor.com. 211.22.103.158 4 u 41 64 1 21.004 -4.379
0.000
alqualonde.org 133.243.238.243 2 u 41 ©64 1 22.520 -9.578
0.000
-

9. #3% NTP MR & & G INEA] £ 378 ?

1 r[root@kva ~]# ntpstat -p
unsynchronised
3 time server re-starting
polling server every 64 s
5| ## HaskARE
[root@kvm8 ~]# ntpstat -pn
7 || synchronised to NTP server (59.124.196.83) at stratum 3
time correct to within 782 ms
9 polling server every 64 s
NS
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15.4 BH¥ A oABRKEERZT

1. 42 B R @ 48 3 AR B

(a) A X window * R TH41 - T&%) > TE®) > FAMEEE ] 47
B3k T 3038

(b) ZiE®eFH W2 (Network Time Protocol) 3

(c) #T FEnable Network Time ProtocolJ :

(d) # A tock.stdtime.gov.tw ;

(e) T OK!

15.5 =2#%+#

1. NTP Ports: UDP 123

2. KR

1 || [root@kvm8 ~]# vim /etc/sysconfig/iptables
S R R R R R R R R R R R R e R R R R R

3| -A INPUT -p UDP -s 192.168.122.0/24 --dport 123 -j ACCEPT
e e e e e e e e e e e e

3. KM EHEH

[[root@kvm8 ~]# /etc/init.d/iptables restart J

4. PAMEE 7 KA

1 [[root@kvm8 ~]# chkconfig iptables on J
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Squid Proxy

16.1 Squid &4~

1. Squid & HTTP T#H#49M % | (Cache Proxy Server) °
2. Proxy #%3 :

(@) —#& Proxy Server : RAB KR Z P in il @RI AA MG > BLEZRF L
B e 77 K o

(b) R Proxy Server : XEMEBEMEN T » BERXEHELEEFRERK
B > /£ Web Server 7 fl A # 4 Web Server # k69 R3& 7 X °

(c) F#& X Proxy Server # & NAT (Network Address Translation) =t
AP0 Fi% X (Transparent) Proxy Server » 45 %% 7 uL ik J # 5,
BP % —REGHEHE T 24E Linux % LESRAZ— (NAT +

Proxy) °

ua
P
av

3. AT &4 163.17.3.148 ©%23% moodle * 12 R RAX A ip B » s %
% %1% B 3t moodle > "EA £ AR A L% proxy ° KA EB (EFK) 1%
R o EARA EM 163.17.27.219 %23% proxy * A Z A A X4 ip 1.168.209.95
=T VAL 3L proxy °

4. Squid & —18 WEB proxy » R &4 HTTP 43 » ##* Adobe 1% A % 7y
RTMP #hE &%k o

5. Openmeeting % A rtmp %< » #&%&F] At proxy H& o

16.2 Squid £%
1. %% squid £4# -
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1 [[root@dyw219 ~]# yum install -y squid J

2. % /etc/squid/squid.conf X T 1 REIF squid bk TG A AARLE o
VAT AE e — M MEF I3 EA o

1 {iroot@dwalQ ~]# cat /etc/squid/squid.conf J

3. & manager & & ® J 4 > localhost & A# » Tl & A#key ip % o
(
1 #

# Recommended minimum configuration:

3| #

acl manager proto cache_object

5 |lacl localhost src 127.0.0.1/32 ::1

acl to_localhost dst 127.0.0.0/8 0.0.0.0/32 ::1

4. & T VAL proxy 8 ip » hTALE N4 » L4345 localnet #h > sbf] F
M X—4% B externat #94M48 > X ip A A 1.168.209.95 °

r# Example rule allowing access from your local networks.

2 | # Adapt to list your (internal) IP networks from where browsing

# should be allowed

4 |lacl externat src 1.168.209.95

acl localnet src 10.0.0.0/8 # RFC1918 possible internal network

6| acl localnet src 172.16.0.0/12 # RFC1918 possible internal network
acl localnet src 192.168.0.0/16 # RFC1918 possible internal network

8 |l acl localnet src £c00::/7 # RFC 4193 local private network range
acl localnet src fe80::/10 # RFC 4291 link-local (directly plugged)
machines
NS J

5. & ABAE EH4) ports °

1 racl SSL_ports port 443
acl Safe_ports port 80 # http
3 ||acl Safe_ports port 21 # ftp
acl Safe_ports port 443 # https
5| acl Safe_ports port 70 # gopher
acl Safe_ports port 210 # wais
7 ||acl Safe_ports port 1025-65535 # unregistered ports
acl Safe_ports port 280 # http-mgmt
9 ||acl Safe_ports port 488 # gss-http
acl Safe_ports port 591 # filemaker
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6.

7.

11 ||acl Safe_ports port 777 # multiling http
acl CONNECT method CONNECT

TR E T ARATHATAR LM TR » 32 iptables By K —4x » obJAAR BRIE B
P BT & G BAT o Hlde ¢ H —1F A FF localhost E/TEFE I bt 0 FAERAFE
oo iz —B%MAE I TAZAR I » m T —14% http_access allow externat A
AR T # 69 /3R % externat # 4T hitp S8 o

-

#

2 || # Recommended minimum Access Permission configuration:
#

4 || # Only allow cachemgr access from localhost
http_access allow manager localhost

6 || http_access deny manager

8 || # Deny requests to certain unsafe ports
http_access deny !Safe_ports
10
# Deny CONNECT to other than secure SSL ports
12 | http_access deny CONNECT !SSL_ports

14 || # We strongly recommend the following be uncommented to protect innocent
# web applications running on the proxy server who think the only

16 || # one who can access services on "localhost" is a local user
#http_access deny to_localhost

18
#

20 || # INSERT YOUR OWN RULE(S) HERE TO ALLOW ACCESS FROM YOUR CLIENTS
#

22
# Example rule allowing access from your local networks.

24 || # Adapt localnet in the ACL section to list your (internal) IP networks
# from where browsing should be allowed

26 || http_access allow localnet

http_access allow localhost

28 || http_access allow externat

30 || # And finally deny all other access to this proxy

http_access deny all
\. J

% & proxy ¥ & & port °

1 || # Squid normally listens to port 3128
http_port 3128

8. M psHAEEEATIA cgi-bin > B R BRE -
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hierarchy_stoplist cgi-bin 7

[# We recommend you to use at least the following line. J
2

. TR A 100M 5 2R BRI > 5 B KTRAM TR o

# Uncomment and adjust the following to add a disk cache directory.
2 | #cache_dir ufs /var/spool/squid 100 16 256

10. & %& coredumps # B ék °

# Leave coredumps in the first cache dir
2 || coredump_dir /var/spool/squid

BB L B P AR B R T o

# Add any of your own refresh_pattern entries above these.

2 || refresh_pattern “ftp: 1440 20% 10080
refresh_pattern “gopher: 1440 0% 1440

4 || refresh_pattern -i (/cgi-bin/[\?) 0 0% O
refresh_pattern . 0 20% 4320

12. %% squid R7#%

Starting squid: . [ 0K 1]

1 [[root@dyw219 ~1# /etc/init.d/squid start

/

13. &4 squid R#HAF X -

[root@dyw219 ]# netstat -tulnp | grep squid
2 || tep 0 0 :3128 LS LISTEN 23254/(
squid)
udp 0 0 0.0.0.0:36211 0.0.0.0:% 23254/(
squid)
4 || udp 0 0 :::51734 Dok 23254/ (
squid)
\S

14. & M#EEH squid R
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[[root@dyw219 ~]# chkconfig squid on J

16.3 Z4&HRH

1. B K3 e LT 43R T8 A squid °

-

1 || [root@dyw219 ~1# vim /etc/sysconfig/iptables

S R R R et e R e R R

3| -A INPUT -m state —--state NEW -m tcp -p tcp —-—dport 22 -j ACCEPT
-A INPUT -m state —-state NEW -m tcp -p tcp —-dport 3128 -j ACCEPT
5 ||-A INPUT -j REJECT --reject-with icmp-host-prohibited

R AR R R R R e R R R R R s e R R R R

~ J

2. TR ENED)

[ﬁroot@kvm8 ~]# /etc/init.d/iptables restart J

3. BAMAAE T K

1 [ﬁroot@kvm8 ~]# chkconfig iptables on J

4. SELinux # ¥ ssh #93% %

1 || [root@dyw219 ~]# getsebool -a | grep squid
squid_connect_any --> on
3 || squid_use_tproxy --> off
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16.4 BFESRZE

1. firefox &1 proxy ° # %% ¥ moodle °

The connection has timed out

moments.
connection.

that Firefox is permitted to access the Weh.

The server at 163.17.3.148 is taking too long to respond.

= The site could be temporarily unavailable or too busy. Try again in a few
= |f you are unable to load any pages, check your computer's network

= |f your computer or network is protected by a firewall or proxy, make sure

2. firefox # & proxy °

Firefox Preferences

General ‘ Network ‘ Updatel Encryption I

Connection
Configure how Firefox connects to the Internet

Cached Web Content

[] Override automatic cache management

Limit cache to 350 MB of space

Offline Web Content and User Data

Your application cache is currently using 0 bytes of disk space

Tell me when a website asks to store data for offline use
The following websites are allowed to store data for offline use:

- X
— =5 197 = = z
TR A o
General Tabs Content Applications Privacy Security Sync REGVEGIEES
Your web content cache is currently using 19.6 MB of disk space

Remove...

Connection Settings

Configure Proxies to Access the Internet
O No proxy
(O Auto-detect proxy settings for this network
(O Use system proxy settings

@‘Manual prnx)&cnnﬁguratiun:

HTTP Proxy: [163,17.27,219 ] Port: [ 3128

J

[J Use this proxy server for all protocols

d

SSL Proxy: [ 190.92.87.102 | port: [ 8080
ETP Proxy: [190,92.57,102 ] Port: [ 8080 %l
SOCKS Host: [ 190.92.87.102 | port: [ soso ]

(0 SOCKS v4 (@ SOCKS v5
No Proxy for:

Example: .mozilla.org, .net.nz, 192.168.1.0/24
O Automatic proxy configuration URL:

3. firefox 4 A proxy > &7 4 ¥ moodle °

De-Yu Wang CSIE CYUT

153



16.5. LINUX # 47]#% /I PROXY

CHAPTER 16. SQUID PROXY
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EI0

EEE

i HETEE

® RiiEE

B EAEF M (RThR)
B EEFHEER)
TSR ELH

T EARE
ZH—4 EID
“Whether we want them or
not, the New Year will bring
new challenges; whether
we seize them or not, the
New Year will bring new
opportunities.”

- Michael Josephson, Ethics

Speaker

(54E)
Hibid 7110 EID
HFE HEL HER
HREEERS

04-23323000#4067

HREstesE -
hys@cyut.edu.tw

=
5

IR

]
1/28 102 B TERHRRZE

VEZERES ) B py -

FEERRE
FHRRFREEE
T FgREMoodle 2T 5

RN

B
dywang ZEE 0
L{zk#H  admindywang ©
admin dywang 0
o
o

admin dywang
admin dywang

REXE
dywang EEE 2014%01F28H(Z) 17:49
admin dywang 2013F11H21H(M) 15:35
admin dywang 2013409 H26H (M) 08:25
admin dywang 2013409 H20H(%) 18:05

)
)
)
admin dywang 2013€01H15H(Z) 09:13

ABERhREE

HE ()

1022
E# L (720)
WHEEE (8)
H TR (7)
R B (5)
NCEBE (7)
FEB
EARER (4)

BRI L
TEL:886-4-23323000 FAX:88

16.5 Linux #4-%|4& /A Proxy

1. Linux 4 47| 24% A proxy ° 5583 T HIT
#T 424 ftp, wget, curl, ssh, yum ¥4 4

SR — R

41349 EHHEIER HIEHE 1685

6-4-23329898

LSBT o

“« 20144037

9 10

] v

23 24
30 31

AR

4
11
18
25

o GFEEE
o PEPRAE
o ILMSBI{T#EFL

o blEEedin

5

12
19
26

o EERERE
o EERTHARTZINEE

L

6 7 B
13 14
20 21
27 28

Y EVAT BRI E 8

1 || http_proxy =
https_proxy =

3 || ftp_proxy =

http://yourproxyip:port/
http://yourproxyip:port/

http://yourproxyip:port/

RS R

export http_proxy="http://163.17.10.116:3128"

export https_proxy="https://163.17.10.116:3128"

1 || [root@kvm7 ~]# vim myproxy
[root@kvm7 ~]# cat myproxy

3

5

export ftp_proxy="http://163.17.10.116:3128"

3. B RWEEF

A%

|

[root@kvm7 ~]# vim noproxy
[root@kvm7 ~]# cat noproxy
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3 || unset http_proxy
unset https_proxy
5 ||unset ftp_proxy

4. 1% proxy R ¥ &

1 || [root@kvm7 ~]# . myproxy
[root@kvm7 ~]# echo $http_proxy
3| http://163.17.10.116:3128

5. # & proxy B3R ¥ K

1 || [root@kvm7 ~]# . noproxy
[root@kvm7 ~]# echo $http_proxy
3
[root@kvm7 ~]#
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Chapter 17

XMPP Bperif R E Openfire

17.1 XMPP fi/H

1.

10.

11.

XMPP (Extensible Messaging and Presence Protocol) # & » vLaT ™
Jabber -

. XMPP & —#&vA XML & A # 69 BA 32 X Bp 8 38 3R T o

. XMPP # Google Talk J&Jf s 4247 XMPP % f 3#4% Al Gmail T&3%5 A\ 1% 4T ik

# %] Google Talk °

XMPP Whak€ 8 @ ~ BHz~ Ay BH G mAEE P &~ FRE
AN BB E o ARCEEAR SETAE -

. XMPP H#4 /R # &4 : ejabberd, prosody, openfire °

OpenFire Server £ % % % & MR &G B R B4 R B 3B P IRMRE 5
ZRMERT » L EARE openfire #EHE AT @GR -

. OpenFire Server ¥ %%
. Spark Client

. SparkWeb Client

BARE prosody X KX X EME » RIBECAAXFEHREERAXNGEH
R o GR AT L0948 R A B L g A o

Prosody * %£3% % 4% R A —18 /etc/prosody/prosody.cfg.lua > =T ¥A B 3 ¥4
vim %8> ARK—TRITHREHES TR P AATEM > FRZELRT

o w2

3 o
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http://www.igniterealtime.org/projects/sparkweb/index.jsp

17.2. OPENFIRE £#%x X EZBLPTER 17. XMPP Fpifii## 4]/ & OPENFIRE

12. prosody T A¥k 7Lt 4 » £ SSL/TLS % » A P 3ift ~ A4 ~ B s RN F
ARG AT AR ERE - RLEAZRERETF prosody e

17.2 OPenfire £#REE4%S)

1. % £# openfire

{Iroot@kva ~]# yum install openfire J

2. openfire & 32 1ELEM » £ 64 4208 Linux A% L » /8% glibc.i686
£ > F B &K% openfire BALEZZ K java e

1 [[root@kva ~]# yum install glibc.i686 java J

3. &% openfire RF o

1 || [root@kvm8 ~]# /etc/init.d/openfire start
Starting openfire:

4. Z T %A &% openfire IRFF o

[root@kvm8 ~]# chkconfig --list openfire
openfire O:0ff 1l:0ff 2:on 3:on 4:on 5:on 6:0ff

L[root@kva ~]# chkconfig openfire on
2

5. openfire & & & #t& > 2R &M mysql °

1 {iroot@kvm8 ~]# yum -y install mysql-server J

6. 4% mysqld RFF o
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1 [ﬁroot@kva ~]# /etc/init.d/mysqld start J

7. F T A $kE mysqld R e

1 || [root@kvm8 ~]# chkconfig mysqld on
[root@kvm8 ~]# chkconfig --list mysqld
3 || mysqld O:0ff 1l:0ff 2:on 3:on 4:on 5:on 6:0ff

8. HM# mysql #9 % 42X o

11

13

15

17

19

21

23

25

27

29

31

33

35

[root@kvm8 ~]# mysql_secure_installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MySQL to secure it, we'll need the current
password for the root user. If you've just installed MySQL, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none):
0K, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MySQL
root user without the proper authorisation.

Set root password? [Y/n] Y
New password:
Re-enter new password:
Password updated successfully!
Reloading privilege tables..

. Success!

By default, a MySQL installation has an anonymous user, allowing anyone
to log into MySQL without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a
production environment.

Remove anonymous users? [Y/n] n
. skipping.

Normally, root should only be allowed to connect from 'localhost'. This
ensures that someone cannot guess at the root password from the network.
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Disallow root login remotely? [Y/n] n
371 ... skipping.

39 || By default, MySQL comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
41 || before moving into a production environment.

43 ||Remove test database and access to it? [Y/n] n
. skipping.

45
Reloading the privilege tables will ensure that all changes made so far
47 || will take effect immediately.

49 || Reload privilege tables now? [Y/n] Y
. Success!

51
Cleaning up...
53
A1l done! If you've completed all of the above steps, your MySQL
55 || installation should now be secure.

57 || Thanks for using MySQL!

\. J

9. & A AR E 8 root FAHE AN mysql °

1 ([root©kvm8 ~]# mysql -uroot -p

Enter password:

3 || Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 9

5 || Server version: 5.5.38 MySQL Community Server (GPL) by Remi

7 || Copyright (c) 2000, 2014, Oracle and/or its affiliates. All rights
reserved.

9 || Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
11 || owners.

13 || Type 'help;' or '\h' for help. Type '\c' to clear the current input
statement.

15 || mysql>

\. Y

10. &4 openfire T4t & o

1‘(ﬁysq1> create database openfire;
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&Query 0K, 1 row affected (0.00 sec) J

11. 24 P openfire » % E L %455 123qwe °

mysql> insert into mysql.user (user,host,password) values('openfire','
127.0.0.1"' ,password('123qwe'));

2 || Query OK, 1 row affected, 3 warnings (0.00 sec)

12. 3% A P openfire A T4 # R G5B E 4B openfire °

mysql> grant all privileges on openfire.* to openfire@127.0.0.1;Query OK
, 0 rows affected (0.00 sec)

13. ZHHEIREL o

1 ||mysql> flush privileges;
Query OK, O rows affected (0.00 sec)

14. &% mysql F4H & &2 -

mysql> exit
2 || Bye

17.3 #£RAMAXE Openfire

1. %1% M # B 3% E openfire » 3% %47 M K& 9090 port °

[root@kvm8 ~]# iptables -I INPUT -p tcp -m state --state NEW \
2 || -m tcp --dport 9090 -j ACCEPT
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17.3. #H#H

& OPENFIRHAPTER 17. XMPP #rafi@#4]/kR % OPENFIRE

2. TP B & A #3k http://kvm8.deyu.wang:9090 » &%
%A FAR

R -

@ 5 [@ kvma.deyu.wang: 9090/setup/index.jsp

b g] EIMenu~ TiMoodle @ squirrel

6 openfire’

Setup

Setup Progress

» Language Selection
Server Settings
Database Setiings
Profile Setiings
Admin Account

3. ZEFHAMER

6 openfire’

Setup

Setup Progress
[
¥Language Selection
» Server Settings
Database Seftings.
Profile Settings.
Admin Account

4. FHERE -

Welcome to Setup

Welcome to Openfire Setup. This tool will lead you through the initial Setup of the server. Before you continue, choose your preferred language.

Choose Language
O czech(cs_c7)
O Deutsch (de)
@ English (en)
O Espaiiol (es)
O Frangais (fr)
O Nederlands (nl)
O Ppalski (pl_PL)
© Portugués Brasileiro (pt_BR)
O pycckun (ru_RU)
O sloveneina (sk)
O 37 (FI4F) simpified Chinese (zh_CN)

Built by Jive Software and the lgniteRealfime .org

17 4G ht B 3B FE o

Server Settings

Below are host setlings for this server. Note: the suggested value for the domain is based on the network setings of this machine.

Domain
Admin Console Port:
Secure Admin Console Port:

Property Encryption via: (3,

@ Blowiish
O AES

Property Encryption Key: [ ]

( o

Built by Jive Software and the IgniteRealfime.org communit

&’ openfire’

Setup

Setup Progress
[ I

Language Selection

/Server Settings

» Database Settings
Profile Setiings

Admin Account

Database Settings

Choose how you would like to connect to the Openfire database.

@ Standard Database Connection
Use an external database with the built-in connection pool

() Embedded Database
Use an embedded database, powered by HSQLDE. This option requires no external database configuration and is an easy way to get up and running quickly. However,
is does not offer the same level of performance as an external database

|

Built by Jive Software and the IgniteReallime.org communit
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7

5. AHBEREIAZREE o
openfire:
Setup

Setup Progress

Language Selection . .
oo Database Settings - Standard Connection
Server Settings
ea bl 0350 M8t it oo ol Aol e s ST o o e aita Wi e ik Ao
Profile Seti
ittt Note: Database scripts for most popular databases are included in the server distribution at [Openfire_HOME]/resources/database
Admin Account

o

Database Driver Presets: | = MySQL
JDEBC Driver Class: [com.mysqljdbc.Driver

Database URL: | i

Usemame: [roor 5

Minimum Connections:

Maximum Connections:

‘Connection Timeout:
Hate, it might ake between 30-60 seconds to connect to your database.

Built by Jive Software and the IgniteRealtime org community

6. XRTMP A& -

openfire:

Setup
Setup Progress
vai Selecti - .

o s Profile Settings
Server Settings
e Choose the user and group system to use with the server.
» Profile Settings

@ Detauit

Admin Account Store users and groups in the server database. This is the best option for simple deployments.

() Directory Server (LDAP)

Integrate with a directory server such as Active Diractory or OpenLDAP using the LDAP protocol. Users and groups are stored in the directory and treated as read-only.
() Clearspace Integration

Integrate with an existing Clearspace installation. Users and groups will be pulled directly from Clearspace. Clearspace will also be used for authenticating users. Please

be aware that Clearspace 2.0 or higher is required,

Built by Jive Software and the lgniteRealtime.org community

7. REEHEEMWHRIR o
openfire’
Setup

Setup Progress

Llai Selecti e
S Administrator Account

/Server Settings
Database Setti Enter settings for the system administrator account (username of “admin”) below. It is important to choose a password for the account that cannot be easily guessed -- for example, at
e o) least six characters long and containing a mix of letters and numbers. You can skip this step if you have already setup your admin account (not for first timie users)

Profile Settings

Admin Email Address: [, a jang ]
Avalid emall adaress for the admin account,

» Admin Account

Built by re and the JgniteReallime org community

8. ARAXTEmM » B THEEFENIse TUBANARALEE R @ o
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(_} openfire”

Setup

Setup Progress
e
vLanguage Selection
e Setup Complete!
Server Settings
Database SEHngS This installation of Dpem\re is now CDl"‘mElE To continue:
+Profile Settings

+'Admin Account

Built by Jive

17.4 #RA#MAEE Openfire

ol the IgniteRealtime org

community

1. 47 B 5 % 3 A 3k hitp://kvm8.deyu.wang:9090 » L % # & ¥ 9% admin

X openfire °

C) openfire”

L | S | =)

username password

Administration Console

2. 3% openfire # IR % &R o

openfire”

Sessions

Users/Groups Group Chat ~ Plugins

Server Manager Server Settings Media Services
Server Information N
Server Information
System Properties
Language and Time
Below you will find server information, ports being used and latest news about Openfire
Clustering
Cache Summary Server Properties : 0
Ignite Realtime News

Logout

Security Audit Viewer

3. EARAF

Server Name

Environment
Java Version.
Appserver:
Host Name
0S| Hardware:
Locale | Timezone:
Java Memory

Server Ports

interface Port Type

All addresses 5222 @ Client to Server

userl °

Database Server Uptime: 18 hours, 33 minutes — started Dec 8, 2014 3:08:22 PM
v Openfire 3.9.3
Logs IR T The Ignite Realtime feed is currently unavailable.
Server Directory: !'DPUUDEH(WE
Email SEmngS 5

i e The Ignite Realtime feed is currenty unavailable.

1.7.0_55 Oracle Corporation — Java HotSpot(TM) Server Vi
Jetty/7 xy-SNAPSHOT

kvm8 deyu wang

Linux /1386

en/China Standard Time (8 GMT)

BT 23.33 MB 0f 241.69 MB (9.7%) used

Description

The standard port for clients to connect to the server. Connections may or may not be encrypted. You can
update the security settings for this port.
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4.

C} openfire’

Server ||[LCIc 010 | Sessions | Group Chat | Plugins
Users Groups
UEE[S\H"\M&F}"
Create User
» Create New User
User Search
Use the form below to create a new user.

Create New User

Name userl
Password: * [eessss ™)
Confirm Password: *

Is Administrator? [ (Grants admin access to Openfire)

| Create User || Create & Create Another || Cancel |

* Required fiekls

k& AP user? o

n - Logout

(J openfire’

Server | Sessions  Group Chat | Plugins

Users Groups
User Summary
Create User
» Create New User
User Search
Use the form below to create a new user.

@ New user created successiully.

Create New User

Username: * user?

Is Administrator? [ (Grants admin access to Openfire)

| Create User || Create & Create Another || Cancel |

* Required fiekds

Logout

Built by Jive Software and the lgr

EFERP > BAIRTE%2F admin M % 7 userl & user2 &{EH P -

(J openfire’

Server Sessions  Group Chat  Plugins

Users Groups |

» User Summary

Create New User User Summary
User Search

Total Users: 3 — Sorted by Usemame - Users per page: [ 100

Online  Usemname

Name:
1 & Administrator
2 userl
3 8 user2

Created
Dec 8, 2014
Dec 9, 2014

Dec 9, 2014

17.5 Linux 4% /A #ME £ Z Openfire

1. iTHBEE S

X openfire °

Logout
Last Logout Edit Delete
r O
r @
r o
ommunity

WA # 3k http://kvm8.deyu.wang:9090 > L & 2 & %k 9% admin
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C} openfire’ Administration Console

T — e —

username password

2. #% openfire 14k % AN o

€ opentire

. | UsersiGroups  Sessions  Group Chat  Plugins

Server Manager Server Settings Media Services
Server Information R
Server Information
System Properties

Language and Time
Clustering Below you will find server information, ports being used and latest news about Openfire.

Cache Summary Server Properties

Database Server Uptime: 19 hours, 33 minutes - started Dec 8, 2014 3:08:22 PM
o Version: Openfire 3.9.3
e Server Directory: foptiopenfire
Server Name: kvm8.deyuwang
Security Audit Viewer

Environment
Java Version: 1.7.0_55 Oracle Corporation — Java HotSpot(TM) Server Vi
Appserver: jetty/7.xy-SNAPSHOT
Host Name: kvm8.deyuwang
0S [ Hardhware: Linux /1386
Locale | Timezone: en/China Standard Time (8 GMT)
Java Memory BT 3,33 MB 0f 241.69 MB (9.7%) used

3. A2 AP userl -

update the security settings for this port.

Opentire
as admin - Logout

Ignite Realtime News 8

The Ignite Realtime feed is currently unavailable.

The Ignite Reaitime feed is currenty unavailable.

Server Ports
Interface Port Type Description
Al addresses 5222 r\ Elicnt to Senver The standard port for clients to connect to the server. Connections may or may not be encrypted. You can

CJ openfire’

Sessions | Group Chat | Plugins

Users | Groups

User Summary

» Create New User CreataUaer

User Search

Use the form below 10 Create a new user.

Create New User

Username: * userl

Password: * [oensss )
Confirm Password: *

Is Administrator? ] (Grants admin access to Openfire)

| Create User || Create & Create Another || Cancel |

* Reguired fields

ip Chat

4. #% E AR P user? o

Logout

community
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s - openfire" L ac Logout

E——
Server | [ sessions  Group Chat | Plugins

Users | Groups

User Summary
Create User
» Create New User

User Search
Use the form below to create a new user.

@ New user created successiully.

Create New User

Username: * user2

Password: * =
Confirm Password: * [seseed |

Is Administrator? [ (Grants admin access to Openfire)

| Create User || Create & Create Another || Cancel |

* Required fiekds

Built by Jive Software and the lgniteRealtime.org community

5. 2FM P, BalkT ¥ % admin M % 7 userl & user2 ®EA P o

[ ) openfire’ i - L

Server

Sessions  Group Chat  Plugins

Users | Groups }

» User Summary U s
Create New User SEfeUmmany:
User Search

Total Users: 3 - Sorted by Username — Users per page: [ 100 | 3 |

Onling  Usemame Name Created Last Logout Edit Delete
1 8 admin Administrator Dec 8, 2014 i ]
2 8 usen userl Dec 9, 2014 ? O
3 B use2 user2 Dec 9, 2014 w o
ver | Users/Groups | Sessions | Group Chat | Plugin Built by Jive Software and the lgniteRealtime org community

17.6 Openfire Client - Pidgin for Linux

1. XMPP clients # 1k % #9:£4% » openfire & ## 4% spark TH TFT#H » 122 4
i386 # rpm MRA > #24 B BT KARAL A x86_64 MR AA) Linux A% ®EK L F
% 5 sh R A1k 1686 £4F 0 £ 7 5 1E o Pidgin £ — £ B AR P sk
X% %4 > DYW Linux T &# yum install pidgin €% °

[[root@dywth ~]# yum install pidgin J

2. #JEMA X% R HAT pidgin °
el | Places  System @ - | 2 w [Q F ]

22 Accessories > fuEdit questi... 3 | *iEditing a ... % | ™ Linux

b ] i > 19:9090/user-password.jsp?success=ti

Interne - @) Firefox 18.0
] office > 0 Opera
<L Programming B - Pidgin Internet

m Sound & Video > TigerVNC Viewer

4:_‘ System Tools >
USer Summary

Change Password
User Options
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17.7. OPENFIRE CLIENT CBRRRKHFOR VXINP®OWS 4 #.171 /k 5 OPENFIRE

3. # ¥ M P > Pidgin ia‘%ﬁ%ﬁi%f{ ’ ‘E%ﬁ XMPP » Username, Domain, pass-

word # A openﬁre 13 }]E

Basic | Advanced Proxy

[3
Login Options
Protocol: | % xmPP 3
& Bonjour Domain: kvmas.deyu.wang
[ Facebook (XMPP)
[ Groupwise —
|Remember password|
& 1cQ _
7’ IRC User Options
@ mxit

i 2 MySpacelM |

[ New mail notifications

[ Use this buddy icon for this account:

[2ele]

1 SIMPLE
% sametime
¥ Yahoo
! Yahoo JAPAN
= Zephyr

[ Create this new account on the server

Cancel || Add

4. &'Fa‘%: kvm8 deyu wang openfire 4R & 3&3& o

Accept certificate for kvms. deyu wang?

The certificate for kvm8.deyu.wang could not be validated.

The certificate is self-signed and cannot be automatically
checked.

view Certificate... l [ Reject l l Accept ]

5. )ﬂ userl&i»’uﬁ,t*? Bardt R AL

Accounts

MR P sk b o
-

Euddles Accounts Tools Help

Enabled Username Protocol

userl@kvms.deyu.wang/ W XMPP

Add... | L Close

(O Available

v‘-r,;._;__.

17.7 Openfire Client - Spark for Windows

1. Openfire & @424 spark TH TH o THRLK :
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" File View Send key Help
& Ignite Realtime: Download Landing - Windows Internet Explarer [N ==

GO~ [+

1 spark openfire L~

wvigniterealtime arg/downloa nloar -\ g‘c,| X \

o

o

spark 2.6 3.exe i download.igniterealtime.org

M
TGETERE: 15 27 % (8.25MB /30 1MB EiEH)
T WEFERIT

THERE 360KBAP

THANKS FOR Drsxssemstzsno
RARz0) BERREHIZ )

Your download will start right now)

e[= o

win7 - Virt Viewer

2. Spark %X T °

File View Send key Help

@ lgnite Realtime: Download Landing - Windows Internet Explarer K3 o || e | 8]
@Qv [@ hetosmnignitereattime org/dovrlands/denlan: « | B [45] x |[ £ spark openfire P~
v ZNEE |5 £ - i

> ZEiEg ey TEO) - @~

r

B8]~ | B ntemet Explare | 2 tanite B,
& Setup - Spark2.6.3.12555

Completing the Spark Setup Wizard

Setup has finished instlling Sperk on your computer. The
application may be launched by selecting the instlled icons:

Click Finish 10 exdit Setup

FunSpark

THANKS f§

Your download will start ri

< i ] v

Elo] - o] :

3. Spark # 3 XMPP A 7 -

B
L 2014/12/9 |
File View Send key Help
@& Ignite Realtime: Download Landing - Windows Intemet Explorer =@ =]

QO-[s

& Z0EE |4

o
b

- &[4[ x|[ 2 sparkapenfie s |

wigniterealtime.org

|88~ B itemnet Explore IRO)~

@ Spark
THANKS FOR DOW e

®wE |-
(S)TEH v deyu.wang |

M (5) RS

Your download will start right now. If a download

O &) BevzEs

(@) IES ) il Login
< i ] '
@ “a v ®100% -
7= i 3 T L w020
| 3 Cl| s = MO e ]
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17.7. OPENFIRE CLIENT CHBRREROR VXDIPOW S i 7.1k & OPENFIRE

4. FEH A userl o

R Bl sarc mmA EE) ME
user2
@ Online w

¥ Unfiled
There are no online contacts in this group

HE
HTRA
AR PR

W AR [usert |
©RE: | |

@@ |Friends v

s wmn [ o |

——— [& »AFREEH LRS- ]

5. B A userl FAF#ERF o

Spark WESEA iAEN HE)
user2
2 Onine v Ib‘

¥ Friends (0 Online)
@ user! -Pending
¥ Unfiled
There are no online contacts in this group

BN

[& e FRmsE LrwAE - | @

6. userl & pidgin #£&HK B user2 ##&:F
uddieséu Ioolsl

1/2) > x

T Authorize buddy?

user2 @kvma.deyu.wang wants to

add you (userl@kvm8.deyu.wang/
a809d87a) to his or her buddy list.

[ peny | Authorize |

| () Available v | @I

]

7. Spark L& user2 F45 2 pidgin L& userl £ X E LW X o
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17.7. OPENFIRE CLIENT CBRRREKR OR VXDIP®OW & i #.1]JK & OPENFIRE

P T——

|[® usert (]

@ |usert E % & E .
=Y

@) No Transiation v % 2
234

8. Spark L user2 $t pidgin L&y userl £#WRE L&HH X -
=

9 |usert B e S E .
Y

(19:34) user2: 234
(19:34) user1: 345

@ [No Translation vl %

Pidgin &) userl # Spark L& user2 £# X% L&#H X o
[ N - .2y ——— ]

Conversation QOptions Send To

(07:34:31 PM) user2: 234
(07:34:59 PM)

userl@kvma3.deyu.wang/a809d87a:
345

@ Font | 4= Insert | &) smile! @ Attention!
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Chapter 18

XMPP Bpesi§#A41 R E Prosody

18.1 XMPP i/

1.

10.

11.

XMPP (Extensible Messaging and Presence Protocol) # & » vLaT ™
Jabber -

. XMPP & —#&vA XML & A # 69 BA 32 X Bp 8 38 3R T o

. XMPP # Google Talk J&Jf s 4247 XMPP % f 3#4% Al Gmail T&3%5 A\ 1% 4T ik

# %] Google Talk °

XMPP Whak€ 8 @ ~ BHz~ Ay BH G mAEE P &~ FRE
AN BB E o ARCEEAR SETAE -

. XMPP H#4 /R # &4 : ejabberd, prosody, openfire °

OpenFire Server £ % % % & MR &G B R B4 R B 3B P IRMRE 5
ZRMERT » L EARE openfire #EHE AT @GR -

. OpenFire Server ¥ %%
. Spark Client

. SparkWeb Client

BARE prosody X KX X EME » RIBECAAXFEHREERAXNGEH
R o GR AT L0948 R A B L g A o

Prosody * %£3% % 4% R A —18 /etc/prosody/prosody.cfg.lua > =T ¥A B 3 ¥4
vim %8> ARK—TRITHREHES TR P AATEM > FRZELRT

o w2

3 o
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https://www.ejabberd.im/
https://prosody.im/
http://www.igniterealtime.org/projects/openfire/
http://sathisharthars.wordpress.com/2013/09/26/configuring-openfire-xmpp-chat-server-on-centos-6/
http://www.igniterealtime.org/projects/spark/index.jsp
http://www.igniterealtime.org/projects/sparkweb/index.jsp

18.2. PROSODY £# % ¥ 2 EHAPTER 18. XMPP Rt #4]/k & PROSODY

12. prosody T A¥k 7Lt 4 » £ SSL/TLS % » A P 3ift ~ A4 ~ B s RN F
ARG AT AR ERE - RLEAZRERETF prosody e

18.2 Prosody £ ( S48

1. #% £# prosody

1 [[root@kva ~]# yum install prosody J

2. &%) prosody R# o

1 || [root@kvm8 ~]# /etc/init.d/prosody start
Starting prosody:

3. T MM A $%% prosody R o

[root@kvm8 ~]# chkconfig prosody on
[root@kvm8 ~]# chkconfig --list prosody
prosody O:off 1l:0ff 2:on 3:on 4:on 5:on 6:0ff

2

4. prosody #% % EAHE I » 7T A4E A sql ~ internal 2 null » 44 null .32 %
ARG o & null REEwl I8 0 - KRR o

1 || [root@kvm8 ~]# grep “storage /etc/prosody/prosody.cfg.lua
storage = null -- Default is "internal"

18.3 #X% prosody X%

1. Prosody &3 %1% R A —18 /etc/prosody/prosody.cfg.lua ° &% #) % — 4
¥ > 3% L 2RAF 4 virtual host » T Aw A % 47 VirtualHost °
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18.4. %% PROSODY M P CHAPTER 18. XMPP Fp i 7044 R & PROSODY

VirtualHost "deyu.wang"

[[root@kva ~]# grep “VirtualHost /etc/prosody/prosody.cfg.lua
2

2. prosody AR % A REXGHEXETRTUAER Bl Z AP HRE
muc ° e 23% Z — B X £ £ kvm8.deyu.wang °

[root@kvm8 ~]# grep ~Component /etc/prosody/prosody.cfg.lua
2 || Component "kvm8.deyu.wang" "muc"

18.4 #% % prosody A F

1. prosodyctl & 2 & 4

-
[root@kvm8 ~]# prosodyctl --help
2 || prosodyctl - Manage a Prosody server

4 || Usage: /usr/bin/prosodyctl COMMAND [OPTIONS]
6 || Where COMMAND may be one of:

8| adduser JID

Create the specified user account in Prosody
10
passwd JID

12 Set the password for the specified user account in Prosody

14 || deluser JID
Permanently remove the specified user account from Prosody

16
start
18 Start Prosody
20| stop
Stop a running Prosody server
22
restart
24 Restart a running Prosody server
26 || status
Reports the running status of Prosody
I\ J
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18.5. PROSODY %4 #%% CHAPTER 18. XMPP Fp i 7044 R & PROSODY

2. prosody A P EZA T XNA=ZHM AR P AFEM ERBE E 4+ AR
ejabberd [E X - prosody ## & 2 4 & £ A P 44 prosodyctl » E & 3t
puserl @deyu.wang domain & deyu.wang 5478 & VirtualHost /v A 2k
HogHZ o

1 || [root@kvm8 ~]# prosodyctl adduser puserl@deyu.wang
[root@kvm8 ~]# prosodyctl adduser puser2@deyu.wang

3. R FZER P EH -

[root@kvm8 ~]# prosodyctl passwd puserl@deyu.wang
2 || Enter new password:
Retype new password:
4 || [root@kvm8 ~]# prosodyctl passwd puser2@deyu.wang
Enter new password:
6 || Retype new password:

NS

4. ZHEHMR P AATEM » RELEZTAE T EEEPT o

[root@kvm8 ~]# grep ~“allow_registration /etc/prosody/prosody.cfg.lua

2 Eallow_registration = true; J

5. ZAHKRELHE > LA EFH K prosody R o

[root@kvm8 ~]# /etc/init.d/prosody restart
2 || Stopping prosody: Stopped

[ 0K ]
4 || Starting prosody: Started

[ 0K ]

18.5 Prosody Z4£#% %

1. % ssl 2T M3 SSL/TLS 4 BH®E s ATHF» ATFAFAPF BITEM
K ssl B ARE > AR FEZHRT o

De-Yu Wang CSIE CYUT 174



18.5. PROSODY %4 #%% CHAPTER 18. XMPP Fp i 7044 R & PROSODY

g
1 || [root@kvm8 ~]# grep “ssl /etc/prosody/prosody.cfg.lua -C4
allow_registration = true;

—-— These are the SSL/TLS-related settings. If you don't want
5 -- to use SSL/TLS, you may comment or remove this

key = "/etc/pki/tls/private/prosody.key";

7 certificate = "/etc/pki/tls/certs/prosody.crt";

(7
-

2. AT A& E virtual host 24 » 4% A SSL/TLS %4 R aig o

f[root@kva ~]# grep '\-\-[[:space:]]*ssl =' /etc/prosody/prosody.cfg.lua
-B7 -A3
2 || VirtualHost "deyu.wang"
enabled = true -- Remove this line to enable this host
4
—-- Assign this host a certificate for TLS, otherwise it would use
the one
6 -- set in the global section (if any).
—-- Note that old-style SSL on port 5223 only supports one
certificate, and will always
8 -— use the global one.
-- ssl ={
10 || -- key = "certs/example.com.key";
- certificate = "certs/example.com.crt";
12 -- }
\. J

3. EHHREHE > LA EH K prosody R e

[root@kvm8 ~]# /etc/init.d/prosody restart
2 || Stopping prosody: Stopped

[ 0K 1]
4 || Starting prosody: Started
[ 0K 1]
4. %% prosody MFTA% 4 ports °
1 || [root@kvm8 ~]# netstat -tlunp | grep lua
tcp 0 0 0.0.0.0:5269 0.0.0.0:% LISTEN 28232/1ua
3| tep 0 0 127.0.0.1:5347 0.0.0.0:% LISTEN 28232/1ua
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18.6. PROSODY CLIENT CHAPTER 18. XMPP Fp i 70439 R & PROSODY

ktcp 0 00.0.0.0:5222 0.0.0.0:%  LISTEN 28232/1ua J

5. 7 K# iptables s/A B & 5269,5347,5222 F3# 5% o

18.6 Prosody Client

1. XMPP clients A 1% % 89124 » Pidgin £ — 2 BPEFR AR P R 3 pE » Ik 542
% » DYW Linux T B# yum install pidgin 2% ° A P 3 7% @ Linux &4
1 A Pidgin * Windows £]4% /I Spark °

[[root@dywhd2 ~]# yum install pidgin J

2. BE M2 XE B #AT pidgin ©
- (elilec il Places  System @ - i w [Q F @

22 Accessories

> fuEdit questi... 3 | *iEditing a ... % | ™ Linux
% 1g:9090/user-password.jsp?s
> el Firefox 18.0
> 0 Opera

i S e e

iccess=true&user

H_] Office

T Programming >
m Sound & Video > TigerVNC Viewer
4:_‘ System Tools >

USer Summary

Change Password
User Options

3. #3¥ M P > Pidgin % 4% % M € » #4F XMPP > Username, Domain, pass-
word #1 A prosody {7 1R & #35 AHA L R P HRE o

Account
||Basic || Advanced | Proxy
Login Options
Protocol: | w xmpp =
22 AIM Username: puserl
i
i &3 Bonj _—
- Heniony Domain: deyu.wang |
Facebook (XMPP)
& Gadu-Gadu Resource:
) Google Talk P d: I
(L GroupWise
Remember password
& 1cQ
S/IRC User Options
i wsu Local alas: I
| il mxit s [0 New mail notifications
i & jMySpacelM ] B . .
Use this buddy icon for this account:
[SYele] Gl
1 B sIMPLE ‘Qw |5emove
¥ Sametime e
% Yahoo [J Create this new account on the server
f Yahoo JAPAN cancel ‘ ‘ save
= Zephyr Ok B O

3% o

K & prosody server & A &% SSL/TLS %A iR » BT AL A E4E AL
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https://www.pidgin.im/

18.6. PROSODY CLIENT CHAPTER 18. XMPP Ay #fi#

@R & PROSODY

Basic |Ad!BnCEd-1 mey|

Connection security: |U5e encryption if available ‘

Allow plaintext auth over unencrypted streams

Connect port: |5222

Connect server: [kvmﬂ.deyu,wang

File transfer proxies: lpmxy_eu.jabber.urg

BOSH URL: [

Show Custom Smileys

[ Create this new account on the server

Cancel H Save

5. Iﬂ)’ puserl 6i;§;3ﬁ,l: B BAMERARLEA P ERLE -

New Instant Message

) Please enter the username or alias of
J the person you would like to IM.

spark ’H T THKHK

win7' - Virt Viewer

Prosody B AR

'Ele view Send key Help

& IgmtePeall\me Download Landing - Windows Internet Explarer [N ==
igniterealtime.org/c. downloa +[ 3[4 | % |[ 2 sparkapenfie L~
o Ignite Realtime: D. ‘!,,‘ B~ ~ [ @ v EEP - E2EQ- IE0- @~

22% /spark 2_6.3 exe i dovmload ignitereakime.or.. ||| B ([EEa]

spark 2 6 3.exe {# download.igniterealtime.org

M
TGETERE: 15 27 % (8.25MB /30 1MB EiEH)
T WEFERIT

THERE 360KBAP

THANKS FOR Drsxssemstzsno
RARz0) BERREHIZ )

Your download will start right now)

| r

v ®100% -
= g, LTS 1l
= = 20141219

@ Spark
WAS  |puser |»

EIEE e |
(SEES  [deyuwang |

M (5) RTEE
O @ Bivzs#

()R &R Login
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http://www.igniterealtime.org/downloads/index.jsp

18.6. PROSODY CLIENT CHAPTER 18. XMPP Fpigi# #0439 R & PROSODY

8. Spark XMPP ##3% % -
i, )

EREHEIER T

=& [ maEms sso | pa &

O ) BEsE#fR0

)R [lvmd deyu.wang

#0522
BR)ER |Spark26.3

@ SRR (10

O ) A ssUuRn

[ Use compression

[ Start debugger on startup

9. A%% LA P puserl@deyu.wang °

Spark BRREA. RED HEh
puser2
@ Onine w

¥ Friends (1 Online)
@ puseri@deyuwang - 123

BN
[& RBIEEB LHRRR - |8

10. Pidgin £# puserl $& Spark L& puser2 Z#HRE E&HH X -

J puserz@deyu.wang HEE

Conversation Options Send To

, puser2@deyu.wang @
" Not Authorized

Conversation with puser2@deyu.wang on Tue 16 Dec |
2014 09:19:49 PM CST:

(09:19:49 PM) puserz@deyu.wang/Spark 2.6.3: 234
(09:20:53 PM) puser2@deyu.wang/Spark 2.6.3: 234

(09:21:05 PM) puserl@deyu.wang/7253ffle-edaf-497f-
bead-6466107a529e: 123

(09:21:13 PM) puserl@deyu.wang/7253ffle-edaf-497f-
bead-6466107a529e: 345

(10:17:04 PM) puser2@deyu.wang: prosody-spark4

@ Font < Insert & Smile! | @ Attention!

11. Spark L& puser? $Z pidgin -£& puserl £2# X ¥ LW X -
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18.7. M P ATz CHAPTER 18. XMPP Frifid #8431k & PROSODY

Jopusen'@?new.wang |
EJ .’:f.‘_: & = ‘vgln

@ puseri@deyu.wang
Y

2014%12F160 28—
(21:19) puser2: 234

(21:20) puser2: 234

(21:21) puser1@deyu wang: 123
(21:21) puser1@deyu wang: 345

(22:17) puser2: prosody-sparkd

No Transiation v | @ % v

18.7 M P aiift

1. MAM P A4T7aM > LAk server & A AFRE18.4  Hatsh—h s A7
1% > BT AR ARG R S 32 IR RIE » hA TR A 9F F o £ Pidgin 897
P %3 > Username, Domain, password # A prosody Ik & #8355 # 2 &
TR PR o 3 AR AR E E A AIRE

1 || Accounts --> Manager Accounts --> Add -->
Basic (check Create this new account on the server)

Modify Account

Basic | Advanced ‘mey ‘

Login Options

Protocol:

Username: pregisterl
omain

Resource:

Remember password

User Options

) New mail notifications

Use this buddy icon for this account:

‘Bemavel

[Create this new account on the server]|

[ Cancel ‘ Save

2. %fc Z AR & kvm8.deyu.wang SSL 323 °

Accept certificate for kym8.deyu.wang?
The certificate for kvm8.deyu.wang could not be validated.

The certificate is self-signed and cannot be automatically
checked.

view Certificate... l [ Reject l l Accept ]

3. ML A P 0 LR EIHRA—HBIMAN AL 5 TBE Zk T Regis-
ter x4riEATIEAM o

De-Yu Wang CSIE CYUT 179



18.8. SSL A% CHAPTER 18. XMPP Frifid #8431k & PROSODY

'Register New XMPP Account

7/ Register New XMPP Account w

*  Choose a username and password for use with this service.

Username: pregisterl]

Password: (eeeeoe |

{

4. P3RS -

Registration Successful

_/{g‘i Registration Successful

Registration of pregisterl@deyu.wang successful

Close

5. ﬁ)ﬂ #7 89 Hk 3% pregisterl 32 Wlndows Spark k& puser2 LifizR

puser2@deyu.wang/Spark 2.6.3
Conversation Options =cid 1o

& puser2@deyu.wang/Spark 2.6.3

(07:21:24 AM) puser2@deyu.wang/Spark 2.6.3: 321

(07:45:21 AM) pregisterl@deyu.wang/0da7fa39-
d007-4ale-aa5a-7317e76c34dc: 456

&.Font < Insert @ Smile! @ Attention!

18.8 SSL i

1. Prosody 0.9+ & #t prosodyctl 4 4 T ¥l & £ & & » L ¥ deyu.wang =%
server & & & doamin °

{prosodyctl cert generate deyu.wang J

2. A DYW Linux &%) prosody hR &A% 0.8.2-7.e16.x86_64 * prosodyctl 4
b3t B RBER—IHRE o ATAF L E LA H openssl B 1T & £ AR ERE o

1 || [root@kvm8 ~]# openssl req -days 3650 -new -x509 -nodes \
-out deyu.wang.crt -keyout deyu.wang.key \
3 || -subj '/C=TW/ST=Taiwan/L=CYUT/0=CSIE/CN=deyu.wang Certificate Authority'
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18.8. SSL A% CHAPTER 18. XMPP Frifid #8431k & PROSODY

3. e A GERLI tls BROBHET  SRERF LT ORAEAFRTHE
k> A& server P15 € B Z B ERA T o

1 || [root@kvm8 ~]# cp deyu.wang.key /etc/pki/tls/private/
[root@kvm8 ~]# cp deyu.wang.crt /etc/pki/tls/certs/

4, G BAGEABEMRE 600 L% LA & RAEMAME prosody e

[root@kvm8 ~]# chmod 600 /etc/pki/tls/certs/deyu.wang.crt
2 || [root@kvm8 ~]# chmod 600 /etc/pki/tls/private/deyu.wang.key

4 || [root@kvm8 ~]# chown prosody:prosody /etc/pki/tls/private/deyu.wang.key
[root@kvm8 ~]# chown prosody:prosody /etc/pki/tls/certs/deyu.wang.crt

5. H client to server sL/B % 693% T » %% 4F prosody B 0 H4ELE ﬁ”r’lk
o AR FHAARREME > R A ECERLH false » 2T B AIK
AT A true B0 &AM E F R AR

1 || [root@kvm8 ~]# grep “c2s /etc/prosody/prosody.cfg.lua
c2s_require_encryption = true

ﬂ}

6. 157 server X 4% » X% ssl miF o

g
VirtualHost "deyu.wang"

2 enabled = true -- Remove this line to enable this host
4 —-- Assign this host a certificate for TLS, otherwise it would use
the one
-- set in the global section (if any).
6 -- Note that old-style SSL on port 5223 only supports one

certificate, and will always
-- use the global one.

8 ssl = {
key = "/etc/pki/tls/private/deyu.wang.key";
10 certificate = "/etc/pki/tls/certs/deyu.wang.crt";
}
I\ J
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18.8. SSL A%

CHAPTER 18. XMPP #pufid

@R & PROSODY

7. E# %% prosody M5 o

1 || [root@kvm8 ~]# prosodyctl restart
Stopped
3 || Started

8. Cllent s pidgin & & LA E o

Modify Account

gasic |Advanced| P[nxy‘

Connection security: ‘ Require encryption < |

[J Allow plaintext auth over unencrypted streams

Connect port: [5222

Connect server: kvms8.deyu.wang

File transfer proxies: [pmxy.eu.iabber_urg

BOSH URL:

Show Custom Smileys

[ Create this new account on the server

[ Cancel || Save

J}% ZA R E kvm8.deyu.wang SSL %3 °

SSL Certificate Verification
‘_/.{i.g Accept certificate for kvm8.deyu.wang?

The certificate for kvm8.deyu.wang could not be validated.

The certificate is self-signed and cannot be automatically
checked.

View Certificate... l [ Reject l l Accept

10. 1‘%5}% pregisterl 2 Windows Spark L# puser2 L&/ % il 3

puser2@deyu. wangispark 2.6.3

Conversation Options “¢

& puser2@deyu.wang/spark 2.6.3

Conversation with puser2@deyu.wang/Spark 2.6.3 on
Wed 17 Dec 2014 07:21:24 AM CST:

(07:21:24 AM) puser2@deyu.wang/Spark 2.6.3: 321

(07:45:21 AM) pregisterl@deyu.wang/0da7fa39-
doo7-4ale-aa5a-7317e76c34dc: 456

(04:27:26 PM) puser2@deyu.wang/Spark 2.6.3: eece
(04:28:33 PM) puser2@deyu.wang/Spark 2.6.3: qqq

(04:55:30 PM) pregisterl@deyu.wang/
f72a4263-9f5d-4214-aa43-ce31740c65f1: ddd

&lLFont | 4 Insert | @ Smile! @ Attention!
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Chapter 19

SIP A% E#ME Kamailio

19.1 SIP &4

1. VoIP(Voice over IP) /AR &L » T ZF AR REREE EHI % » £ [P
w35 ot F AR 03 F IR o

2. VoIP @AW 424 © B A % A 8% &4 H.323 ~ SIP ~ MEGACO #» MGCP -
3. SIP 4 WA VoIP #9 £ £l 3% o

4. SIP(Session Initiation Protocol) i34 2 & 2 4F & — 1B R % {81% F & 1= 48
B bPE T~ AFER S M e bR RAE A o

5. SIP B##% A L F (text-based ) N#BABH T » fEERRRE % 091F % 56
H o BRERIER %4342 % (multimedia sessions ) » SIP &3 fid 362 5
142 RPTAE R 6943 4y A SR BAR I HLAG 69 1 7 A o

19.2 Kamailio £4xE 8 %%

1. Kamailio 48 £# €41 DYW Linux » 7T/ yum #A#%% -

2. %% kamailio £4#

1 || [root@kvm6 ~]# yum install -y kamailio kamailio-mysql \
kamailio-debuginfo kamailio-unixodbc kamailio-utils

c3

3. ®¥ mysql &4
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19.2. KAMAILIO £#% ¥ #2/%@HAPTER 19. SIP #% & #]/k % KAMAILIO

[root@kvm6 ~]# yum install -y mysql-server mysql
2 || [root@kvm6 ~]# /etc/init.d/mysqld restart

Stopping mysqld: [ 0K ]
4 || Starting mysqld: [ 0K ]

[[root@kva ~]# mysql_secure_installation J

5. % & kamctlrc » 4% SIP_DOMAIN A4l MYSQL °

1 || [root@kvm6 ~]# vim /etc/kamailio/kamctlrc

[root@kvm6 ~]# egrep '(SIP_DOMAIN|DBENGINE)' /etc/kamailio/kamctlrc
3| SIP_DOMAIN=kvm6.deyu.wang

DBENGINE=MYSQL

6. 24 Kamailio #HERPF AN EEH L BRE PR ALZLTARX utf:8 4245
kamailio #& 4L » LA AT o R @A vy FEHLEE o

([root@kvm6 ~]# kamdbctl create

2 || MySQL password for root:

INFO: test server charset

4 || WARNING: Your current default mysql characters set cannot be used to
create DB. Please choice another one from the following list:

bigh

6 || dec8

cp850

8 || hp8

koi8r

10 || latini

latin2

12 || swe7

ascii

14 ||ujis

sjis

16 || hebrew

t1s620

18 || euckr

koi8u

20 || gb2312

greek

22 | cp1250

gbk

24 | latinb

armscii8
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26

28

30

32

34

36

38

40

42

44

46

48

50

52

54

56

cp866

keybcs2

macce

macroman

cp852

latin7

cpl251

utfl6é

cpl1256

cpl257

utf32

binary

geostd8

cp932

eucjpms

Enter character set name:

latini

INFO: creating database kamailio ...

INFO: granting privileges to database kamailio ...

INFO: creating standard tables into kamailio ...

INFO: Core Kamailio tables succesfully created.

Install presence related tables? (y/n): y

INFO: creating presence tables into kamailio ...

INFO: Presence tables succesfully created.

Install tables for imc cpl siptrace domainpolicy carrierroute
userblacklist htable purple uac pipelimit mtree sca? (y/n):

INFO: creating extra tables into kamailio ...

INFO: Extra tables succesfully created.

Install tables for uid_auth_db uid_avp_db uid_domain uid_gflags
uid_uri_db? (y/n): y

INFO: creating uid tables into kamailio ...

INFO: UID tables succesfully created.

S

7. 7% kamailio R# o

1

[root@kvm6 ~]# /etc/init.d/kamailio start
Starting kamailio: [0K]

8. ¥ ey B A MKIE » kamailio A P 89T % 75 % kamailiorw °

r[root@kva ~]# kamctl add deyul@deyu.wang 123qwe
MySQL password for user 'kamailio@localhost':
new user 'deyul@deyu.wang' added

[root@kvm6 ~]# kamctl add deyu2@deyu.wang 123qwe
MySQL password for user 'kamailio@localhost':

new user 'deyu2@deyu.wang' added
\
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9. B K#&sksEH % 5060 port °

[root@kvm6 ~]# iptables -I INPUT -p tcp -m state —-state NEW \

2 ||-m tcp --dport 5060 -j ACCEPT

[root@kvm6 ~]# iptables -I INPUT -p udp -m state --state NEW \

4 ||-m udp --dport 5060 -j ACCEPT

19.3 SIP Client

1. THTEH jitsi AEATAN o

[[root@kva ~]# yum install jitsi

2. EEH R @EE

1| Application => Internet => Jitsi

JER A X => ®EEE => Jitsi

3. Jitsi # 3 H P o

[Tools => Options => Account

Fl Jitsi Options

" Eile Tools Help

Add new account

User name and

SIP id [deyul@k\imﬁ deyu.wang
Ex: john@voiphone.net or simply "john" for no server

Password [W ]

Remember password
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19.4 MM r

1. PR : Jitsi F46 42 sip & P s34 » w M e M (Request Timeout (408)) °

2. R A : Timeout #/& A 7T #¢ T 32 Mt & X 4T kamailio A & » & kamailio &
REF 3 LA s o

3. f&:% : &£ kamailio server % domain name #®35].% o

1 || [root@kvm6 ~]# vim /etc/kamailio/kamailio.cfg

[root@kvm6 ~]# egrep '~(alias|listen)' /etc/kamailio/kamailio.cfg
3 || alias="kvm6.deyu.wang"

listen=udp:192.168.122.6:5060

4. F# 7% kamailio 7 °

[root@kvm6 ~]# /etc/init.d/kamailio restart

2 || Stopping kamailio: [ 0K 1]
Starting kamailio:
4 || [root@kvm6 ~]# [ 0K 1]
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WEBCOUNTER

20.1 #WF

1. W EARS ESERE £ BOESER T RIGTIE S » 2L /8848 2 L 452 609149
JRE o

2. web counter #4sk
3. Simple Hit Counter #s&
4. Hit Counters #sk

5. BHMRS 0 TR MEL » RTRAFEUS > WL ip FEEA -
ALAR 7T REAR 3% 48 3k IR o

6. Linux IR E LT A AT L MsE 2 IR » 20 B9 37 MG EsE 35 B2 40
M8 o

7. A RTARZ AR B4 5E ST Rh A 6 IR o

20.2 Webcounter TH%Z%

1. Webcounter A& rpm £#H T4 R » H3bL/B T HRERLEH o

[root@dywang html]# wget http://www.cellbiol.com/scripts/free-counter—

[root@dywang ~]# cd /var/www/html/
2
script/counter.zip

188


http://www.hitwebcounter.com/
http://www.simplehitcounter.com/
http://www.hit-counts.com/

20.2. WEBCOUNTER T #% X CHAPTER 20. WEBCOUNTER

2. BREZEBARS GBS /var/ www/html °

[root@dywang html]# unzip counter.zip
2 ||Archive: counter.zip
creating: counter/
4 inflating: counter/.DS_Store
creating: __MACOSX/
6 creating: __MACOSX/counter/
inflating: __MACOSX/counter/._.DS_Store
8 inflating: counter/counter.php
inflating: __MACOSX/counter/._counter.php
10 inflating: counter/counter.txt
inflating: __MACOSX/counter/._counter.txt
12 inflating: counter/readme.txt
inflating: __MACOSX/counter/._readme.txt
14 inflating: counter/visitors_ips.txt
inflating: __MACOSX/counter/._visitors_ips.txt
- _/

3. &% B4 counter TA WA % -

1 ([root@dywang html]# 11 counter
total 20
3 || -rw-r--r--. 1 root root 4703 Feb 16 2013 counter.php
-rw-r--r—-. 1 root root 1 Feb 16 2013 counter.txt
5 || —-rw-r-—-r-—. 1 root root 2137 Feb 16 2013 readme.txt
-rw-r--r——. 1 root root 25 Feb 16 2013 visitors_ips.txt
S~ /

A4, REETHH A counter.txt IP 77 BIBF M 44 4 /& visitors_ips.txt * PTVASLIA
A5 i3 B4 R 6948 & 2% apache ° 3% apache Al P TG A o TERAEAN
TR EAS AR PR 666 R 777 0 AT UEMA ABA P apache §
A B EREART IR P LB TRAE A

[root@dywang html]# chown apache counter/counter.txt counter/
visitors_ips.txt
2 || [root@dywang html]# 11 counter
total 20
4 || -rw-r--r--. 1 root root 4771 Jan 3 12:00 counter.php
-rw-r--r—-. 1 apache root 6 Jan 4 18:25 counter.txt
6 || -rw-r--r--. 1 root root 2137 Feb 16 2013 readme.txt
-rw-r--r--. 1 apache root 27 Jan 4 18:25 visitors_ips.txt
- J

De-Yu Wang CSIE CYUT 189



20.3. WEBCOUNT ## CHAPTER 20. WEBCOUNTER

5. AZKATRAH I EH@ARLXT » ST ABAT IR LT http://

dywang.csie.cyut.edu.tw KR & webcounter AT R 3% 69 43k o

1 || <img src="http://dywang.csie.cyut.edu.tw/counter/counter.php" alt="page
counter" title="Single visitors since 12345" style="width:140px;">

20.3 Webcount #A¥

1. R %1% » B4 counter T readme.txt # £AH XK RZTHAT 4% - php
# X R4 counter.php > # &&= T :

1 || [root@dywang counter]# diff -uNw ../../counter/counter.php counter.php
--- ../../counter/counter.php 2013-02-16 22:17:21.000000000 +0800
3 || +++ counter.php 2015-01-03 12:00:10.659053758 +0800

2. BHEE A E MR RAZ T 2 AR —ip FHARE 1 K KRR
S LR EE

1]lee -29,7 +29,7 @@
3| /* END CONFIGURATION */

5| -$iprt=7200; # 1 hour is 3600 seconds, I P Residence Time
+$iprt=1; #7200; # 1 hour is 3600 seconds, I P Residence Time
7| $ips=array();

$ipfh=fopen($visitors_ips_file,"r");

91 $flag=0;

I\ J

3. MEFRER 12 128 » REM{LEA O -

1| e -64,6 +64,8 @@
$cfh=fopen($counter_file,"r");

3| $line=fgets($cfh);

$count=trim($line);

5 || +$cc=strlen($count) ;

+for($i=$cc; $i<12; $i++) $count= '0'.$count;
7| CreateCounterImage ($count);
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3

&r$cfh=fopen($counter_file,"w" ; J

4. FEHETEE 80 mELE 140 °

@0 -72,7 +74,7 QO
2 || $write = fputs($cfh, $count);

4| function CreateCounterImage ($count){ # creates a captcha image and
returns the value written on it

- $im = ImageCreate(80, 20); # we create an image providing width and
height (in pixels) as arguments. Edit this for changing the image
counter size

6|+ $im = ImageCreate(140, 20); # we create an image providing width and

height (in pixels) as arguments. Edit this for changing the image
counter size
$selbgcol=rand(0,4);

/* ALLOCATING COLORS TO THE IMAGE */

5. S AGHEEMBE FAETOBE -

1 r@@ -80,7 +82,7 0@

$red = ImageColorAllocate($im, 189, 5, 8);#RED

3 $black = ImageColorAllocate($im, 0, 0, 0);#BLACK

$green = ImageColorAllocate($im, 115, 211, 45);#GREEN

5| - $orange = ImageColorAllocate($im, 252, 149, 26);#0RANGE

+ $orange = ImageColorAllocate($im, 252, 149, 16);#0RANGE

7 $blue = ImageColorAllocate($im, 72, 103, 173);#BLUE

$white = ImageColorAllocate($im, 255, 255, 255); # the numbers (text)

in the counter will always be white and the above colors are

used randomly for the background

(7
-

6. BEFREKFEEZETH 12 AR 16

1] @@ -95,7 +97,7 @@

3 # we now write the string text to the image. The last number in the
arguments list of ImageString moves the image text vertically,
small number -> text goes up, big number text goes down

# default color for text is white, as defined in the colors list
above and then used as last argument in the ImageString call.
Feel free to play with the colors here
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51 -

ImageString($im, 8, 12, 2, $new_string, $white); #

+ ImageString($im, 8, 16, 2, $new_string, $white); #

7
#output to browser
9 ImagePNG($im, "counter.png");

20.4 Webcount &+

1. dywang & & °
dywang(# L) ZHEE

000000327954

FHEA 9 4 3 R M Linux THF | {FARERIHE -

2. PHRLAM
SHISTIRA RS Tiex

Department of Computer Science & Information Enginearing

SRAHERIEN (BA)
| BERE (zh_w) ¢

PEEE EIERE EASE FE FNE0 ENHE BERF UHEES  EEE BRSEM #sEE Lnks  English .

= E
EREE E siaE

> EEmE H TRAREE e s 2 pevu wong
b oy B FRkGT B = dywang@csie.cyut.edu.tw

3. % E L webmail °
SquirrelMail

webrmnail
for
nuts

AMEETEHHEESRN 1.4.8
EAR B ER R SR A AR A
SHEET CSIE CYUT WebMail

SquirrelMail EA

000000327966

R - ETE®E DeYu Wang

4. 3% Moodle #izF & -
HEERAR :

e
bt

| ESF@nw) (O

BiHEES
BIEVEE » F5/EE - SARE

3B [0 S A g 2
A DRI TREIES AT A
(ERNYEESL B RE Cookies THER)@
wE
e
O s ARE
ErRitRSRA TS T 2

RFHEE - HTFEE DeYu Wang
BRI AT L hE BaigeE

SHREREEER il © 41349 BRI RSIEF 16858
TEL:886-4-23323000 FAX:886-4-23329898

IEEEE
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Chapter 21

El 8 Bl B A%

21.1 #WF

1. AR ERHAEZ » —RATGHBE > 217 EoF M A2 B REE AL R E B
M o> AHAETEFGRET MM o

2. BIOS 9 EREEZTURLE : FREFEEHAT > WREHN K AIES -

3. BEARTT AN BISO R HEA MR E AW THKED) » 1226 R E 1242 A B
WAE BT - A T AL B BAg RAE M R L R HK AR o

4. BB x—BA > T4 A P47 4 crontab % M %8 H > BA A Linux #
NS RON- W (Real-tlme Clock » RTC) & KM o

21.2 A SR
1. BEBZOAL X RTC» BT-HAWT
(a) rtc_time : B AR G2 L& H (GMT: Greenwich Mean Time) » &
B oblBhe 8 NEF
(b) rtc_date : B A& rtc B ;
(c) alarm_time : 3K E A BFH 5
(d) alarm date : 3 W69 B 3 ;

(e) alarm IRQ : %-;ﬁ]";n/'}{l%ﬂﬁi » BATEA no’ AT-AAXTA MK 4
R R, yes o

1 || [root@dywH ~]# cat /proc/driver/rtc
rtc_time : 08:28:40
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CHAPTER 21. 8 %K #

11

13

\S

rtc_date
alrm_time
alrm_date
alarm_IRQ
alrm_pending
24hr :
periodic_IRQ
update_IRQ
HPET_emulated
DST_enable
periodic_freq
batt_status

: 2015-04-04
: 14:52:17

T okkokok—kok—kok
: no

. no

. no

: yes

. no

: 1024

: okay

2. % 8 % B & 8F B 69 BF M B (timestamp) & A /sys/class/ rtc/ rtc0/
wakealarm -

[root@dywH ~]# date +%s -d "now + 30minutes" | tee /sys/class/rtc/rtc0/

wakealarm

2 || 1428139354

3. &% /sys/class/rtc/rtcO/wakealarm °

[root@dywH ~]# cat /sys/class/rtc/rtc0/wakealarm
2 1| 1428139354

4. BE& &/ RTC 8 H KM A 09:22:34 (6% 8 1 8F) » B E 2015-04-
04 s alarm_IRQ % & yes’

10

12

14

rtc_time
rtc_date
alrm_time
alrm_date
alarm_IRQ
alrm_pending
24hr
periodic_IRQ
update_IRQ
HPET_emulated
DST_enable
periodic_freq

batt_status
\S

f[root@dyWH ~]# cat /proc/driver/rtc
: 08:54:24

: 2015-04-04
: 09:22:34

1 2015-04-04
! yes

. no

: yes

. no

. no

! yes

. no

: 1024

: okay

5. BmMM > TALETHME  F2HEENETR  AAHMIELTAHMK -
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Chapter 22

SoftEther VPN

22.1 WF

1. SoftEther VPN & —1{Ezh 487 ~ X 4% % W € 0938 » T A% F & 7 Windows,
Linux, Mac, FreeBSD #= Solaris L1 A -

2. £ CentOS &% SoftEther VPN -
3. SoftEther VPN B4 EH R % X4 7T 5%

4. SoftEther Download Center

22.2 SoftEther Server &%

1. SoftEther T # SoftEther Download Center

[root@dyw219 ~]# cd /usr/src/

2 || [root@dyw219 srcl# wget http://www.softether-download.com/files/
softether/\

v4.21-9613-beta-2016.04.24-tree/Linux/SoftEther_VPN_Server/\

4 || 64bit_-_Intel x64 or_ AMD64/\
softether-vpnserver-v4.21-9613-beta-2016.04.24-1inux-x64-64bit.tar.gz

((

2. MRERMRITE > 1K £ vpnserver B4k o

1 || [root@dyw219 srcl# tar zxvf softether-vpnserver-v4.21-9613-beta
-2016.04.24-1inux-x64-64bit.tar.gz
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3. # A vpnserver H##4T make #FAZKX - BEF AT EE yes o

1 || [root@dyw219 srcl# cd vpnserver
[root@dyw219 vpnserver]# make

4. # 5 [usr/local/vpnserver # vpn server #4742 # 2| 3L B 4k o

[root@dyw219 vpnserver]# mkdir /usr/local/vpnserver
2 || [root@dyw219 vpnserver]# cp vpnserver vpncmd hamcore.se2 /usr/local/
vpnserver/

5. &4 vpnserver R ~ M PAFATI AL T :

[root@dyw219 vpnserver]# vim /etc/init.d/vpnserver
2 || [root@dyw219 vpnserver]# cat /etc/init.d/vpnserver
#!/bin/sh

4 || # chkconfig: 2345 99 01

# description: SoftEther VPN Server

6 || DAEMON=/usr/local/vpnserver/vpnserver
LOCK=/var/lock/subsys/vpnserver

8| test -x $DAEMON || exit O

case "$1" in

10 start)
$DAEMON start
12 touch $LOCK
14 stop)
$DAEMON stop
16 rm $LOCK
18 restart)
$DAEMON stop
20 sleep 3
$DAEMON start
22 35
*)
24 echo "Usage: $0 {start|stopl|restart}"
exit 1
26 || esac
exit O
NS J
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6. #% vpnserver WAL T R T PAT LK F o

1

[root@dyw219 vpnserver]# chmod 755 /etc/init.d/vpnserver
[root@dyw219 vpnserver]# /etc/init.d/vpnserver start

3 || The SoftEther VPN Server service has been started.

22.3 vpncmd #43% Z vpnserver

e

1. &

11

13

15

17

19

21

23

25

27

29

31

1#1%78 3> #4T check & & A 4% & vpn server °

r[root@dyw219 vpnserver]# /usr/local/vpnserver/vpncmd

vpncmd command - SoftEther VPN Command Line Management Utility
SoftEther VPN Command Line Management Utility (vpncmd command)
Version 4.21 Build 9613  (English)

Compiled 2016/04/24 16:39:47 by yagi at pc30

Copyright (c) SoftEther VPN Project. All Rights Reserved.

By using vpncmd program, the following can be achieved.

1. Management of VPN Server or VPN Bridge

2. Management of VPN Client

3. Use of VPN Tools (certificate creation and Network Traffic Speed Test
Tool)

Select 1, 2 or 3: 3

VPN Tools has been launched. By inputting HELP, you can view a list of
the commands that can be used.

VPN Tools>check
Check command - Check whether SoftEther VPN Operation is Possible

SoftEther VPN Operation Environment Check Tool

Copyright (c) SoftEther VPN Project.
A1l Rights Reserved.

If this operation environment check tool is run on a system and that
system passes, it is most likely that SoftEther VPN software can
operate on that system. This check may take a while. Please wait...

Checking 'Kernel System'...
Pass
Checking 'Memory Operation System'...
Pass
Checking 'ANSI / Unicode string processing system'...
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33

35

37

39

41

43

Pass
Checking 'File system'...
Pass
Checking 'Thread processing system'...
Pass
Checking 'Network system'...
Pass

A1l checks passed. It is most likely that SoftEther VPN Server / Bridge
can operate normally on this system.

The command completed successfully.
VPN Tools>exit

\. J

el

2. B #4T Jusr/local/vpnserver/vpncmd 4 4-i£4£i%78 1 #47 vpnserver 3% & o

10

12

14

[root@dyw219 vpnserver]# /usr/local/vpnserver/vpncmd

vpncmd command - SoftEther VPN Command Line Management Utility
SoftEther VPN Command Line Management Utility (vpncmd command)
Version 4.21 Build 9613  (English)

Compiled 2016/04/24 16:39:47 by yagi at pc30

Copyright (c) SoftEther VPN Project. All Rights Reserved.

By using vpncmd program, the following can be achieved.

1. Management of VPN Server or VPN Bridge

2. Management of VPN Client

3. Use of VPN Tools (certificate creation and Network Traffic Speed Test
Tool)

Select 1, 2 or 3: 1

- _/

3. @A vpnserver # IP & port °

P
Specify the host name or IP address of the computer

that the destination VPN Server or VPN Bridge is operating on.

By specifying according to the format 'host name:port number',

you can also specify the port number.

(When the port number is unspecified, 443 is used.)

If nothing is input and the Enter key is pressed, the connection will be
made to the port number 8888 of localhost (this computer).

Hostname of IP Address of Destination: 163.17.27.219:443
-
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4. 3 % Virtual Hub & #%

If connecting to the server by Virtual Hub Admin Mode, please input the
Virtual Hub name.
2 || If connecting by server admin mode, please press Enter without inputting
anything.
Specify Virtual Hub Name:
4 || Connection has been established with VPN Server "163.17.27.219" (port
443) .

6 || You have administrator privileges for the entire VPN Server.
~ J

5. & Z server &g o

~

VPN Server>ServerPasswordSet
2 || ServerPasswordSet command — Set VPN Server Administrator Password
Please enter the password. To cancel press the Ctrl+D key.

Password: ks xkxk
O || Confirm input: s*kkxx*

8
The command completed successfully.
\ J
6. A4 Hub &E % o

~
1 || VPN Server>HubCreate VPN

HubCreate command - Create New Virtual Hub

3 || Please enter the password. To cancel press the Ctrl+D key.

5 || Password: sk
Confirm input: kkxxk

9 || The command completed successfully.
~ /

7. ERARARAELELE VPN # HUB ©

1 || VPN Server>hub VPN
Hub command - Select Virtual Hub to Manage
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3 || The Virtual Hub "VPN" has been selected.
The command completed successfully.

8. %% hub VPN &/ NAT #4é o

VPN Server/VPN>SecureNatEnable
2 || SecureNatEnable command - Enable the Virtual NAT and DHCP Server
Function (SecureNat Function)
The command completed successfully.

9. A& P userl

1 || VPN Server/VPN>Usercreate
UserCreate command - Create User
3 ||User Name: useril

5 || Assigned Group Name:

7 || User Full Name:

9 || User Description:

11 || The command completed successfully.
. J

10. 3% userl ¥ &G o

1 || VPN Server/VPN>Userpasswordset

UserPasswordSet command - Set Password Authentication for User Auth Type
and Set Password

3 || User Name: userl

5 ||Please enter the password. To cancel press the Ctrl+D key.

7 || Password: kxkskkkkskk
Confirm input: skxkkkskkxk

The command completed successfully.
\. J

11. &% hub VPN # IP & 192.168.30.1 °
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VPN Server/VPN>iptable

2 || IpTable command - Get the IP Address Table Database
Item |Value

4 +

ID 1804511970

6 || Session Name|SID-SECURENAT-1

IP Address [192.168.30.1

8 || Created at [2016-05-17 07:30:31

Updated at [2016-05-17 07:31:37

10 || Location [On 'dyw219'
The command completed successfully.
\. J

22.4 %% VPN hub #%# &

1. #F% 2374 vpnemd 4 43% % > 12 A hub #8474 # = %] vpn server &%
B -

1 || VPN Server/VPN>hub
Hub command - Select Virtual Hub to Manage

3 || The Virtual Hub selection has been unselected.
The command completed successfully.

2. EATROEEEE -

P

VPN Server>bridgedevicelist

2 || BridgeDevicelList command - Get List of Network Adapters Usable as Local
Bridge

ethO

4 || ethl

virbr0

6 || vnetO

vnetl

8 || vnet3

vnet4

10 || vnetb

vnet6

12 || The command completed successfully.
- J

3. &% bridgecreate 445t o
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VPN Server>bridgecreate /7
2 || BridgeCreate command - Create Local Bridge Connection
Help for command "BridgeCreate"

Purpose:
6 Create Local Bridge Connection

8 || Description:
Use this to create a new Local Bridge connection on the VPN Server.

10 By using a Local Bridge, you can configure a Layer 2 bridge connection
between a Virtual Hub operating on this VPN server and a physical
Ethernet

12 Device (Network Adapter).

You can create a tap device (virtual network interface) on the system
and

14 connect a bridge between Virtual Hubs (the tap device is only
supported by

Linux versions).

16 It is possible to establish a bridge to an operating network adapter
of your
choice for the bridge destination Ethernet device (network adapter),
but in
18 high load environments, we recommend you prepare a network adapter
dedicated to serve as a bridge.
20 To execute this command, you must have VPN Server administrator
privileges.
22 || Usage:
BridgeCreate [hubname] [/DEVICE:device_name] [/TAP:yes|no]
24
Parameters:
26 hubname - Specify the Virtual Hub to create bridge. To get a list of
Virtual
Hubs, you can use the HubList command. It is not essential
that
28 you specify a Virtual Hub that is currently operating. If
you
specify a Virtual Hub name that is not currently operating
or that
30 does not exist, the Local Bridge connection will become
enabled

when the actual operation of that Virtual Hub begins.
32 /DEVICE - Specify the bridge destination Ethernet device (network

adapter)
or tap device name. You can get the list of Ethernet device
names
34 by using the BridgeDevicelist command.
/TAP - Specify yes if you are using a tap device rather than a
network
36 adapter for the bridge destination (only supported for Linux
versions). When this is omitted, it will be treated the same
as
38 when no is specified.
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. J

4. ¥ e hub vpn %4 %] ethO $£ 4% A TAP » 4t ifconfig T A& 3| — k4 F
tap_ethO °

10

12

14

16

18

20

22

24

26

28

30

~

VPN Server>bridgecreate vpn /device:br0 /tap:yes

BridgeCreate command - Create Local Bridge Connection

While in the condition that occurs immediately after a new bridge
connection is

made when bridging to a physical network adapter, depending on the type
of

network adapter, there are cases where it will not be possible to
communicate

using TCP/IP to the network adapter using a bridge connection from a
computer

on the virtual network.

(This phenomenon is known to occur for Intel and Broadcom network
adapters.)

If this issue arises, remedy the situation by restarting the computer on
which

VPN Server / Bridge is running. Normal communication will be possible
after

the computer has restarted.

Also many wireless network adapters will not respond to the sending of
packets

in promiscuous mode and when this occurs you will be unable to use the
Local

Bridge. If this issue arises, try using a regular wired network adapter
instead of the wireless network adapter.

Instructions for Local Bridge on VM

It has been detected that the VPN Server might be running on a VM (
Virtual Machine)

suchlike VMware or Hyper-V. Read the following instructions carefully.

If you are not using a VM, please ignore this message.

Some VMs prohibit the "Promiscuous Mode" (MAC Address Spoofing) on the
network

adapters by default.

If the Promiscuous Mode (MAC Address Spoofing) is administratively
disabled,

the Local Bridge function between a Virtual Hub on the VPN Server and a
physical

network adapter on the physical computer does not work well. You should
allow

the Promiscuous Mode (MAC Address Spoofing) by using the configuration
tool of the VM.
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For details please refer the documents of your VM. If it is a shared-VM
and

32 || administrated by other person, please request the administrator to
permit the

use of the Promiscuous (MAC Address Spoofing) Mode to your VM.

34

The command completed successfully.

5. 4% i hub VPN 4 4® 2] hub vpn # &34 X o

1 || VPN Server>hub vpn
Hub command - Select Virtual Hub to Manage
3 || The Virtual Hub "VPN" has been selected.
The command completed successfully.

6. &% hub VPN # IP %7 192.168.30.1 » i€ %4 7 —1{B154 session * 124
ipva # TP -

KVPN Server/VPN>iptable

2 || IpTable command - Get the IP Address Table Database
Ttem |Value

4 +

D 1804511970

6 || Session Name|SID-SECURENAT-1

IP Address [192.168.30.1

8 || Created at [2016-05-17 07:30:31

Updated at [2016-05-17 08:02:05

10 || Location |On 'dyw219'

4+
+

12 || ID [ 3996354065

Session Name|SID-LOCALBRIDGE-3

14 || IP Address |fe80::2ac:3dff:feal:1692
Created at [2016-05-17 08:01:49

16 || Updated at [2016-05-17 08:02:07

Location |On 'dyw219'
18 || The command completed successfully.
(S

22.5 VPN #% DHCP

1. DHCPSET % & DHCP % # - gateway % dns + £ 3% £ R #%
192.168.1.0/24 AR Ak -
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2. &

(veN Server/vpn>dhcpset /start:192.168.1.10 /end:192.168.1.19 /mask
:255.255.255.0 \

/expire:1000 /gw /dns /dns2 /DOMAIN /log:yes

DhcpSet command - Change Virtual DHCP Server Function Setting of
SecureNAT Function

The command completed successfully.
s

& #R 4 7~ /usr/local/ vpnserver/vpn_server.config ® ¥ 7T ¥A % B M

vpnserver ° B35 Ag K B S B — i T WL B BGRE o

10

12

14

16

18

20

22

24

26

28

30

32

[root@dyw219 ~]# vim /usr/local/vpnserver/vpn_server.config
[root@dyw219 ~]# grep 'declare SecureNAT' -A30 -ml /usr/local/vpnserver/
vpn_server.config
declare SecureNAT
{

bool Disabled true

bool Savelog true

declare VirtualDhcpServer

{
string DhcpDnsServerAddress 192.168.1.1
string DhcpDnsServerAddress2 0.0.0.0
string DhcpDomainName $
bool DhcpEnabled true
uint DhcpExpireTimeSpan 7200
string DhcpGatewayAddress 192.168.1.1
string DhcpLeaseIPEnd 192.168.1.20
string DhcpLeaseIPStart 192.168.1.10
string DhcpPushRoutes $
string DhcpSubnetMask 255.255.255.0

X

declare VirtualHost

{
string VirtualHostIp 192.168.1.1
string VirtualHostIpSubnetMask 255.255.255.0
string VirtualHostMacAddress 00-AC-43-22-56-80

X

declare VirtualRouter

{
bool NatEnabled true
uint NatMtu 1500
uint NatTcpTimeout 1800
uint NatUdpTimeout 60

X

\. J
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22.6 brctl ZZHES

1. &4/ B A9 R A KVM JE# %% A 89 virbro o

(froot©dyw219 ~1# brctl show
2 || bridge name bridge id STP enabled interfaces
virbrO 8000.feb4000af4cf  yes vnetO
4 vnetl
vnet3
6 vnet4
vnetb
8 vnet6
&

2. 3w br0 154 Z4 & VPN hub #% 4 o

r[root@dyw219 ~]# brctl addbr br0
2 || [root@dyw219 ~]# brctl show
bridge name bridge id STP enabled interfaces
4 || br0 8000.00ac3da01692 no
virbrO 8000.feb4000af4cf  yes vnetO
6 vnetl
vnet3
8 vnet4
vnetb
10 vnet6
- /

3. #%he br0O 154 & 24094 F ethO -

([root@dyw219 ~1# brctl addif brO ethO
2 || [root@dyw219 ~]# brctl show
bridge name bridge id STP enabled interfaces
4 1| br0 8000.00ac3da01692 no ethO
virbr0 8000.feb4000af4cf  yes vnetO
6 vnetl
vnet3
8 vnet4
vnetb
10 vnet6
. J

4. ¥ br0 %4 £ 24698 F ethO -
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[root@dyw219 ~]# brctl addif br0 ethO
2 || [root@dyw219 ~]# brctl show
bridge name bridge id STP enabled interfaces
4 || bro 8000.00ac3da01692 no ethO
virbrO 8000.feb4000af4cf  yes vnetO
6 vnetl
vnet3
8 vnet4
vnetb
10 vnet6
\

5. &F#FHHA tap_etho °

f[root@dyw219 ~]# ifconfig | grep “[a-z] | awk '{print $1}'
2 || br0

ethO

4 || ethl

lo

6 || tap_ethO
virbrO

8 || vnetO
vnetl

10 || vnet3
vneté

12 || vnetb

vnet6
. J

6. 3% A br0O 154 £ 2469 HF tap_etho o

1 || [root@dyw219 ~]1# brctl addif brO ethO
[root@dyw219 ~]# brctl show
3 || bridge name bridge id STP enabled interfaces
br0 8000.00ac8e8ec395 no ethO
B} tap_ethO
virbrO 8000.feb4000af4cf  yes vnetO
7 vnetl
vnet3
9 vnet4
vnetb
11 vnet6
S

7. %4153 35 br0O » #F ethO A& tap_eth0 EAF o
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11

13

15

17

19

21

23

25

27

[root@dyw219 ~]# cd /etc/sysconfig/network-scripts/
[root@dyw219 network-scriptsl# cp ifcfg-ethO ifcfg-br0
[root@dyw219 network-scripts]# cp ifcfg-ethO ifcfg-tap_ethO

[root@dyw219 network-scripts]# vim ifcfg-br0
[root@dyw219 network-scriptsl# cat ifcfg-br0
DEVICE="br0"

TPADDR=192.168.1.254

NETMASK=255.255.255.0

GATEWAY=163.17.27.219

DNS1=120.110.21.249

DNS2=8.8.8.8

ONBOQOT="yes"

TYPE=Bridge

[root@dyw219 network-scriptsl# vim ifcfg-ethO
[root@dyw219 network-scripts]# cat ifcfg-ethO
DEVICE="ethO0"

ONBOQOT="yes"

BRIDGE=br0

TYPE=Ethernet

[root@dyw219 network-scriptsl# vim ifcfg-tap_ethO
[root@dyw219 network-scriptsl# cat ifcfg-tap_ethO
DEVICE="tap_eth0"

ONBOQOT="yes"

BRIDGE=br0

TYPE=Ethernet

~ _/

8. EHEE ML o

[troot@dyw219 network-scripts]# /etc/init.d/network restart J

9. A4 A vpncmd ¢ 4i# X hub vpn ¥®E X > £% hub VPN # [P % 7 —1&
%3 1P 192.168.1.254 » &7 R & vpn client i 4 4 network adapter & &
192.168.1.0/24 ) #B 3L T L A #1324 VPN server %469 192.168.1.0/24

-
VPN Server/VPN>iptable

IpTable command — Get the IP Address Table Database
Item |Value

+
T

ID | 1358754158
Session Name|SID-LOCALBRIDGE-3
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7 || IP Address [192.168.1.254
Created at [2016-05-17 08:03:50
9 || Updated at [2016-05-17 08:03:54
Location [On 'dyw219'

11 +

ID 804511970

13 || Session Name|SID-SECURENAT-1

IP Address [192.168.30.1

15 ||Created at [2016-05-17 07:30:31
Updated at [|2016-05-17 08:03:55
17 || Location |On 'dyw219'

4
+

19 || ID | 3996354065

Session Name|SID-LOCALBRIDGE-3

21 || IP Address |fe80::2ac:3dff:feal:1692
Created at |2016-05-17 08:01:49

23 |Updated at [2016-05-17 08:03:54
Location |On 'dyw219'

25 || The command completed successfully.
\8

22.7 SoftEther VPN Client &%

1. SoftEther T # SoftEther Download Center

1 || [root@dywftp ~1# cd /usr/src/

[root@dywftp srcl# wget http://www.softether-download.com/files/
softether/\

3| v4.21-9613-beta-2016.04.24-tree/Linux/SoftEther_VPN_Client/64bit_-
_Intel x64 or_ AMD64/\

softether-vpnclient-v4.21-9613-beta-2016.04.24-1inux-x64-64bit.tar.gz

5 || [root@oveng ~]#

- _/

2. MiT 8RR % > 4 £ £ vpnclient B4k o

1 || [root@dywftp srcl# tar zxvf softether-vpnclient-v4.21-9613-beta
-2016.04.24-1inux-x64-64bit.tar.gz

3. # A vpnclient B 447 make %#F R X > @R F 2P HL yes o

1‘([root©dwatp srcl# cd vpnclient/
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&Iroot@dwatp vpnclient]# make

4. # % [usr/bin/vpnclient B4k > #4% vpn clinet #4748 £ Z 23k A 4% -

2

[root@dywftp vpnclient]# cp vpn* /usr/bin/vpnclient/
[root@dywftp vpnclient]# cp hamcore.se2 /usr/bin/vpnclient/

5. &4 vpnclient R &EE) ~ B HHATH Ao T

10

12

14

16

18

20

22

24

26

#!/b

# de
DAEM
LOCK
test
case

esac
exit

p
[root@dywftp vpnclient]# vim /etc/init.d/vpnclient
[root@dywftp vpnclient]# cat /etc/init.d/vpnclient

in/sh

# chkconfig: 2345 99 01

scription: SoftEther VPN Client
ON=/usr/bin/vpnclient/vpnclient
=/var/lock/subsys/vpnclient
-x $DAEMON || exit O
"$1" in
start)
$DAEMON start
touch $LOCK
stop)
$DAEMON stop
rm $LOCK
restart)
$DAEMON stop
sleep 3
$DAEMON start
*)
echo "Usage: $0 {start|stopl|restart}"
exit 1

0

6. #& vpnserver WAL T R T PAT L L F o

1

[root@dywftp vpnclient]# chmod 755 /etc/init.d/vpnclient
[root@dywftp vpnclient]# /etc/init.d/vpnclient start
3 || The SoftEther VPN Client service has been started.

De-Yu Wang CSIE CYUT

210



22.8. VPNCMD #*% VPN CLIENT CHAPTER 22. SOFTETHER VPN

. J

22.8 vpncmd &% vpn client

1. 4/ vpncmd 4 4 E4F %A 2 #47 client RE ©

1 ([root@dwatp vpnclient]# /usr/bin/vpnclient/vpncmd

vpncmd command - SoftEther VPN Command Line Management Utility
3 || SoftEther VPN Command Line Management Utility (vpncmd command)
Version 4.21 Build 9613  (English)

5 || Compiled 2016/04/24 16:39:47 by yagi at pc30

Copyright (c) SoftEther VPN Project. All Rights Reserved.

By using vpncmd program, the following can be achieved.

1. Management of VPN Server or VPN Bridge

11 ||2. Management of VPN Client

3. Use of VPN Tools (certificate creation and Network Traffic Speed Test
Tool)

13

Select 1, 2 or 3: 2

15

Specify the host name or IP address of the computer that the destination
VPN Client is operating on.

17 || If nothing is input and Enter is pressed, connection will be made to
localhost (this computer).

Hostname of IP Address of Destination:

19

Connected to VPN Client "localhost".

21

VPN Client>help
S /)

2. # 3 NIC myadapter °

VPN Client>NicCreate myadapter
2 || NicCreate command - Create New Virtual Network Adapter
The command completed successfully.

3. # 5 myconnection i# 4 » 4 % 163.17.27.219:443 > i 4% 49 hub &
vpn ° 1% M & nic & ARl Z 4 4 nic myadapter °
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11

VPN Client>AccountCreate myconnection

AccountCreate command - Create New VPN Connection Setting
Destination VPN Server Host Name and Port Number: 163.17.27.219:443
Destination Virtual Hub Name: vpn

Connecting User Name: userl

Used Virtual Network Adapter Name: myadapter

The command completed successfully.
\. J

4. 3% % myconnection i £ 91k I% userl o

KVPN Client>AccountUsernameSet myconnection

AccountUsernameSet command - Set User Name of User to Use Connection of
VPN Connection Setting

Connecting User Name: userl

The command completed successfully.
\ J

5. & myconnection i 4 & % 55 o

11

~
VPN Client> AccountPasswordSet myconnection

AccountPasswordSet command - Set User Authentication Type of VPN

Connection Setting to Password Authentication

Please enter the password. To cancel press the Ctrl+D key.
Password: k¥

Confirm input: skkskskskokkk

Specify standard or radius: standard

The command completed successfully.
\

6. 1% M myconnection i 4 3 3% T A ERFFBF B By 5P o

1

VPN Client>AccountConnect myconnection
AccountConnect command - Start Connection to VPN Server using VPN
Connection Setting
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3 || The command completed successfully.

5 || VPN Client>AccountStartupSet myconnection
AccountStartupSet command - Set VPN Connection Setting as Startup
Connection

7 || The command completed successfully.
\ J

22.9 %% VPN Client IP

1. & & vpn_myadapter & A # & [P> #& % & % VPN server i #
192.168.1.254 -

P
1 || [root@dywftp vpnclient]# ifconfig vpn_myadapter
vpn_myadapter Link encap:Ethernet HWaddr 00:AC:E8:A9:C9:4D

3 inet6 addr: fe80::2ac:e8ff:fea9:c94d/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
5 RX packets:290 errors:0 dropped:0 overruns:0 frame:0
TX packets:245 errors:0 dropped:0 overruns:0 carrier:0
7 collisions:0 txqueuelen:500

RX bytes:20090 (19.6 KiB) TX bytes:20254 (19.7 KiB)

[root@dywftp vpnclient]# ping -c3 192.168.1.254
11 ||PING 192.168.1.254 (192.168.1.254) 56(84) bytes of data.

13 || --- 192.168.1.254 ping statistics ---
3 packets transmitted, O received, 100% packet loss, time 11999ms

A

2. 3% T vpn_myadapter IP & 192.168.1.200/24 » 3t T »Li& & VPN server i 49
192.168.1.254 -

r[root@dwatp vpnclient]# ifconfig vpn_myadapter 192.168.1.200/24
2 || [root@dywftp vpnclient]# ping -c3 192.168.1.254

PING 192.168.1.254 (192.168.1.254) 56(84) bytes of data.

41164 bytes from 192.168.1.254: icmp_seq=1 ttl=64 time=1.80 ms

64 bytes from 192.168.1.254: icmp_seq=2 ttl=64 time=0.643 ms

6| 64 bytes from 192.168.1.254: icmp_seq=3 ttl=64 time=0.603 ms

8 ||--— 192.168.1.254 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
10 || rtt min/avg/max/mdev = 0.603/1.015/1.801/0.556 ms
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3. £ Linux £# VPN server # DHCP & $#4% vpn_myadapter # IP > 7T XA4&
A dhclient 44 °

[root@dywftp ~]# dhclient vpn_myadapter &

2 || [1]1 22730

[root@dywftp ~1# ifconfig vpn_myadapter

4 || vpn_myadapter Link encap:Ethernet HWaddr 00:AC:E8:A9:C9:4D

inet addr:192.168.1.11 Bcast:192.168.1.2556 Mask
:255.255.255.0

6 inet6 addr: fe80::2ac:e8ff:fea9:c94d/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
8 RX packets:6701 errors:0 dropped:0 overruns:0 frame:0
TX packets:85 errors:0 dropped:0 overruns:0 carrier:0
10 collisions:0 txqueuelen:500
RX bytes:416312 (406.5 KiB) TX bytes:11980 (11.6 KiB)
12
[1]+ Domne dhclient vpn_myadapter
. J

4. vpn_myadapter #% HBAF4y IP » T A4 A dhclient -r 44 ©

1 r[root@dwatp ~]# dhclient -r vpn_myadapter

[root@dywftp ~1# ifconfig vpn_myadapter

3 || vpn_myadapter Link encap:Ethernet HWaddr 00:AC:E8:A9:C9:4D
BROADCAST MULTICAST MTU:1500 Metric:1

5 RX packets:6786 errors:0 dropped:0 overruns:0 frame:0
TX packets:94 errors:0 dropped:0 overruns:0 carrier:0
7 collisions:0 txqueuelen:500

RX bytes:421539 (411.6 KiB) TX bytes:12838 (12.5 KiB)

5. % VPN Clinet . &£ VLAN B#&&¥E 192.168.1.0/24 5 ......
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Open VPN

23.1 WF

1. OpenVPN A —184 7 441 SSL VPN » A5 5t ff #As A A% 4 A 5 38 36 04 5
#o

2. OpenVPN AFF# 8 VPN R AXF &% ~ ET&F ~ AR LHMHE %5
RAAT D IRE -

3. £ CentOS 6.5 ®% OpenVPN -

4. OpenVPN Installation and configuration on CentOS 6.x

23.2 OpenVPN £4#%%

1. =R EH

[[root@dyw219 ~]# yum install openvpn easy-rsa J

2. f& [etc/openvpn B4k N # = easy-rsa WX B4k » A TARHA easy-rsa #
R bk B AR o

1 {[root@dyw219 ~]# mkdir -p /etc/openvpn/easy-rsa/keys J

[root@dyw219 ~]# cp -rf /usr/share/easy-rsa/2.0/* /etc/openvpn/easy-rsa/

3. 57t key #EH| - B4 - eamil § 4 -

215


http://www.unixmen.com/setup-openvpn-server-client-centos-6-5/
http://geek-kb.com/install-and-configure-openvpn-centos-6-x/
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[root@dyw219 ~]# vim /etc/openvpn/easy-rsa/vars
[root@dyw219 ~1# grep '“export KEY_COUNTRY' -A6 /etc/openvpn/easy-rsa/
vars
export KEY_COUNTRY="TW"
export KEY_PROVINCE="Taiwan"
export KEY_CITY="Taichung"
export KEY_ORG="CYUT"
export KEY_EMAIL="dywang@csie.cyut.edu.tw"
export KEY_0U="CSIE"
N

4. £ %] /etc/openvpn/easy-rsa B4k » 5 openssl.enf 3L TA48 ~ FBMEF & ~ &
RHTA keys °

([root©dyw219 ~]# cd /etc/openvpn/easy-rsa/
[root@dyw219 easy-rsal# cp openssl-1.0.0.cnf openssl.cnf
[root@dyw219 easy-rsal# source ./vars
NOTE: If you run ./clean-all, I will be doing a rm -rf on /etc/openvpn/
easy-rsa/keys
[root@dyw219 easy-rsal# ./clean-all
- _/

5. B4 CAEEZREH o

11

13

15

17

19

21

f[root@dyw219 easy-rsal# ./build-ca

Generating a 2048 bit RSA private key

................................. +++
............................................................. +++
writing new private key to 'ca.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a

DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [TW]:

State or Province Name (full name) [Taiwan]:

Locality Name (eg, city) [Taichung]:

Organization Name (eg, company) [CYUT]:

Organizational Unit Name (eg, section) [CSIE]:

Common Name (eg, your name or your server's hostname) [CYUT CA]:

Name [EasyRSA]:

Email Address [dywang@csie.cyut.edu.tw]:
\. J
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6. &% server # CA HEZ R &4 o

11

13

15

17

19

21

23

25

27

29

31

33

35

37

39

41

43

45

47

[root@dyw219 easy-rsal# ./build-key-server server
Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [TW]:

State or Province Name (full name) [Taiwan]:

Locality Name (eg, city) [Taichung]:

Organization Name (eg, company) [CYUT]:

Organizational Unit Name (eg, section) [CSIE]:

Common Name (eg, your name or your server's hostname) [server]:

Name [EasyRSA]:

Email Address [dywang@csie.cyut.edu.tw]:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:jdne&Gsw83A

An optional company name []:°C

[root@dyw219 easy-rsal# ./build-key-server server
Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [TW]:

State or Province Name (full name) [Taiwan]:

Locality Name (eg, city) [Taichung]:

Organization Name (eg, company) [CYUT]:

Organizational Unit Name (eg, section) [CSIE]:

Common Name (eg, your name or your server's hostname) [server]:

Name [EasyRSA]:
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49

51

53

55

57

59

61

63

65

67

69

71

Email Address [dywang@csie.cyut.edu.tw]:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /etc/openvpn/easy-rsa/openssl-1.0.0.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'TW'

stateOrProvinceName :PRINTABLE: 'Taiwan'

localityName :PRINTABLE: 'Taichung'

organizationName :PRINTABLE: 'CYUT'
organizationalUnitName:PRINTABLE: 'CSIE'

commonName :PRINTABLE: 'server'

name :PRINTABLE: 'EasyRSA'

emailAddress :IASSTRING: 'dywang@csie.cyut.edu.tw'
Certificate is to be certified until Apr 22 01:07:30 2026 GMT (3650 days

)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly

Write out database with 1 new entries

Data Base Updated
\. J

7. E% client #) CA ZBZ R &4 -

10

12

14

16

18

20

g
[root@dyw219 easy-rsal# ./build-key client
Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [TW]:

State or Province Name (full name) [Taiwan]:

Locality Name (eg, city) [Taichung]:

Organization Name (eg, company) [CYUT]:

Organizational Unit Name (eg, section) [CSIE]:

Common Name (eg, your name or your server's hostname) [client]:

Name [EasyRSA]:
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22

24

26

28

30

32

34

36

38

40

42

44

Email Address [dywang@csie.cyut.edu.tw]:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /etc/openvpn/easy-rsa/openssl-1.0.0.cnf

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'TW'

stateOrProvinceName  :PRINTABLE:'Taiwan'

localityName :PRINTABLE: 'Taichung'

organizationName :PRINTABLE: 'CYUT'

organizationalUnitName:PRINTABLE: 'CSIE'

commonName :PRINTABLE: 'client'

name :PRINTABLE: 'EasyRSA'

emailAddress :TASSTRING: 'dywang@csie.cyut.edu.tw'

Certificate is to be certified until Apr 22 01:09:59 2026 GMT (3650 days
)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries

Data Base Updated
\ J

8. &4 Diffie Hellman (DH) %% » 08051 -

1

[root@dyw219 easy-rsal# ./build-dh
Generating DH parameters, 2048 bit long safe prime, generator 2

3 || This is going to take a long time

9. i

A [/ etc/openvpn/easy-rsa/keys » # dh2048.pem ca.crt server.crt

server.key wWiB4s £ 4 % 5| /etc/openvpn H 4%k °

2

[root@dyw219 easy-rsal# cd /etc/openvpn/easy-rsa/keys/
[root@dyw219 keysl# cp dh2048.pem ca.crt server.crt server.key /etc/
openvpn/
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A

23.3. CLIENT % #23%

23.3 Client ¥ #2% %

1. A VPN client

[root@dyw219 ~]# ssh 192.168.1.102
2 || root@192.168.1.102's password:

Last login: Sat Mar 19 18:10:38 2016 from gateway
4 || [root@oveng ~]#

c3

2. &K openvpn °

[root@oveng ~]# vim /etc/yum.repos.d/dywang.repo
2 || [root@oveng ~]# yum install openvpn --enablerepo=dywang

3. @3] openvpn server #f ca.crt client.crt client.key =184% £ # # 3| client
49 /etc/openvpn A %k o

r[root@dyw219 ~]# cd /etc/openvpn/easy-rsa/keys/
2 || [root@dyw219 keysl# scp ca.crt client.crt client.key 192.168.1.102:/etc/
openvpn/
root@192.168.1.102's password:
4 |ca.crt 100% 1708 1.7KB/s
00:00
client.crt 100% 5334 5.2KB/s
00:00
6 || client.key 100% 1708 1.7KB/s
00:00
J

NS

23.4 OpenVPN server &%

1. %% server.conf BUH B R A5 K4 T -

[root@dyw219 keysl# vim /etc/openvpn/server.conf
2 || [root@dyw219 keysl# egrep "~ (dh|push|user|group)" /etc/openvpn/server.
conf
dh dh2048.pem
4 || push "redirect-gateway defl bypass-dhcp"

De-Yu Wang CSIE CYUT 220



23.5. KM% CHAPTER 23. OPEN VPN

push "dhcp-option DNS 192.168.1.254"
6 || push "dhcp-option DNS 8.8.8.8"

user nobody
8 || group nobody

2. A # client.conf % /home B % T i# % % vpn server IP 5
192.168.1.254 -

p
[root@dyw219 keysl# cp /usr/share/doc/openvpn-2.3.0/sample-config-files/
client.conf /home/

[root@dyw219 keys]# vim /home/client.conf
4 || [root@dyw219 keysl# grep “remote /home/client.conf

remote 192.168.1.254 1194
S

3. # & &4 8 client.conf # % 2l g% client # /etc/openvpn B 4% °

1 [[root@dwalQ keys]# scp /home/client.conf 192.168.1.102:/etc/openvpn/

AN

4. &% prosody R#FE% 4 ports e

1 || [root@kvm8 ~]# netstat -tlunp | grep lua

tcp 0 0 0.0.0.0:5269 0.0.0.0:% LISTEN 28232/1ua
3 || tcp 0 0 127.0.0.1:5347 0.0.0.0:% LISTEN 28232/1ua
tcp 0 0 0.0.0.0:5222 0.0.0.0:% LISTEN 28232/1ua

5. B X4k iptables s/ B4 5269,5347,5222 ¥ #3% o

23.5 MM

1. &40 server %% DNS &k > 7 fi# & Clinet 5 &X3& T °

{iroot@dywnb ~]# vim /etc/resolv.conf J
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